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Agenda

= Motivating Scenario

= Software Key Stores, HSMs..
..and how about a TvSM?

= A platform for trusted virtualization
= A virtual security module

= API & Analysis Outlook

= Conclusion
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Motivating Scenario

= A company replaces custom, paper-based
processes involving 103 people

= New processes based on (possibly advanced)
electronic signatures

= Key material must be protected

= |In a flexible, scalable, available way |

= At a very low price
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Security Modules

= Cryptographic engines
Trusted and

Untrusted Services u Key Management
= Creation

Well-
Command flow defined
violation SRR u Import/export
prevented
on handles

= Keep internal

state over sessions

= (Master) keys
= Access secrets

= Protect against

S ) Security
API

T
Application Management
Interface Interface

| s.oﬂ

-
Unauthorized

access denied
\_

Acee = mi-/Non-/Invasiv
Protected Authentication protected Key Se /Non-/ asive
Operations
Material - RemOte
Security attacks
Module
. Ronald Toegl Edinburgh, July 21th, 2010 ASA-4




IAIKﬂ-Erla'!. Institute for Applied Information Processing and Communications (IAIK) — Secure & Correct Systems SC(‘)S

Security Module Implementations

= Software key stores (=

= Simple OS process pooariy | Avtacker
= Protect against some basic attacks
= Cheap OSKernel

= Hardware Security Modules
= Separated from general purpose system
= Temper-resilient encasings
= Potentially costly — if performance matters
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An Alternative

= Use hardware security found in commodity PCs
to protect a software security module.

= Trusted Platform Module (TPM)

= Small, slow, specialized HSM
= CC-EAL 4+ certified
= Collects measurements on software configurations

= Intel Trusted eXecution Technology (TXT)

= Dynamic switch to trusted CPU state at any time

= CPU support for Virtualization

= Strong isolation of security critical from legacy code
= Virtual Machines: Scalable, flexible, cheap

B Ronald Toegl Edinburgh, July 211", 2010 ASA-4




IAIK#I&JI Institute for Applied Information Processing and Communications (IAIK) — Secure & Correct Systems SCC’)S

Proposed Architecture:
Trusted virtual Security Module

Implementation is
= Bound to HW-protected TPM key
= Ensured integrity

= |solated from other services

Partition

= Specialized for specific use case| &

= Exposed through a minimized —_—
Interface only ._ e

= Many instances
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Trusted Platform Module - Sealing

= Platform Configuration Registers (PCRs): can hold a
chain a trust (i.e. BIOS, peripheral firmware, boot
loader, kernel, drivers, libs, apps, configs)

= TPM Sealing: PCR{*' = SHA-1(PCR|lz)
Encrypt data under a
non-migratable key and
to a set of PCR values
(=>» integrity and confidentiality, no offline access)

0x00%" 17 < i < 22 after dynamic (re-)boot

0xFF2Y 17 < i < 22 with static boot
PCRY =
0x002Y  else.

= PCR configuration must be consistent, deterministic,
and expressive
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Virtualization Platform

= Linux with KVM for virtualization
= TXT late launch: chain of trust only depending on well-

known components

= Measurements of whole
TVAM

file systems
= Pre-calculation of rauneh
expected PCR

values

. initramfs Base System
= Sealing
Linux Kernel with KVM Hypervisor
becomes
. code
pl‘actlcal Chipset, CPU & TPM
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Virtual Security Module

= Features typical of a " TRNG Key pair
Security Module creation
= Session = Master key
Management Mmanagement
= Authorization of = Wrapping

(encrypting) and

operations, based on _
Unwrapping of keys

key pairs
. for external storage
= Performing _
cryptographic - FleX|b|e, fast and
sighatures with RSA scalable

= Typing of keys
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API| Design Decisions

No full PKCS#11 = Group related
Interface functionalities
Single use case: = Use creation-time
management and fixed types for keys
usage of RSA keys according to their
for cryptographic use

signatures = Use verified

Avoid arithmetic authentication
functions protocol — SKAP

[Chen, Ryan]
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Package iaik.tc.tvsm.prototype.api

[Interface KeyAttributes

lalkfo Ivem. prodotvis. anl

Interface Summary

intarfiace Eaykttziboban

Authentication The Interface Authentication.
Datablob The Interface Datablob.

Diefines the basic atiributes of cryptographic keys. It alows to speciTy the type o
and general parameders such s key lengih.

DateTimeReport

Holds a date'time object as well as the time nesded for retival. '

JCEKeyContainer Serves as container for JCE compatible keys. Field Summary
ey The Interface Key. I T
= b The Conslant MASTERKEY.
HeyAtiributes Defines the basic atiributes of cryplographic keys. it | ML EATEADIE
KeyFPair The Interface KeyPair. TheComsiont MYCHATERDLE
. . ; Method Summa
MaintenanceSession | Represaents a number of maintenance and setup f . Y
Zaaull | presteilay (Kavi ication parentiuathentication, Authentication
NoAuthentication for use where mo authentication is needed. newiscrets, |
- - - - - Creates a fresh application key.
OperatingSession Provides all everyday operations on the TwSh. asult | digest (String algorithm, byte[] fata, Buthentication auth)
Resuli The Interfacse Result. Processes 3 message digest from a given data blob.
- - - Baavlt | mpportEey (KevHandle ke=y, RAuthentication auath]
Secref for use im secret authentication. Zxport key.
SE'-E-SJ-DJ'I HE‘P’I"EE-E'FI'ZE A COm I'I'IL.II'Ii-E-'EﬁEIFI SEEEjl:H"I \'ﬂth th-E Th-j Baault getlacterKeyHandle (Authentication regquestiuth)
Provides the handle to the Master Kay.
- - ; } ;
SEES‘DHFEETDW A aciory for GI'E'EtII'Ig backend Session Db]E'DTE-. Baaule :i.n_:E:ﬂfeE-:[-Te-'?.'.i: softwarekey, Ruthentication newEewphuth, HeyHandle parentEey,
- . . . . : Aunthentication anthParentkKey, EayRttribat ttribut
SessioninitReguest |holds the User required for session authentication SESSEREIIRALE RuEmRARRRERAN —immiioemes 2 .
Imports an extenal KavFaiz into the protection of the TwSM.
SessioninitResponse | holds the authorzation handle for rmi session retr] | feseic|loadBey (Kev myBsy, HevBandls keyHsndlsTarsnt, Zushersicasion sushForfacsnsBey)
. . Load k d ret the handle.
. holds the resulting datablob after the imestamp o) SRS ey A EmE T A
TimestampResult . . . . Faault (myigrateley (HeyHandle key, E=yHandle newParent, Authentication auth]
signature amd the tmestamp as object — _
Rewraps key with given new parent.
User for use in id-EFI[i'l'j'- based authentication. Basult (sign (Digest hash, EayHandle keyHandle, Ruthantication aush)
. . . Performs a cryptographic signing operation with specified key on the provided hash digest
Username for use in Usermame only authentication. PaTER 9mng or= P Y P g

Lltimesteamp(Datablob data, 3tring hashhlgorithm, HevHandle kevhandle, Authenticaticn

Performs a crypographic timestamping operation with the specified key on the specified
input data.

unloadEey (E=yHandle handle, Ruthentication authl

Unloads a key handle from the TwSk.
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Typed Key Hierarchy
c:{@ Non-migratable TPM Binding Key:
, Module's Identity Key
g@ Module's Master Key,
/ ﬁted or imported

Signing Key
/ Storage Key '\

Storage Key

Signing Keys
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3.1 MaintenanceSession

Given a unique Identity Key kyp. non-migratably bound to the TPM and using
kD) in the SKAP session.

A-{MSTR,STO}

createMasterKey: A hinar, kar) (1)
TLE kﬁ}‘b.kigir.k_ﬁ;.ﬂ.:ﬂ. -
14
,,Draft getMasterKey : —th“& (2)
migrateMasterKey : Fc”)b b A MG MST R Enﬂ[k“.kﬁ‘fj,H_-’-JACHIL-;J{A}
(3)

A4IMIGMSTR} & HMAC valid

(4)

importMasterKey : enc(kas, km ), A, HM AC‘kum (A)

destroyMasterKey :(— (5)

Function definition from D-Y view:

] . conditiona checked
function : input output

internal atate change

Key attributes A are a set of MSTR, MIG, SIG,5TO, TPM_KEY, EXT.
and size and algorithm information. MST R is always ST O. SIG is never STO.
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3.2 OperatingSession

Given the Master Key kj; established in a maintenance session and using it in
the SKAP session:

ki AASTO

TLEL k;”b,kljﬂ Yoo A=A
Draft” ©
2]

ki AASTO & HMAC velid

createKey : h(ng, k), A enc(ks, ky), HM ACkpm (A, 1)

loadKey : enc(ka, k1), H_M_Ackgm (A, 1), h(ng, k1) h(ng, ka)
Trew T2

(7)
unloadKey : i(n, k) — invalidates h (8)
getMasterKeyHandle :— h(nps, kpr) (9)
sign : m, h(n, k) kAVIE, sig(m, kP™) (10)
importey : ko, h(ns. k1), A~ enc(ka. k1), HMACzree (A1) (11)
exportKey : h(n. k), HMAC i (A, 1) 22250 & (12)

migrateKey : h(ny. ky). h(no. ka) b ATMIGER: ATSTO enc(ky, ka), HMAC, priv (A, 2)
(13)
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Planned: Analysis

« As only API is exposed, a verified secure API
might imply a verified secure behavior.

* No convenient languages or tools available
Still:

* We have a small, structured API

e Promising literature on PKCS#11 analysis..
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Limitations

= Many components involved

= Need to trust Intel, Linux and their
Implementations

= TPM does not protected against non-trivial HW
attacks

= No temper-resistant hardware

encasing for secure deletion
of keys in case of attack
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Discussion

= We are proposing a trusted software module
on top of a virtualization platform.

= Proof-of-concept platform available from
http://trustedjava.sf.net

= Security Module and API under development
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