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Agenda
 Motivating Scenario
 Software Key Stores, HSMs..

..and how about  a TvSM?
 A platform for trusted virtualization
 A virtual security module
 API & Analysis Outlook
 Conclusion
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Motivating Scenario
 A company replaces custom, paper-based 

processes involving 103 people
 New processes based on (possibly advanced) 

electronic signatures

 Key material must be protected 
 In a flexible, scalable, available way
 At a very low price
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Security Modules
 Cryptographic engines
 Key Management

 Creation
 Import/export

 Keep internal
state over sessions
 (Master) keys
 Access secrets

 Protect against
 Semi-/Non-/Invasive
 Remote

attacksSecurity
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Security Module Implementations
 Software key stores

 Simple OS process
 Protect against some basic attacks 
 Cheap

 Hardware Security Modules
 Separated from general purpose system
 Temper-resilient encasings
 Potentially costly – if performance matters
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Module Attacker
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An Alternative
 Use hardware security found in commodity PCs 

to protect a software security module.
 Trusted Platform Module (TPM)

 Small, slow, specialized HSM
 CC-EAL 4+ certified
 Collects measurements on software configurations

 Intel Trusted eXecution Technology (TXT)
 Dynamic switch to trusted CPU state at any time

 CPU support for Virtualization
 Strong isolation of security critical from legacy code
 Virtual Machines: Scalable, flexible, cheap
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Proposed Architecture:
Trusted virtual Security Module

Implementation is
 Bound to HW-protected TPM key
 Ensured integrity
 Isolated from other  services

 Specialized for specific use case
 Exposed through a minimized 

interface only
 Many instances Physical Host Hardware

Hypervisor
(Virtual Machine Monitor)

Partition

OS
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 Platform Configuration Registers (PCRs): can hold a
chain a trust (i.e. BIOS, peripheral firmware, boot 
loader, kernel, drivers, libs, apps, configs)

 TPM Sealing:
Encrypt data under a
non-migratable key and
to a set of PCR values
( integrity and confidentiality, no offline access)

 PCR configuration must be consistent, deterministic, 
and expressive

Trusted Platform Module - Sealing
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Virtualization Platform
 Linux with KVM for virtualization
 TXT late launch: chain of trust only depending on well-

known components
 Measurements of whole 

file systems
 Pre-calculation of

expected PCR
values

 Sealing
becomes
practical
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Virtual Security Module
 Features typical of a 

Security Module 
 Session 

Management
 Authorization of 

operations, based on 
key pairs

 Performing 
cryptographic 
signatures with RSA 

 Typing of keys

 TRNG Key pair 
creation

 Master key 
management

 Wrapping 
(encrypting) and 
Unwrapping of keys 
for external storage

 Flexible, fast and 
scalable
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API Design Decisions
 No full PKCS#11 

interface
 Single use case: 

management and 
usage of RSA keys 
for cryptographic 
signatures

 Avoid arithmetic 
functions

 Group related 
functionalities

 Use creation-time 
fixed types for keys 
according to their 
use

 Use verified 
authentication 
protocol – SKAP 
[Chen, Ryan]
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Typed Key Hierarchy
Non-migratable TPM Binding Key:
Module‘s Identity Key

Module‘s Master Key,
created or imported

Signing Key
Storage Key

Storage Key

Signing Keys
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„Draft“
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„Draft“
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Planned: Analysis
• As only API is exposed, a verified secure API 

might imply a verified secure behavior.

• No convenient languages or tools available
Still:
• We have a small, structured API
• Promising literature on PKCS#11 analysis..



http://www.iaik.tugraz.at

Institute for Applied Information Processing and Communications (IAIK) – Secure & Correct Systems

17

ASA-4Ronald Toegl Edinburgh, July 21th, 2010

Limitations
 Many components involved
 Need to trust Intel, Linux and their 

implementations
 TPM does not protected against non-trivial HW 

attacks

 No temper-resistant hardware 
encasing for secure deletion
of keys in case of attack
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Discussion
 We are proposing a trusted software module 

on top of a virtualization platform.
 Proof-of-concept platform available from 

http://trustedjava.sf.net
 Security Module and API under development

http://trustedjava.sf.net/�
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