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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

�

�

using resolution.
6. Deciding other classes using resolution.
7. Equational theories, xor, Dif�e-Hellman, etc.
8. Security proofs, constructively.
9. Formally verifying security proofs.
10. Conclusion.
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Cryptographic protocols

Increasingneedfor strongsecurity:smartcards,e-banking,e-commerce,
securenetworks,etc.

Secrecy:� is secretif no intrudercanemit� ;
Authenticity: theonly processthatcanemit� is� ;
Freshness:� wasbuilt recently;
Non-duplication:� canonly bereceivedonce(invoices);
Non-repudiation:� cannotdeny having emitted� (orders).
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Cryptography is not enough

Evenif youuseperfect(unbreakable)encryptionalgorithms,it is noteasy
to preserve secrecy or authenticity:

A B

{M}

encryption

decryption

(assumption: Kab is a secret key between
 A and B - no intruder knows it) we wish to guarantee this

write {M}

read {M} Kab

Kab
Kab
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Ex.: symmetric keyNeedham-Schroeder
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A B S

read A, B, Na
new sym key Kab

write {Na, B, Kab, {Kab, A}    }

new Na
write A, B, Na

new Nb
read {Kab, A}

write {Nb}

read {<Nb+1>}

read {Nb}

read {<Na>, <B>, Kab, M}
write M

Kbs

Kas

Kas

Kbs

Kab

Kab

Kab
write {Nb+1} Kab
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Who areAlice and Bob anyway?
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An Attack

�

replaysanold
 

Kab

!

, A | Kbs

"

—old enoughthat

�

managedto get
holdof Kab

!

.

Kab0

Kab0Kab0

Kab0

C A B S

new Nb
read {Kab, A}

write {Nb}

read {<Nb+1>}

0

read {Nb}

write {Nb+1}

write {Kab , A}

Kbs

Kab

Kab

Kbs
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1. Cryptographic protocols.
2. Modeling cryptographic protocolsusingHorn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

�

�

using resolution.
6. Deciding other classes using resolution.
7. Equational theories, xor, Dif�e-Hellman, etc.
8. Security proofs, constructively.
9. Formally verifying security proofs.
10. Conclusion.
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A Horn clause(pureProlog)model
1. Intruder abilities.
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2. Protocol clauses—current sessions( �a la Blanchet/Nielson@ -Seidl)
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3. Protocol clauses—oldsessions
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4. Initial intruder knowledge
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5. Security queries
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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

�

�

using resolution.
6. Deciding other classes using resolution.
7. Equational theories, xor, Dif�e-Hellman, etc.
8. Security proofs, constructively.
9. Formally verifying security proofs.
10. Conclusion.
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Security proof = no proof

A proofof ~ (false)is anattack.
. . . i.e.,awayof runningclauses1.–5.

whichenables

…

to eventuallyknow somesensitivedata,here.

Selinger'sThesis:Securityproof † noproofof ~ .
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Demo1

If youseethisslide,

pleaseaskthespeaker

to runh1

to �nd theattackson

symmetric-key Needham-Schroeder.

In casethespeaker forgets:
this �nds anattackon‡ ,

mostlyandlessobvious.. . thereis noattackoneither ˆ or

‰

.
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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

�

�

using resolution.
6. Deciding other classes using resolution.
7. Equational theories, xor, Dif�e-Hellman, etc.
8. Security proofs, constructively.
9. Formally verifying security proofs.
10. Conclusion.
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Automateddeduction

Š

‹

Roadmap:

Launchsomeautomatedprover (SPASS,Otter, Vampire,Waldmeister,
Bliksem,. . . ) on thegivensetof clauses1.–5.

If ~ wasderived,thereis a possibleattack.

If theprover terminateswithoutderiving ~ , noattack.
(Yes!)

If theproverdoesnot terminate,well, er.. .
. . . this actuallyhappensfairly often.. .

Note:Blanchetusesanadhoctwo-stepresolutionstrategy

thatterminatesoften(alwaysonso-calledtaggedprotocols).

Youcanalsouse�nite model�nders, e.g.,Paradox[CS03](very promising).
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Abstraction

BasicIdea:turn theinitial clauseset

ƒ

into aclauseset

ƒ•Œ

suchthat:

Ž

ƒ

Œ falls into a decidablesubclass.
. . . I tendto like

•

?

[Nielson&Nielson&Seidl02]personally.

Ž

ƒ

Œ implies

ƒ

.
. . . soif

•’‘

is not contradictory, neitheris

•

.

Great,thisexists!
Forerunneris [Frühwirth&Shapiro&Vardi&Yardeni91].
This is independentof everyapplicationdomain.. .
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The
“

�

class,and the canonicalabstraction

Clausesof
�

�

:
”

ek
o

f

p

•–—

˜

or ”

e
™

e
o

�

tD
š

š š

t

o

›

f f

p

•– —

˜

Decidable DEXPTIME-complete.
. . .by adhoctechniques[Nielson&Nielson&Seidl02]

. . .by orderedresolutionwith selection[Goubault-Larrecq03]

De�nes exactly theregular treelanguages.
. . .usingaclauselanguagethatis muchmoreexpressive thanordinarytreeautomata,

evenalternatingtreeautomata,

eventwo-way,

. . .matchesexactly thede�nite setconstraints

with unrestricted(evennon-linear)comprehensions.

And. . . . . . . . . . . . . . . . . . . . . . . . . . . all clauses1. (intruder)arein

�

�

already.
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Canonicalabstraction: namesubterms
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Modélisation

Undecidable

Decidable

       ~ tree automata

Prolog programs
  = Horn clauses No proof of false

abstraction

No proof of false

h1

Security guarantee

Cryptographic protocols

Restricted Prolog programs
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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

�

�

using resolution.
6. Deciding other classes using resolution.
7. Equational theories, xor, Dif�e-Hellman, etc.
8. Security proofs, constructively.
9. Formally verifying security proofs.
10. Conclusion.
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Er, wouldyoumind if I skippedthispartandthenext one?
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Deciding
“

�

using resolution

Idea:usingsomespeci�c re�nementof resolution,show thatonly �nitely
many clausescanbeinferred.

datesbackto [Joyner76],evento [Maslov64,Mints80]

Weuseaprettygeneralre�nement:orderedresolution
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Deciding
“

�

using resolution

Idea:usingsomespeci�c re�nementof resolution,show thatonly �nitely
many clausescanbeinferred.

datesbackto [Joyner76],evento [Maslov64,Mints80]

Weuseaprettygeneralre�nement:orderedresolutionwith selection.
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Specializingordered resolutionwith selection

To decide

�

�

, de�ne:

Ž

”

eïî fñð

ò

eïî

Œ

f

if f
î

strict super-termof

î

Œ ;

Ž

óô
õ

e

�

f

is setof all literals Ô

”

e
î

f

of depth

ö

depthof head.

‹

Main premisesare:

Ž

”

e
™

e
o

�

tD
š

š š

t

o

›

f f

p

{

�

e
o

�

f

tD
š

š š

t
{

›

ek
o

›

f

t

{

›

÷

�

ek
o

›

÷

�

f

tD
š

š š

t
{

ø

ek
o

ø

f

whereù

Þv
ú

ä

denotessomeconjunctionû

?

Þ
ú

ä

â

à à à

â

û

R

Þv
ú

ä

. . . theseare(almost)alternatingtreeautomataclauses

Ž

”

e
o

f

universalclauses
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Deciding

“

�

using resolution(cont'd)

E.g.,

ü

(
ý

(

<

?


�<

@

+ +

,

þ

(

<

?

+


4ÿ

(

<
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��
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�
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�

(
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+
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ü

(
ý
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�

(

<



<
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�
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<


��

+ + +


��
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<

+ +

�

(

<

+

,

þ

(
�

(

<


�<

+ +


4ÿ

(
�

(

<


�<

+ +


��

(

<

+


��

(

<

�

+

Conclusionis smallerthansidepremise(in somemultisetordering).
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Deciding

“

�

using resolution(cont'd)

Thismayloop:

ü

(
ý
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<
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@
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,

þ

(

<

?

+


4ÿ

(

<
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+

�

(

<

+

,

ü

(

<

+


��

(

<

+

�

(
ý

(

<

?


�<

@

+ +

,

�

(
ý

(

<

?


�<

@

+ +


 þ

(

<

?

+


4ÿ

(

<

@

+

Conclusionis not smallerthanpremisses,but at leastit is not too large.

If only thishappened,thenwewouldstill generateonly �nitely many
clauses.
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The needfor splitting

þ
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ÿ
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ÿ
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�
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(
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‹

largerandlargerclauses(nobound).
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Splitting variants

Ž Condensing[Joyner76];

Ž Splitting [tableauxcommunity]: if

�Ñ �

Œ holds(where

	




e

�

f��

	




e

�

Œ

f

Š




), then

�

or

�

Œ musthold.

�

replace

…é …

‘ non-deterministicallyby

…

or

…

‘

Thiswoulddecide

•

?

. . . in NEXPTIME.

Ž Splittinglesssplitting [Voronkov&Riazanov01]:

�Ñ �

Œ is equivalentto

�

���

e

�Ñ

�

f�� e

�

Œ

Ñ

�

�

f

.
e.g.,replace

•

Þ�� ä��

�

Þ�� ä

â��

Þ�� ä

â��

Þ�� ä

by

•

Þ
�

ä

�

�

Þ
�

ä

â�

and

�

�

û

Þ
�

ä

â��

Þ
�

ä

with

�

Ú

Ö�

Þ

û

� �

ä

Thisdecides

•

?

. . . in DEXPTIME (optimal).
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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

�

�

using resolution.
6. Decidingother classesusing resolution.
7. Equational theories, xor, Dif�e-Hellman, etc.
8. Security proofs, constructively.
9. Formally verifying security proofs.
10. Conclusion.
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Solvingdecidableclassesusing resolution: a long history

Ž Maslov [64] designstheinversemethod,shows severalclasses
decidable.
Mints [80] shows thattheinversemethodis essentiallypositive
hyperresolution(i.e.,

óô
õ

e

�

f

Š

 ! 

õ õ "

ô

#

 $

%


 ô

õ %

$ ô
&

 

õ

ó'

	

�

"

) ona
de�nitional clausalform [Tseitin58].

Ž Joyner[76] shows thatorderedresolution(i.e.,

óô
õ

e

�

f

Š




) decides
themonadic,Ackermann,Gödel,extendedSkolemandMaslov classes.
Note: still no resolutionmethoddecidestheBernays-Scḧon�nkel class!

Ž deNivelle [98] introducestheguardedfragment,shows it decidable
usingorderedresolution.

Ž Seechapterof HAR by Ferm̈uller, Leitsch,Hustadt,Tammetfor more
info.

Futurs � Crypto,regularlanguages,automateddeduction Page33



Positivesetconstraintsareclausesets

Setconstraint Automaticclause
(

)

*

�

(

(

<

+,+

�
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Solving �rst-order automatic clausesby ordered resolution

Lookingat thepreviousslide,wehave two kindsof clauses:

Ž Blocks{

ek
o

f

Š

> ”

�

ek
o

f

Ñ

š š š

Ñ

> ”

ø

ek
o

f

;

Ž Complex clauses
?

@

> ”

@

e
™

@

ek
o

�

tD
š

š š

t

o

›

f f

Ñ

{

�

ek
o

�

f

Ñ

š š š

Ñ

{

›

ek
o

›

f

Orderedresolution(with splitting)generatesonly �nitely many such
clauses.

‹

terminatesin NEXPTIME.

Ô this is optimal: theproblemis NEXPTIME-complete.

Ô in factthis isA awayof decidingthemonadicclass
[Bachmair&Ganzinger&Waldmann93].

Ô whenrestrictedto Hornclauses,de�neslanguagesrecognizedby
treeautomatawith equalitytestsbetweenbrothers.
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A niceextension[Limet&Salzer04]: tr eetuple languages

Treetuplelanguages:
B

C C

Š

o

D  e f " D

B
E

B

DG
F

H

B

D

B

I

F

whereF denotestemplatetuples(e.g.,

J

eL
K

tN
M

f

).

Constraints:o

O

B

.

Severalsubclassesshown decidable(in particularpseudo-regularTTLs)
usingvariantsof resolution+ de�nition introduction.
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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

�

�

using resolution.
6. Deciding other classes using resolution.
7. Equational theories,xor, Dif�e-Hellman, etc.
8. Security proofs, constructively.
9. Formally verifying security proofs.
10. Conclusion.
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The needfor equational theories

Seee.g.,NRL analyzer(C. Meadows): handledthroughrewrite rules.

Ž E.g.,theRSArule (seethismorning's talk):

  

�

"
„

"
„

P

¸

Q

�

•S
R

�

R

�

Q

•

Ž E.g.,explicit decryption(Meadows,Millen, Blanchet,Jacquemardand
Delaune,etc.):

Ta •

u

x q

d

e  

�

"
„

t

•S
R

�

f

Q

�

Sometheoriesresiststherewrite ruleapproach(seenext slides).
at leastif wewantterminatingalgorithms,whichyoumayor maynot careabout.
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The needfor equational theories— Group Dif�e-Hellman

Consideragroupof| people,wishingto getsomekey • , suchthat:

1. No intruderoutsidethegroupknows thekey;
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The needfor equational theories— Group Dif�e-Hellman

Consideragroupof| people,wishingto getsomekey • , suchthat:

1. No intruderoutsidethegroupknows thekey;
2. andnosingleperson(or evennopropersubgroup)canforceapredicted
valueof • for theentiregroup.
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Group Dif�e-Hellman: the IKA.1 protocol

(takenfrom [Millen&Denker02]

a
N2N3 a

N1N3
a

N1N2
a

N1N2N3

a
N2 a

N1
a

N1N2

a
1

a
N1 M

2

a
N1N3N4

a
N1N2N4

M
2

M
1

3

M
4M

3

M

Upflow

a
N2N3N4

M
4

Downflow

Group key: a
N1N2N3N4

M
1-3
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An attack on IKA.1

a
N2

a
1

a
N1

a
N1N2

a
N1

a
N1

a
1

M
2

M
1

M
3

3
M

M
2

a
N1N3

M
2

M
1

Upflow

Downflow

2 3

a
N2N3

M   : 
1

M   , M   :

gK   = a

gK   = aN1N2N3

N1
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Modular exponentiation

TheIKA.1 protocolrestson Abeliangrouplaws for exponents:

e!U
WV

fYX

Š

U
V X

�

e

| ”

f

Š

e

� |

f

” � |

Š

| �

K �

Š

� K

Š

� � �

R

�

Š

K

This is nothandledin thefreetermmodel.
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Modeling IKA.1

Encode

UZ
V

as
B

e

�

f

, exponentmultiplicationasan
associative-commutative (AC) symbol

[

.
. . . possiblywith unit (ACU), possiblyaninverse(AbGrp).

(Main) new intruderrule:

#$

%&'

(�\ (

<

]

�

+ +

,

#$

% &'

(
\

(

<

+ +




#$

%&'

(

�

+

Drawback: We still misssomespeci�c equations,e.g.

U

V

•

V

Š

e!U

•

f

V .
. . . but see[Chevalier&Küste&Rusinowitch&Turuani03],

[Kapur&Narendran&Wang03]

Nicepoint: Thismodelsvariantsin othergroups,e.g.,usingelliptic curve
cryptography (

B

e

�

f

is� timessome�x edpointon thecurve).
. . . closeto SternandPointcheval's GenericGroupModel [SP94].
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Treeautomatamodulo an equational theory

^

Ž In case
_

is AC, ACU, or AbGrp,we recentlyusedresolution
techniquesto designacomplete(but unsound)approximation
procedure[JGL,Roger,Verma04];

�rst automatedveri�cation of theIKA.1 groupkey establishmentprotocol

in thepureeavesdroppermodel

this approximationimplementedin theMOPplatform[Roger03]

Ž Variousdecidability/undecidabilityresultsknown modAC, ACU, ACI,
ACUX, AbGrp,etc.;

Theexperton

_

-treeautomata: K.N. Verma(now atTUM)

Theauthorof theMOP tool: M. Roger(now atCEA)

Futurs � Crypto,regularlanguages,automateddeduction Page45



The needfor equational theories— exclusive-or (xor)

Usedfor variousduties:

Ž mutualsecretexchange(�

@

Q

ƒ

C

 

�

`

a

"
„

ˆ

a

(

b

Š

K

t
M ),

ƒ

Q

�

@

C �

�

[

�

c

);

Ž encryption(one-timepad,ElGamalencryption):encrypt� by
computing�

[

• .

Theoryof xor = ACU plus�

[

�

Š

d

.
seeworksby ComonandCortier, by Rusinowitch andTuruani,by Verma.
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The Needham-Schroederpublic keyprotocol (1978)

write {Na, A | Kb}
new Na

A B

write {Nb | Kb}

new Nb

B decrypts using his private key

read {Na, A | Kb^-1}

read {<Na>, Nb | Ka^-1}

write {Na, Nb | Ka}

read {<Nb> | Kb^-1}

A's public key;
A decrypts with her private key

B's public key;
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Lowe'sAttack (1995)

A B

write {Na, A | Ki}
new Na

read {Na, A | Ki^�1}
write {Na, A | Kb}

C

read M
write M

read {Nb | Ki^�1}
write {Nb | Ka}

Here B believes he is talking
with A, instead talks with C

new Nb
read {Na, A | Kb^�1}

write {Na, Nb | Ka}

read {<Nb> | Ka^�1}

read {<Na>, Nb | Ka^�1}

write {Nb | Ki}

A starts
talking with C... who turns to B
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The correctedNeedham-Schroeder-Loweprotocol

write {Na, A | Kb}
new Na

A B

write {Nb | Kb}

new Nb
read {Na, A | Kb^�1}

read {<Nb> | Kb^�1}

write {Na, Nb, B | Ka}

read {<Na>, Nb, <B> | Ka^�1}

A now checks B's identity.
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The Joux attack

(I learntit from AntoineJoux(DCSSI),sep.2002)

Ž EncryptusingElGamalencryption.Interestingpoint:

 

�

"
„

Š

�

[

•

modulothetheoryof xor, plusthetheoryof homomorphism:

 

�

�

tD
š

š š

t

�

›

"
„

Š

 

�

�

"
„

tD
š

š š

t

 

�

›

"
„

Ž Intruderxorssecondmessagefrom{ with

d

t

d

t

e

{

[
e

f

to substitute
hisown identitye for{ . . . . thisdefeatsLowe's �x.

NotethatElGamalencryptionis very secure,though.

Ž Paradox:attackworksevenwith

 

�

"

„

asone-timepad.
. . . theonly provably secureencryptionscheme!
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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

�

�

using resolution.
6. Deciding other classes using resolution.
7. Equational theories, xor, Dif�e-Hellman, etc.
8. Security proofs,constructively.
9. Formally verifying security proofs.
10. Conclusion.
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Security proof = no proof (revised)

A proofof ~ (false)is anattack.
. . . i.e.,awayof runningclauses1.–5.

whichenables

…

to eventuallyknow somesensitivedata,here.

Selinger'sThesis:Securityproof † noproofof ~ .
[Selinger01],Modelsfor anAdversary-CentricProtocolLogic

1stLACPV, JGL,ed.,2001.

Constructively, thenon-existenceof aproofwill bewitnessedby a model.

This is by completenessof �rst-order logic [Gödel1930].
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(Finite models)

Example [Selinger01]: proofof Needham-Schroeder-Loweusing:

J

f

�

�

�

�

�

f

�

R

� �

� � �

�

�

�

R

� �

� � �

�

�

�

R

�

�

� � �

�

�

�

R

� � � � �

�

�

�

R

� � � � �

�

8 known

�

8 unknown

f

8 known key,

with known inverse

etc.

Themodelis aninvariantof every runof theprotocol;it satis�esall the
clauses,includingthesecurityqueries.

. . .e.g.,

g

�

h

�

Ú

� : encryptingknown datawith aknown key

yieldsa (possibly)known message.

Problem left openby Selinger:�nd themodel.
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Getting modelsfr om failed proofs

Let usreturnto
�

�

.

In caseSPASS,h1, . . . , tells you thereis noproofof ~ , whatdoyoudo?

Idea[Tammetandothers]:

Ž thesaturatedclausesetmustbeadescriptionof somemodel;

Ž moreprecisely, extractingtheproductiveclauses(i.e.,

�

suchthat

óô
õ

e

�

f

Š




) describesamodel[folklore, Bachmair&Ganzinger].

In the

�

�

case,providedyouuseorderedresolutionwith selection+
splittinglesssplitting, theproductiveclausesare:

Ž
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. . . thesearealternatingtreeautomataclauses

Ž
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e
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f

universalclauses
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Treeautomataand setsof Horn clauses
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Deterministic automata

Theautomatonon thepreviousslideis evendeterministic.
Important: suchautomatade�ne models.
Herethedomainis
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Non-determinism,alternation

Non-determinism:
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Note: alternatingautomatacanbeconvertedto deterministicautomata

(in exponentialtime).
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Modélisation

Undecidable

Decidable

       ~ tree automata

Prolog programs
  = Horn clauses Model

abstraction

Model

h1

Security guarantee

Cryptographic protocols

Restricted Prolog programs
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Demo2

Herethespeakershouldshow you

themodelh1 foundon

symmetric-key Needham-Schroeder.

If thespeaker forgets:
it is hopelessto determinizeit. . .
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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

�

�

using resolution.
6. Deciding other classes using resolution.
7. Equational theories, xor, Dif�e-Hellman, etc.
8. Security proofs, constructively.
9. Formally verifying security proofs.
10. Conclusion.
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Checkingsecurity proofsformally [in Coq here]

Nameof thegame:write aCoqproofof

y

D

Š

ƒ

, where

y

is describedby
analternatingtreeautomaton

z

.

First approach: Determinize
z

‹

a completedeterministictreeautomaton† a �nite model

y

.

Produceaproofof

y

D

Š

ƒ

by enumeratingall elementsof

y

(asin
Selinger'sapproach).

Problem1: determinizingtakesexponentialtime (in practicetoo!)

Problem2: translatingit to Coqrequiressomeskills!
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{}|

~

in Coq — givenexplicitly

Section k Z
• .
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End k Z • .
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Checkingsecurity proofsformally [in Coq here]

Nameof thegame:write aCoqproofof

y

D

Š

ƒ

.

Secondapproach: keep
y

asanalternatingtreeautomaton.
. . .exponentiallymoresuccinctthan�nite model

«

¬ Check

­

®Z
¯

°

by model-checking�rst-order clausesagainstalternating
treeautomata.

DEXPTIME-complete,but . . . ef�cient in practice.

¬ Keepa traceof model-checkingasaCoqproof.
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Model-checkingclausesagainstan alternating tr ee
automaton
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Cut, Tauto
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Futurs ª Crypto,regularlanguages,automateddeduction Page65



Demo3

Did thespeakershow you

theh1mc model-checker in action?

And theresultingCoqproof?

Did heshowedyouCoqcheckthisproof?
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To sumup

Modélisation

Undecidable

Decidable

       ~ tree automata

Prolog programs
  = Horn clauses Model

abstraction

Model

h1

h1

h1mc

Security guarantee

Prover

(Coq proof)Cryptographic protocols

Restricted Prolog programs

Model-checker
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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
5. Deciding

ò

ó

using resolution.
6. Deciding other classes using resolution.
7. Equational theories, xor, Dif�e-Hellman, etc.
8. Security proofs, constructively.
9. Formally verifying security proofs.
10. Conclusion.
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Conclusionand perspectives

ô Verifying protocolsis �nding models:
How domodel-�nding toolsfare(e.g.,Paradox [CS03])?
Preliminaryexperiments: (with Ankit Gupta,IIT Delhi)

õ worksfasterthanh1 for mostsecureprotocolsin Blanchet/Seidlstyle

(loopson insecureprotocols),

producesmuch smaller(deterministic)models;

õ shouldadaptwithoutproblemsto equationaltheories(underinvestigation);

õ clausesfrom precisemodels(from EVA, or from Csur , seenext slide)

easierfor h1 thanfor Paradox : why?
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Conclusionand perspectives

ô Mathematical tools: aniceintegration:
automateddeduction/automata/model-checking/computer-aidedproofs;

ô Relation betweenlogic modelsand cryptographers' proofs:
mentionedby C. Meadows thismorning,many references

. . . asimpleandeleganttheoremin amodelwith timeandprobabilities:

seeM. Baudet's talk (tomorrow).

ô Towards analyzingactual code:
mostprotocolsexist asC/C++code,not little diagrams!

. . .sourceof many attacks(buffer over�ow, swappingattacks,plainbugs,. . . )

. . .underinvestigationin theCsur project(with F. Parrennes,now at RATP)
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Conclusion

“Logic wins!”
(Roy Dyckhoff, may1996,

privatecommunication,

— outof context.)
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