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Cryptographic protocols

Increasingneedfor strongsecurity:smartcardse-bankinge-commerce,
securenetworks,etc.

Secreg:. issecretf nointrudercanemit
Authenticity. theonly procesghatcanemit is ;
Freshness washuilt recently;

Non-duplication  canonly berecevedonce(invoices);
Non-repudiation cannotdery having emitted (orders).
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Cryptography is not enough

Evenif you useperfect(unbreakable@ncryptionalgorithms,it is noteasy
to presere secreg or authenticity

A encryption

write {M}

M} ks decrypno/w
— read (M} yqp

(assumption: Kab i tweery
A and B - no intruder knows it)

we wish to guarantee this
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EX.. symmetric key Needham-Schoeder

A

new Na
write A, B, Na read A, B, Na

new sym key Kab
write {Na, B, Kab, {Kab, A} } Kbs Kas

e

read {<Na>, <B>, Kab, M}
write M
read {Kab, A}

new Nb Kbs

write {Nb} Kab

read {Nb} K
write {Nb+1}
read {<Nb+1>} kg
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Who are Alice and Bob anyway?
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An Attack

replaysanold Kab , A | Kbs —oldenoughithat managedo get
hold of Kab .

write {K /Kabo

read { @ Kbs
new Nb
write {Nb} @

read {Nb} Kaby,

write {Nb+1}h__
read {<Nb+1>} @
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A Horn clause(pure Prolog) model
1. Intruder abillities.

( canencrypt)

...anddecrypt[symmetrickeys])
( canbuild
ary list of known messages)
( canreadheads)
( canreadtails)
( canadd

andsubtracione)
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2. Protocol clauses—curent sessionga la Blanchet/Nielson -Seidl)
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3. Protocol clauses—oldsessions
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4. Initial intruder knowledge

(old sessiorkeys

arecompromised)
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5. Security queries

can build

ascreatedby ?

. asrecevedby ?

. asrecevedby ?
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1. Cryptographic protocols.
2. Modeling cryptographic protocols using Horn clauses.
3. What is a security proof?
4. Finding security proofs.
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Deciding using resolution.

. Security proofs, constructively.

10. Conclusion.

Futurs

. Deciding other classes using resolution.
. Equational theories, xor, Dif e-Hellman, etc.

. Formally verifying security proofs.
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Security proof = no proof

A proofof (false)is anattack
. 1.e.,away of runningclausesl.-5.
whichenables to eventuallyknow somesensitve data,here.

Selinger's Thesis: Securityproof  no proof of
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If you seethisslide,
pleaseaskthespealer
torunhl

to nd theattackson

symmetric-key Needham-Schroede

In casethespealer forgets:
this nds anattackon
mostlyandlessobvious... thereis noattackoneither or .

Futurs Crypto,regularlanguagesautomatedieduction Pagel6



Cryptographic protocols.
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Automated deduction

Roadmap:

Launchsomeautomategrover (SFASS, Otter, Vampire Waldmeister
Bliksem,...) onthegivensetof clausesl.—5.

If wasderved,thereis apossibleattack

If the proverterminatesvithoutderving , noattack

(Yes!)

If the proverdoesnotterminatewell, er...
...thisactuallyhappengairly often...

Note: Blanchetusesanadhoctwo-stepresolutionstratay

thatterminatesoften (alwayson so-calledtaggedoprotocols).

You canalsouse nite model nders, e.g.,ParadoxCS03] (very promising).
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Abstraction

Basicldea:turntheinitial clauseset intoaclauseset suchthat:
fallsinto adecidablesubclass.
...l tendtolike  [Nielson&Nielson&Seidl02personally

implies

...soif is notcontradictoryneitheris

Great,this exists!
Forerunneis [Fruhwirth&Shapiro&\ardi&Yardeni9l].
Thisis independendf every applicationdomain...
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The class,and the canonicalabstraction

Clauseof

Decidable DEXPTIME-complete.
...by adhoctechniquegNielson&Nielson&Seidl02]
... by orderedresolutionwith selectionfGoubault-Larrecq03]

De nes exactly theregular treelanguages
... usingaclausdanguagedhatis muchmoreexpressve thanordinarytreeautomata,
evenalternatingireeautomata,
eventwo-way,
...matchesxactly thede nite setconstraints
with unrestrictedevennon-linear)comprehensions.

all clausesdl. (intruder)arein already
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Canonical abstraction: namesubterms
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Undecidable

ecurity guarante

[ Cryptographic protocols

Modélisation

= Horn clauses

{Prolog programs }

hl

abstraction

AN

oof of false

/\

Restricted Prolog programs
~ tree automata

No proof of false

Decidable

Futurs
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. Cryptographic protocols.

. Modeling cryptographic protocols using Horn clauses.

. What is a security proof?
. Finding security proofs.
.Deciding  usingresolution.

. Deciding other classes using resolution.
. Equational theories, xor, Dif e-Hellman, etc.

. Security proofs, constructively.

. Formally verifying security proofs.
10. Conclusion.

Futurs
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Er, wouldyou mindif | skippedthis partandthe next one?
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Deciding  usingresolution

ldea:usingsomespeci ¢ re nementof resolution,shav thatonly nitely

mary clausesxanbeinferred.
datesbackto [Joyner76],evento [Maslov64,Mints80]

We usea prettygenerake nement: orderedresolution

are -maximalin main;

IS -maximalin side.
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Deciding  usingresolution

ldea:usingsomespeci ¢ re nementof resolution,shav thatonly nitely

mary clausesxanbeinferred.
datesbackto [Joyner76],evento [Maslov64,Mints80]

We usea prettygenerake nement: orderedresolutionwith selection

are -maximalin main;

and Is -maximalin side.
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Specializingorderedresolutionwith selection

Todecide ,de ne:
Iff strictsupertermof ;
IS setof all literals of depth depthof head.

Malin premisesare:

where denotessomeconjunction
... theseare(almost)alternatingireeautomataclauses

universalclauses
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Deciding  usingresolution(cont'd)

E.g.,

Conclusions smallerthansidepremise(in somemultisetordering).
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Deciding  usingresolution(cont'd)

This mayloop:

Conclusionis notsmallerthanpremisseshut atleastit is nottoo large.

If only this happenedithenwe would still generatenly nitely mary
clauses.
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The needfor splitting

largerandlargerclausegno bound).
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Splitting variants

CondensingJoyner76];

Splitting [tableauxcommunity]: if holds(where
), then or musthold.
replace non-deterministicalljoy or
Thiswoulddecide ... in NEXPTIME.

Splittinglesssplitting [Voronkov&Riazano/01]: IS equivalentto

e.g.,replace
by and
with
Thisdecides ... in DEXPTIME (optimal).
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Deciding using resolution.

. Security proofs, constructively.

10. Conclusion.

Futurs

. Deciding other classesising resolution.
. Equational theories, xor, Dif e-Hellman, etc.

. Formally verifying security proofs.
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Solving decidableclassesising resolution: a long history

Maslov [64] designgheinversemethod,shavs severalclasses
decidable.

Mints [80] shaws thattheinversemethodis essentiallypositve
hyperresolutior(i.e., )ona
de nitional clausalform [Tseitin58].

Joyner[76] shavs thatorderedresolution(i.e., ) decides
themonadic AckermannGodel,extendedSkolemandMaslov classes.
Note: still no resolutionmethoddecideshe Bernays-Sctn nk el class!

deNivelle [98] introduceghe guardedragmentshavsit decidable
usingorderedresolution.

Seechapterof HAR by Fermilller, Leitsch,Hustadt,Tammetfor more
Info.

Futurs Crypto,regularlanguagesautomatedieduction Page33



Positive setconstraints are clausesets

Setconstraint Automaticclause
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Solving rst-order automatic clausesby orderedresolution

Looking atthe previousslide,we have two kindsof clauses:
Blodks
Comple clauses

Orderedresolution(with splitting) generatesnly nitely mary such
clauses.
terminatesn NEXPTIME.

thisis optimal: the problemis NEXPTIME-complete.

In factthisis away of decidingthe monadicclass
[Bachmair&Ganzinger&\Valdmann93].

whenrestrictedto Horn clausesde neslanguagesecognizedy
treeautomatawith equalitytestsbetweerbrothers.
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A nice extension[Limet&Salzer04]: treetuple languages

Treetuplelanguages:

where denotegemplatetuples(e.qg.,

Constraints:

Sereralsubclasseshavn decidablgin particularpseudo-rgularTTLS)
usingvariantsof resolution+ de nition introduction.
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. Deciding other classes using resolution.
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The needfor equationaltheories

Seee.g.,NRL analyzer(C. Meadavs): handledhroughrewrite rules.

E.g.,theRSA rule (seethis morning's talk):

E.g.,explicit decryption(Meadavs, Millen, BlanchetJacquemardnd
Delaunegtc.):

Sometheoriesesistsherewrite rule approach{seenext slides).

atleastif we wantterminatingalgorithms which you mayor maynot careabout.

Futurs Crypto,regularlanguagesautomatedieduction

Page38



The needfor equationaltheories— Group Dif e-Hellman

Consideragroupof peoplewishingto getsomekey , suchthat:

1. No intruderoutsidethe groupknows the key;
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The needfor equationaltheories— Group Dif e-Hellman

Consideragroupof peoplewishingto getsomekey , suchthat:

1. No intruderoutsidethe groupknows the key;
2. andno singleperson(or evenno propersubgroupanforcea predicted
valueof for theentiregroup.
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Group Dif e-Hellman: the IKA.1 protocol

(takenfrom [Millen&Denker02]

T NIN2
a

" NIN3 " NIN2 T NIN2N3
a a a

Downf[ow

M 13 aN2N3N4 aN1N3N4 aN1N2N4

Group key: aNINZN3N4
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An attack on IKA.1

N1 al\!lNZ

Downlflow

- - -

N2N3 _ N1IN3
a a

_ oNIN2N3
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Modular exponentiation

ThelKA.1 protocolrestson Abeliangrouplaws for exponents:

Thisis nothandledn thefreetermmodel.
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Modeling IKA.1

Encode as , exponentmultiplicationasan
associatie-commutatre (AC) symbol
... possiblywith unit (ACU), possiblyaninverse(AbGrp).

(Main) new intruderrule:

Drawback: We still misssomespeci ¢ equationse.g.
... but seg[Chevalier&Kuste&Rusinavitch&TuruaniO3],
[Kapur&Narendran&\Veng03]
Nice point: This modelsvariantsin othergroups.e.g.,usingelliptic curve
cryptography ( IS timessome X edpointonthecurwe).
. closeto SternandPointcheal's GenericGroupModel [SP94].
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Treeautomata modulo an equational theory

In case is AC, ACU, or AbGrp,we recentlyusedresolution
techniquedo designa complete(but unsoundapproximation

procedurdJGL,RogeVerma04];
rst automatedveri cation of thelKA.1 groupkey establishmenprotocol

in the pureeavesdroppemodel

this approximationmplementedn the MOP platform[Roger03]

Variousdecidability/undecidabilityesultsknown mod AC, ACU, ACI,
ACUX, AbGrp,etc.;

Theexperton -treeautomata: K.N.Verma(now atTUM)

Theauthorof the MOP tool: M. Roger(now at CEA)
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The needfor equational theories— exclusve-or (xor)

Usedfor variousduties:

mutualsecretexchangg

);
encryption(one-timepad,ElGamalencryption).encrypt by
computing

Theoryof xor = ACU plus
seeworksby ComonandCortier, by Rusinavitch andTuruani,by Verma.
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The Needham-Schoederpublic key protocol (1978)

new Na

write {Na, A | K

B's public key;

B decrypts using his private key

A

read {Na, A | Kb"-1}
~new Nb
write {Na, Nb | Ka}

———
A's public key;
A decrypts with her private key

read {<Na>, Nb | Ka"-1}

write {Nb | Kb}

read {<Nb> | Kb”"-1}
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Lowe's Attack (1995)

new Na

write {Na, A | Kii}

A A starts
talking with C... tho turns to B
—

read {<Na>, Nb | Ka" 1}

write {NDb | Ki}

read {Na, A
write {Na, A

read M
write M

C

| Kin 1}
| Kb}

| el

Futurs

read {Nb | Ki* 1}
write {Nb | Ka}

$
Here B believes h

with A, instead tal

read {Na, A | Kb" 1}
new Nb
write {Na, Nb | Ka}

read {<Nb> | Ka" 1}
e is talking

ks with C
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The correctedNeedham-SchoederLowe protocol

A

new Na

read {Na, A | Kb" 1}

write {Na, A | K

~new Nb
write {Na, Nb, B | Ka}

read {<Na>, N, < 1}

write {Nb | Kb}

A now checks B's identity.

Futurs

read {<Nb> | Kb" 1}

Crypto,regularlanguagesautomatedieduction

Page49



The Joux attack

(I learntit from AntoineJoux(DCSSI),sep.2002)

EncryptusingElGamalencryption.Interestingpoint:

modulothetheoryof xor, plusthetheoryof homomorphism

Intruderxorssecondnessagérom  with to substitute
hisown identity for . ... thisdefeatdowe's x.

Notethat EIGamalencryptionis very securethough.

Paradox:attackworksevenwith asone-timepad.
...theonly provably secureencryptionscheme!
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3. What is a security proof?
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. Security proofs,constructively.

10. Conclusion.

Futurs

. Deciding other classes using resolution.
. Equational theories, xor, Dif e-Hellman, etc.

. Formally verifying security proofs.
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Security proof = no proof (revised)

A proofof (false)is anattack

. 1.e.,away of runningclausesl.-5.
whichenables to eventuallyknow somesensitve data,here.

Selinger's Thesis: Securityproof  no proof of
[Selinger01] Modelsfor an Advessary-CentricProtocol Logic

1stLACPV, JGL,ed.,2001.

Constructvely, the non-eistenceof a proofwill bewitnessedy a model

Thisis by completenesef rst-order logic [G0del1930].
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(Finite models)

Example [Selinger01]: proof of Needham-Schroed&iowe using:

known

unknaowvn

known key,
with known inverse

etc.

Themodelis aninvariantof every run of the protocol;it satis esall the
clausesincludingthe securityqueries.
...e.g., . encryptingknown datawith a known key

yieldsa (possibly)known message.

Problemleft openby Selinger: nd themodel.
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Getting modelsfrom failed proofs

Let usreturnto

In caseSFASS,n1, ..., tellsyouthereis noproofof ,whatdoyoudo?

ldea[Tammetandothers]:
the saturatedatlausesetmustbe a descriptionof somemodel,
moreprecisely extractingthe productve clauseqi.e., suchthat
) describes model[folklore, Bachmair&Ganzingery].

Inthe  caseprovidedyou useorderedresolutionwith selectiont+
splittinglesssplitting, the productve clausesare:

where denotessomeconjunction
... thesearealternatingireeautomataclauses

universalclauses
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Treeautomata and setsof Horn clauses

(\ Clist-even

N
oY

0

suc () suc ()

\

%bdd®
Non-emptiness Contradiction

(of ) (with

Futurs Crypto,regularlanguagesautomatedieduction Pageb55



Deterministic automata

Theautomatoron the previousslideis evendeterministic
Important. suchautomatade ne models
Herethedomainis
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Non-determinism, alternation

Non-determinism:

Alternation:

Note: alternatingautomatacanbe cornvertedto deterministicautomata
(in exponentiaktime).
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Undecidable

ecurity guarante

[ Cryptographic protocols

Modélisation

Prolog programs
= Horn clauses

hl

abstraction

AN

Restricted Prolog programs
~ tree automata

Decidable

Futurs
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Herethespealer shouldshav you

themodelhl foundon

symmetric-key Needham-Schroede

If thespealer forgets:
it is hopelesdo determinizait. ..
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Cryptographic protocols.

Modeling cryptographic protocols using Horn clauses.
What is a security proof?

Finding security proofs.

Deciding using resolution.

Deciding other classes using resolution.

Equational theories, xor, Dif e-Hellman, etc.

Security proofs, constructively.

. Formally verifying security proofs.

10. Conclusion.
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Checking security proofsformally [in Coqg here]

Nameof the game:write a Cogproof of , where Isdescribedy
analternatingirreeautomaton .

First approach: Determinize
acompletedeterministidreeautomaton a nite model

Producea proof of by enumeratin@ll elementof  (asin
Selingers approach).

Probleml: determinizingtakesexponentialtime (in practicetoo!)
Problem2: translatingt to Cogrequiressomeskills!
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In Coq givenexplicitly

Section
Variable

Inductive

End
Clausesapplyto
Model: applyto de ned usingtables,ala Selinger

Theorem: _ de ned usingFixpoint.
Proof: enumerate time
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Checking security proofsformally [in Coqg here]

Nameof the game:write a Cogproof of

Secondapproach: keep asanalternatingreeautomaton.
...exponentiallymoresuccinctthan nite model

Check by model-checkingrst-order clausesagainstalternating
treeautomata.

DEXPTIME-completeput ... efcient in practice.

Keepatraceof model-checkingasa Coqproof.
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Model-checkingclausesagainstan alternating tree
automaton

universal

in

Exact (usinganind. hyp.)

universal

in

the  'sbeingnon-emptyandsharingno freevariable

Cut, Tauto
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notuniversalin

Inversion, Elim, Tauto

= clausesn with head

notuniversalin

Fix, Case,Inversion (induction)

= clauseof with head

notuniversalin

= clauseof  with head Cut, Tauto (heary)
et isaCNF

of
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Did thespealer shav you
thehlmc model-checkrin action?

And theresultingCoqproof?
Did heshavedyou Cogcheckthis proof?
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Tosumup

Undecidable ecurity guarante

[ Cryptographic protocols (Coq proof)

L Model-checker
Modélisation

[Prolog programs } Mode

hlmc

= Horn clauses

h1l | abstraction

Prover

hl
Restricted Prolog programs
[ ~ tree automata } Model

Decidable
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Cryptographic protocols.

Modeling cryptographic protocols using Horn clauses.
What is a security proof?

Finding security proofs.

Deciding using resolution.

Deciding other classes using resolution.

Equational theories, xor, Dif e-Hellman, etc.

Security proofs, constructively.

Formally verifying security proofs.

10. Conclusion.
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3.
4.
.
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7.
8.
9.
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Conclusionand perspectves

Verifying protocolsis nding models:

How do model- nding toolsfare(e.g.,Paradox [CSO03])?

Preliminaryexperiments: (with Ankit Gupta,lIT Delhi)
worksfasterthanhl for mostsecue protocolsin Blanchet/Seidstyle

(loopsoninsecureprotocols),

producesnud smaller(deterministicimodels;

shouldadaptwithout problemsto equationatheoriegunderinvestication);
clausedrom precisemodels(from EVA, or from Csur , seenext slide)

easierfor hl thanfor Paradox : why?
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Conclusionand perspectves

Mathematical tools: aniceintegration:
automatedleduction/automata/model-checking/compiatieledproofs;

Relation betweenlogic modelsand cryptographers' proofs:
mentionedoy C. Meadavs this morning,mary references

. asimpleandeleganttheoremin a modelwith time andprobabilities:

seeM. Baudets talk (tomorraw).

Towards analyzing actual code:
mostprotocolsexist asC/C++code,notlittle diagrams!
... sourceof mary attackg(buffer over ow, swappingattacksplainbugs,...)

...underinvesticationin the Csur project(with F. Parrennesnow at RATP)
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Conclusion

“Logic wins!”

(Roy Dyckhoff, may 1996,
privatecommunication,

— outof context.)
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