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De�nition 1 (
onstraint system) A 
onstraint system C is either ⊥ or a �nite sequen
e of ex-pressions (Ti 
 ui)1≤i≤n, 
alled 
onstraints, where ea
h Ti, 
alled the left-hand side of the 
onstraint,and ea
h ui is a term, 
alled the right-hand side of the 
onstraint, su
h that :1. (monotoni
ity)

init ∈ T1 and Ti ⊆ Ti+1 for every i su
h that 1 ≤ i < n ;2. (origination property)if x ∈ vars(Ti) then ∃ j < i su
h that Tj = min{T | (T 
 u) ∈ C, x ∈ vars(u)} (for the in
lu-sion relation) and Tj ( Ti.A solution of C is a 
losed substitution θ with dom(θ) = vars(C) su
h that for every (T 
 u) ∈ C,we have that Tθ ⊢ uθ. The empty 
onstraint system is always satis�able whereas ⊥ denotes anunsatis�able system.De�nition 2 (solved form) A 
onstraint system is said solved if it is di�erent from ⊥ and ifea
h of its 
onstraints is of the form T 
 x, where x is a variable.Remark : Note that the empty 
onstraint system is solved. Solved 
onstraint systems always havea solution. Why ?The simpli�
ation rules we 
onsider are given below.
R1 : C ∧ T 
 u  C if T ∪ {x | T ′


 x ∈ C, T ′ ( T} ⊢ u

R2 : C ∧ T 
 u  σ Cσ ∧ Tσ 
 uσ if σ = mgu(t, u) where t ∈ st(T ), t 6= u,and t, u are not variables
R3 : C ∧ T 
 u  σ Cσ ∧ Tσ 
 uσ if σ = mgu(t1, t2), t1, t2 ∈ st(T ) r X , t1 6= t2,
R4 : C ∧ T 
 u  ⊥ if vars(T ∪ {u}) = ∅ and T 6⊢ u

R5 : C ∧ T 
 〈u1, u2〉  C ∧ T 
 u1 ∧ T 
 u2

R6 : C ∧ T 
 {u1}u2
 C ∧ T 
 u1 ∧ T 
 u2All the rules are indexed by a substitution (when there is no index then the identity substitutionis assumed). We write C  ∗
σ C′ if there are 
onstraint systems C1, . . . , Cn su
h that C  σ0

C1  σ1

. . . σn
C′ and σ = σ0σ1 . . . σn.Lemma 1 The simpli�
ation rules transform a 
onstraint system into a 
onstraint system.Theorem 1 Let C be an unsolved 
onstraint system.1. (Termination) There is no in�nite 
hain C  σ1

C1 . . . σn
Cn.2. (Corre
tness) If C  ∗

σ C′ for some 
onstraint system C′ and some substitution σ and if θ is asolution of C′ then σθ is a solution of C.3. (Completeness) If θ is a solution of C, then there exist a solved 
onstraint system C′ andsubstitutions σ, θ′ su
h that θ = σθ′, C  ∗
σ C′ and θ′ is a solution of C′.



Some de�nitions and lemmas to establish 
ompleteness.De�nition 3 (simple proof) Let T1 ⊆ T2 ⊆ . . . ⊆ Tn. We say that a proof π of Ti ⊢ u is left-minimal if for any j < i su
h that Tj ⊢ u, π′ is a proof of Tj ⊢ u where π′ is obtained from π byrepla
ing Ti with Tj in the left-hand side of ea
h node of π. We say that a proof is simple if anysubproof is left-minimal and on any bran
h there are no two equal nodes.Remark : a subproof of a simple proof is also simple.Lemma 2 If Ti ⊢ u then there is a simple proof of it.Lemma 3 Let C be an unsolved 
onstraint system, θ be a solution of C and Ti 
 ui be a minimalunsolved 
onstraint of C. Let u be a term. If there is a simple proof of Tiθ ⊢ u having the last rulean axiom or a de
omposition then there is t ∈ st(Ti) r X su
h that tθ = u.Lemma 4 Let C be an unsolved 
onstraint system, θ be a solution of C and Ti 
 vi be a minimalunsolved 
onstraint of C su
h that for all t1, t2 ∈ st(Ti) su
h that t1 6= t2

t1θ = t2θ implies t1 or t2 is a variableAssume u ∈ st(Ti) r X and Tiθ ⊢ uθ. Then Ti ∪ {x | T 
 x ∈ C, T ( Ti} ⊢ u.
Exer
i
e 1Démontrez les lemmes et le théorème.Exer
i
e 2Montrer que le problème de savoir si un système de 
ontraintes est satisfaisable est :1. dé
idable,2. NP-di�
ile. Indi
ation : on pourra 
oder le problème 3-SATExer
i
e 3Soit le proto
ole suivant :Message 1. A → B : 〈{〈NA, k〉}KAB

, A〉Message 2. B → A : 〈{〈NA, NB〉}KAB
, 〈{NB}k, NB〉〉On suppose que NA et NB sont des non
es frais et que k est une 
lé fraî
he. On suppose égalementque KAB est une 
lé partagée uniquement entre A et B. Supposons que les 
apa
ités de l'intrussont modélisées par le système d'inféren
e de Dolev-Yao vu au 
ours.1. Dé
rivez (informellement) 
omment un intrus peut 
ompromettre le se
ret de la 
lé k (dupoint de vue du parti
ipant B).2. Modélisez les r�les né
essaires à 
ette attaque.3. Donnez le système de 
ontraintes représentant l'entrela
ement qui mène à 
ette attaque. Ap-pliquez la pro
édure de résolution vue au 
ours pour montrer que 
e système a une solution.Exer
i
e 4Montrer que les règles de simpli�
ations ne sont pas 
omplètes si l'on 
onsidère du 
hi�rementasymétrique.Indi
ation : Le lemme 4 est faux en présen
e de 
hi�rement asymétrique.


