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Constraint solving procedure

Definition 1 (constraint system) A constraint system C is either L or a finite sequence of ex-
pressions (T; IF w;)1<i<n, called constraints, where each T;, called the left-hand side of the constraint,
and each u; is a term, called the right-hand side of the constraint, such that :

1. (monotonicity)
init € Th and T; C Ty for every i such that 1 <i <n;
2. (origination property)
if x € vars(T;) then 3 j < i such that T; = min{T | (T'I-u) € C, x € vars(u)} (for the inclu-
sion relation) and T; C T;.
A solution of C is a closed substitution 6 with dom(0) = vars(C) such that for every (T I+ u) € C,

we have that TO + uB. The empty constraint system is always satisfiable whereas | denotes an
unsatisfiable system.

Definition 2 (solved form) A constraint system is said solved if it is different from L and if
each of its constraints is of the form T I x, where x is a variable.

Remark : Note that the empty constraint system is solved. Solved constraint systems always have
a solution. Why ?
The simplification rules we consider are given below.

Ri: CATIFu ~ C fTU{z |T'"FzelC, T CT}u
Ra : CANTIFu ~, CoNATolkuo if 0 = mgu(t,u) where t € st(T), t # u,

and ¢, u are not variables
Rs : CANTIFu ~y CoANTolkuo if 0 = mgu(ty, ta), t1,te € st(T) N X, t1 # ta,
Ry : CANTIFu ~» L if vars(T'U{u}) =0 and Tt/ u

Rs : C/\T||‘<U1,U2> ~ CATIFu AT IFug
R : C/\T||—{U1}u2 ~ CANTIFur AT I ug

All the rules are indexed by a substitution (when there is no index then the identity substitution
is assumed). We write C ~% C’ if there are constraint systems Ci,...,C, such that C ~,, C1 ~>4,
g, C'and 0 = 0goy ... op.

Lemma 1 The simplification rules transform a constraint system into a constraint system.

Theorem 1 Let C be an unsolved constraint system.
1. (Termination) There is no infinite chain C ~>5, C1 ... ~4, Cp.

2. (Correctness) If C ~% C' for some constraint system C' and some substitution o and if 0 is a
solution of C' then o6 is a solution of C.

3. (Completeness) If 6 is a solution of C, then there exist a solved constraint system C' and
substitutions o, 0" such that § = 0@, C ~* C' and 0’ is a solution of C’.



Some definitions and lemmas to establish completeness.

Definition 3 (simple proof) Let T} C T, C ... C T,,. We say that a proof ™ of T; & u is left-
minimal if for any j < i such that Tj & u, @ is a proof of T; - w where @’ is obtained from m by
replacing T; with T in the left-hand side of each node of m. We say that a proof is simple if any
subproof is left-minimal and on any branch there are no two equal nodes.

Remark : a subproof of a simple proof is also simple.
Lemma 2 IfT; + u then there is a simple proof of it.

Lemma 3 Let C be an unsolved constraint system, 6 be a solution of C and T; I+ u; be a minimal
unsolved constraint of C. Let u be a term. If there is a simple proof of T;0 & uw having the last rule
an axiom or a decomposition then there is t € st(T;) ~ X such that t0 = u.

Lemma 4 Let C be an unsolved constraint system, 6 be a solution of C and T; I+ v; be a minimal
unsolved constraint of C such that for all t1,ta € st(1;) such that t1 # to

t10 = tof implies t1 orty is a variable

Assume u € st(T;) ~ X and T;0 - ub. Then T; U{x | TIFx € C,T C T;} - u.

Exercice 1
Démontrez les lemmes et le théoréme.

Exercice 2

Montrer que le probléme de savoir si un systéme de contraintes est satisfaisable est :
1. décidable,
2. NP-difficile. Indication : on pourra coder le probléeme 3-SAT

Exercice 3
Soit le protocole suivant :

Message 1. A — B : ({{(Na, k) }k 45, 4)
Message 2. B — A : ({(Na, NB)}kan, {NB}k, NB))

On suppose que N4 et Np sont des nonces frais et que k est une clé fraiche. On suppose également
que K4p est une clé partagée uniquement entre A et B. Supposons que les capacités de l'intrus
sont modélisées par le systéme d’inférence de Dolev-Yao vu au cours.

1. Décrivez (informellement) comment un intrus peut compromettre le secret de la clé k& (du
point de vue du participant B).
2. Modélisez les roles nécessaires a cette attaque.

3. Donnez le systéme de contraintes représentant ’entrelacement qui méne & cette attaque. Ap-
pliquez la procédure de résolution vue au cours pour montrer que ce systéme a une solution.

Exercice 4

Montrer que les régles de simplifications ne sont pas complétes si I'on considére du chiffrement
asymeétrique.

Indication : Le lemme /4 est faux en présence de chiffrement asymétrique.



