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Cryptographic Protocols

- web
- mobile
- pay-per-view
- ATM
- contract signing
- . . .

Protocols = rules of message exchanges
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Goals

� Secrecy: May a dishonest participant learn some secret message
between two honest participants ?

� Authentication : Is the agent Alice really talking to Bob ?

� Anonymity : Who is talking to Alice ?

� Fairness: Alice and Bob want to sign a contract. Alice initiates the
protocol. May Bob obtain some advantage ?
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Encryption

Symmetric encryption

Encryption Decryption

Bonjour
Alice

Obawbhe
Nyvpr

key key Bonjour
Alice

Asymmetric encryption

Encryption Decryption

public
key

private
keyBonjour

Alice
Erqmrxu

Dolfh
Bonjour

Alice

Perfect encryption assumption:

Nothing can be learned from f mgk except if k is known.
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Public key Needham-Schroeder Protocol

� A ! B : f A; N agpub(B )

B ! A : f Na; Nbgpub(A)

A ! B : f Nbgpub(B )
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Public key Needham-Schroeder Protocol

A ! B : f A; Nagpub(B )

� B ! A : f Na; Nbgpub(A)

A ! B : f Nbgpub(B )
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Public key Needham-Schroeder Protocol

A ! B : f A; N agpub(B )

B ! A : f Na; Nbgpub(A)

A ! B : f Nbgpub(B )

Questions

� Is Nb secret between A and B ?
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A ! B : f A; N agpub(B )

B ! A : f Na; Nbgpub(A)
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Public key Needham-Schroeder Protocol

A ! B : f A; N agpub(B )

B ! A : f Na; Nbgpub(A)

A ! B : f Nbgpub(B )

Questions

� Is Nb secret between A and B ?

� When B receives f Nbgpub(B ) , does this message really come from A ?

! an attack of this protocol was found 17 years after its �rst pub lication !
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Dif�culties of the veri�cation

Semantic

� large number of models with implicit hypotheses,

� security properties are not clearly de�ned
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Dif�culties of the veri�cation

Semantic

� large number of models with implicit hypotheses,

� security properties are not clearly de�ned

The intruder

� intercepts all messages,

� analyzes and synthesizes new messages,

� sends fake messages,

� has an unbounded memory.
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Dif�culties of the veri�cation

Semantic

� large number of models with implicit hypotheses,

� security properties are not clearly de�ned

The intruder

� intercepts all messages,

� analyzes and synthesizes new messages,

� sends fake messages,

� has an unbounded memory.

Protocol

� unbounded number of agents,

� unbounded number of sessions,

� unbounded depth of messages.
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Models for cryptographic protocols

Modeling Veri�cation

Models compound
keys

Nonces
attack

research
Proof

Process
algebra

� �
FDR, STA

Trust

Multiset
Rewriting

� � Mur �

Strand spaces � � Athena

Paulson �
Securify

Isabelle/HOL

Horn clauses � / Casrul Blanchet

LSV - ENS de Cachan & CNRS – 20 mars 2003 Automatic Veri�cation of Cryptographic Protocols – PhD Defense – p.7



Veri�cation results

Bounded number of sessions : NP-complete [RusinowitchTuruani 01]

Unbounded number of sessions :

� Decidability
� assuming strong typing and atomic encryption [Lowe 98]
� without nonce, bounded size of

messages[DurginLincolnMitchellScedrov 99]
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Bounded number of sessions : NP-complete [RusinowitchTuruani 01]

Unbounded number of sessions :

� Decidability
� assuming strong typing and atomic encryption [Lowe 98]
� without nonce, bounded size of

messages[DurginLincolnMitchellScedrov 99]

� Undecidability
� with nonces, bounded size of

messages[DurginLincolnMitchellScedrov 99]
� with nonces, bounded size of messages, only one symbol for

encryption [AmadioCharatonik 02]
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Veri�cation results

Bounded number of sessions : NP-complete [RusinowitchTuruani 01]

Unbounded number of sessions :

� Decidability
� assuming strong typing and atomic encryption [Lowe 98]
� without nonce, bounded size of

messages[DurginLincolnMitchellScedrov 99]
� without nonce, at most one copy per transition

� Undecidability
� with nonces, bounded size of

messages[DurginLincolnMitchellScedrov 99]
� with nonces, bounded size of messages, only one symbol for

encryption [AmadioCharatonik 02]
� without nonce, two copies, atomic keys
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Roadmap of the talk

I) Modeling
� link between secrecy expressed as an accessibility property and

expressed as observational equivalence
� general model with Horn clauses

II) Verifying
� Reduction of the number of agents
� Decidable classes
� Tool
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Barbed equivalence in Spi-calculus

Barbed equivalence: P(s) j O �= P(s0) j O
! very powerful equivalence

weak bisimulation: � 1 . P � � 2 . Q

if � 1 � � 2 and

(
� 1 . P �! � 0

1 . P 0

) � 2 . Q �! � 0
2 . Q 0

with � 0
1 . P 0 � � 0

2 . Q 0

! easier to prove
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! very powerful equivalence

weak bisimulation: � 1 . P � � 2 . Q

if � 1 � � 2 and

(
� 1 . P �! � 0

1 . P 0

) � 2 . Q �! � 0
2 . Q 0

with � 0
1 . P 0 � � 0

2 . Q 0

! easier to prove

Theorem: barbed equivalence , weak bisimulation
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Barbed equivalence in Spi-calculus

Barbed equivalence: P(s) j O �= P(s0) j O
! very powerful equivalence

weak bisimulation: � 1 . P � � 2 . Q

if � 1 � � 2 and

(
� 1 . P �! � 0

1 . P 0

) � 2 . Q �! � 0
2 . Q 0

with � 0
1 . P 0 � � 0

2 . Q 0

! easier to prove

Theorem: barbed equivalence , weak bisimulation

Application: New proof techniques for barbed equivalence in spi-calculus.

! Example: Public Key Needham-Schroeder-Lowe protocol
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Roadmap of the talk

I) Modeling
� link between secrecy expressed as an accessibility property and

expressed as observational equivalence
� general model with Horn clauses

II) Verifying
� Reduction of the number of agents
� Decidable classes
� Tool
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A model for cryptographic protocols

Why Horn clauses ?

� provide a general model:

Theorem:
Model of Millen-Rueß  Horn clauses

induction least Herbrand model

� provide simpli�cation results,

� enable to use techniques developed for �rst-order logic.
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Cryptographic primitives

We assumebasic sorts:

Numand Ha; Da � Agent � Messageand Trace:
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Cryptographic primitives

We assumebasic sorts:

Numand Ha; Da � Agent � Messageand Trace:

Nonce
n1; n2 : Agent� Agent� Num ! Message
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Cryptographic primitives

We assumebasic sorts:

Numand Ha; Da � Agent � Messageand Trace:

Nonce
n1; n2 : Agent� Agent� Num ! Message

Trace
� � � : Message� Trace! Trace
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Intruder power

Analysis
I (f xgy ; t); I (y; t) ) I (x; t)

I (< x; y >; t) ) I (x; t)
� � �
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Intruder power

Analysis
I (f xgy ; t); I (y; t) ) I (x; t)

I (< x; y >; t) ) I (x; t)
� � �

Synthesis
I (x; t); I (y; t) ) I (< x; y >; t)
I (x; t); I (y; t) ) I (f xgy ; t)

� � �
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� � �

Eavesdropping
T(m � t) ) I (m; m � t)
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Intruder power

Analysis
I (f xgy ; t); I (y; t) ) I (x; t)

I (< x; y >; t) ) I (x; t)
� � �

Synthesis
I (x; t); I (y; t) ) I (< x; y >; t)
I (x; t); I (y; t) ) I (f xgy ; t)

� � �

Eavesdropping
T(m � t) ) I (m; m � t)

Initial knowledge
Da(a) ) I (prv(a); t)
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Protocol rules

A ! B : f A; N agpub(B )

T(t); Fresh(s; t) ) T(f a; n1(a; b; s)gpub(b) � t)

a : Agent; b : Agent; s : Num; m : Message
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Protocol rules

A ! B : f A; N agpub(B )

T(t); Fresh(s; t) ) T(f a; n1(a; b; s)gpub(b) � t)

B ! A : f Na ; Nbgpub(A )

T(t); I (f a; mgpub(b) ; t);
Fresh(s; t)

)

) T(f m; n2(a; b; s)gpub(a) � t)

a : Agent; b : Agent; s : Num; m : Message
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Security properties

Secret: : Ha(a) _ : Ha(b) _ : T(t) _ : I (n2(a; b; s); t)
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Security properties

Secret: : Ha(a) _ : Ha(b) _ : T(t) _ : I (n2(a; b; s); t)

Short term Secret:

: Ha(a) _ : Ha(b) _ : T(t) _ : I (n2(a; b; s); t) _ : NotPlayed(b;3; s; t)
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Security properties

Secret: : Ha(a) _ : Ha(b) _ : T(t) _ : I (n2(a; b; s); t)

Short term Secret:

: Ha(a) _ : Ha(b) _ : T(t) _ : I (n2(a; b; s); t) _ : NotPlayed(b;3; s; t)

Authentication
: Ha(a) _ : Ha(b) _ : T(t) _ : I (m1; t)

_ In(m2; t)
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A general model

� unbounded number of sessions (interleaved or not)

� or a bounded number of sessions,

� nonces,

� symmetric and asymmetric encryption, hash functions,...

� compound keys,

� �exible intruder power,

� ...
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Roadmap of the talk

I) Modeling
� general model with Horn clauses
� link between secrecy expressed as an accessibility property and

expressed as observational equivalence

II) Verifying
� Reduction of the number of agents
� Decidable classes
� Tool
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Result (I)

Theorem: Let CP be a set of clauses and � be a purely negative clause .

If there is an attack using n agents, then there is an attack using
(at most) 2 agents.
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Result (I)

Theorem: Let CP be a set of clauses and � be a purely negative clause .

If there is an attack using n agents, then there is an attack using
(at most) 2 agents.

Proof: projection !
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Result (I)

Theorem: Let CP be a set of clauses and � be a purely negative clause .

If there is an attack using n agents, then there is an attack using
(at most) 2 agents.

Proof: projection !

Secrecyis expressed as a purely negative clause.

LSV - ENS de Cachan & CNRS – 20 mars 2003 Automatic Veri�cation of Cryptographic Protocols – PhD Defense – p.19



Result (I)

Theorem: Let CP be a set of clauses and � be a purely negative clause .

If there is an attack using n agents, then there is an attack using
(at most) 2 agents.

Proof: projection !

Secrecyis expressed as a purely negative clause.

Theorem: authentication can also be expressed as a set of purely negative
clauses.

LSV - ENS de Cachan & CNRS – 20 mars 2003 Automatic Veri�cation of Cryptographic Protocols – PhD Defense – p.19



Result (II)

Theorem:
Let CP be a set of clauses and � be a purely negative clause such that an
agent is disallowed to speak to himself (this can be expressed in Horn
clauses).

If there is an attack using n agents, then there is an attack using
(at most) k + 1 agents, where k is bounded by the number of
roles.
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Applications

This allows to consider �nitely many instances of the roles:

� 2r if an agent is allowed to speak to herself,

� (k + 1) r if not.
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Applications

This allows to consider �nitely many instances of the roles:

� 2r if an agent is allowed to speak to herself,

� (k + 1) r if not.

! Useful for demonstration tools
[CASRUL, CASPER, TRUST, ...]

! Decidability result for a passive intruder and “non-ambiguous” protocols:

EXP(k) � POLY.
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Roadmap of the talk
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Context

� Unbounded number of sessions: why ?
� To prove security properties.
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Context

� Unbounded number of sessions: why ?
� To prove security properties.

� Without nonce: why ?
� Secrecy isundecidable for protocols with nonces, even for

bounded size messages [DurginMitchell, AmadioCharatonik] .
� secrecy can be expressed as satis�ability of clauses (or set

constraints or tree automata).
� This is a correct abstraction.
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Context

� Unbounded number of sessions: why ?
� To prove security properties.

� Without nonce: why ?
� Secrecy isundecidable for protocols with nonces, even for

bounded size messages [DurginMitchell, AmadioCharatonik] .
� secrecy can be expressed as satis�ability of clauses (or set

constraints or tree automata).
� This is a correct abstraction.

� Only one blind copy per transition: why ?
� Secrecy isundecidable for protocols with two copies, atomic

keys, even without nonce [ComonCortierMitchell] .
� Most of the protocols satisfy this hypothesis

A ! B : f A; Nagpub(B )

B ! A : f Na ; Nbgpub(A )

A ! B : f Nbgpub(B )
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class C

De�nition: A set of clausesS belongs to Cif every clause C of S satis�es:

� either C contains at most one variable ,

� or C is of the form:

� Pi (x i ) � Qi (ui (f (x1; : : : ; xk ))) :
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class C

De�nition: A set of clausesS belongs to Cif every clause C of S satis�es:

� either C contains at most one variable ,

� or C is of the form:

� Pi (x i ) � Qi (ui (f (x1; : : : ; xk ))) :

This class is similar to the extended Skolem class [Fermüller LHT 01]
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class C

De�nition: A set of clausesS belongs to Cif every clause C of S satis�es:

� either C contains at most one variable ,

� or C is of the form:

� Pi (x i ) � Qi (ui (f (x1; : : : ; xk ))) :

This class is similar to the extended Skolem class [Fermüller LHT 01]

Theorem : Let S 2 C. Satis�ability of S is decidable (in at most 3-EXPTIME).

! This is result is generalized in [Comon Cortier Mitchell 01]
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class C

De�nition: A set of clausesS belongs to Cif every clause C of S satis�es:

� either C contains at most one variable ,

� or C is of the form:

� Pi (x i ) � Qi (ui (f (x1; : : : ; xk ))) :

This class is similar to the extended Skolem class [Fermüller LHT 01]

Theorem : Let S 2 C. Satis�ability of S is decidable (in at most 3-EXPTIME).

! This is result is generalized in [Comon Cortier Mitchell 01]

proof : saturation by factorization and ordered binary resolution.
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Example: cryptographic protocols

A ! B : f A; N agpub(B )

T(t); Fresh(s; t) ) T(f a; n1(a; b; s)gpub(b) �t)

B ! A : f Na ; Nbgpub(A )

T(t);I (f a; mgpub(b) ; t);
Fresh(s; t)

)

) T(f m; n2(a; b; s)gpub(a) �t)

LSV - ENS de Cachan & CNRS – 20 mars 2003 Automatic Veri�cation of Cryptographic Protocols – PhD Defense – p.25



Example: cryptographic protocols

A ! B : f A; N agpub(B )

T(t); Fresh(s; t) ) T(f a; n1(a; b; s)gpub(b) �t)

B ! A : f Na ; Nbgpub(A )

T(t);I (f a; mgpub(b) ; t);
Fresh(s; t)

)

) T(f m; n2(a; b; s)gpub(a) �t)

Intruder power

I (f xgy ; t); I (y; t) ) I (x; t)
I (x; t); I (y; t) ) I (< x; y > ; t)
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Weakening of perfect encryption assumption

Example: EXclusive Or
0 � 0 = 0 0 � 1 = 1
1 � 0 = 1 1 � 1 = 0
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Weakening of perfect encryption assumption

Example: EXclusive Or
0 � 0 = 0 0 � 1 = 1
1 � 0 = 1 1 � 1 = 0

Message properties:

x � (y � z) = ( x � y) � z x � 0 = x
x � y = y � x x � x = 0
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Weakening of perfect encryption assumption

Example: EXclusive Or
0 � 0 = 0 0 � 1 = 1
1 � 0 = 1 1 � 1 = 0

Message properties:

x � (y � z) = ( x � y) � z x � 0 = x
x � y = y � x x � x = 0

Why the EXclusive Or ?

� m � k instead of f mgk

� ! Example : Bull's Protocol [Paulson 97]
K ab � h(pub(B ); Nb) instead of f K ab; A; N bgpub(B )
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Class C�

De�nition A set of clausesS 2 C� if every clause C of S satis�es:

� either C contains at most one variable,

� or C is of the form:

� Pi (x i ) � Qi (ui (f (x1; : : : ; xk ))) ; f 6= � ;

� or C = : P(x) _ : P(y) _ P(x � y).
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Class C�

De�nition A set of clausesS 2 C� if every clause C of S satis�es:

� either C contains at most one variable,

� or C is of the form:

� Pi (x i ) � Qi (ui (f (x1; : : : ; xk ))) ; f 6= � ;

� or C = : P(x) _ : P(y) _ P(x � y).

Intruder power : : I (x) _ : I (y) _ I (x � y).
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Class C�

De�nition A set of clausesS 2 C� if every clause C of S satis�es:

� either C contains at most one variable,

� or C is of the form:

� Pi (x i ) � Qi (ui (f (x1; : : : ; xk ))) ; f 6= � ;

� or C = : P(x) _ : P(y) _ P(x � y).

Intruder power : : I (x) _ : I (y) _ I (x � y).

Theorem : Let S 2 C� . Satis�ability of S is decidable .

proof: special saturation rules.
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Ingredients of the proof

New saturation rules:

Extension1:
: P(t1 � t2) _ C P(u1 � u2) _ C0

(C _ C0_ : P(t2 � u2)) �

! Avoid repeated resolutions on the clause C = : P(x) _ : P(y) _ P(x � y).

! In the spirit of the “ordered chaining” rule for transitivity
[BachmairGanziger 01] .
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Ingredients of the proof

New saturation rules:

Extension1:
: P(t1 � t2) _ C P(u1 � u2) _ C0

(C _ C0_ : P(t2 � u2)) �

! Avoid repeated resolutions on the clause C = : P(x) _ : P(y) _ P(x � y).

! In the spirit of the “ordered chaining” rule for transitivity
[BachmairGanziger 01] .

Resolution without collapse

f C� #j C� ground g =
n[

i =1

f Ci � j Ci � ground ; � collapse-freeg
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Example

A ! B : Na � K ab

B ! A : Nb � Na

A ! B : Sab � Nb
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Example

A ! B : Na � K ab

B ! A : Nb � Na

A ! B : Sab � Nb

Translation of the second rule with three agents a; band c :

I (z) ) I (z � n2(a; b) � K (a; b)) I (z) ) I (z � n2(b; a) � K (a; b))

I (z) ) I (z � n2(a; c) � K (a; c)) I (z) ) I (z � n2(c; a) � K (a; c))

I (z) ) I (z � n2(b; c) � K (b; c)) I (z) ) I (z � n2(c; b) � K (b; c))
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Example

A ! B : Na � K ab

B ! A : Nb � Na

A ! B : Sab � Nb

Translation of the second rule with three agents a; band c :

I (z) ) I (z � n2(a; b) � K (a; b)) I (z) ) I (z � n2(b; a) � K (a; b))

I (z) ) I (z � n2(a; c) � K (a; c)) I (z) ) I (z � n2(c; a) � K (a; c))

I (z) ) I (z � n2(b; c) � K (b; c)) I (z) ) I (z � n2(c; b) � K (b; c))

Secrecy : : I (S(a; b))
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Example

A ! B : Na � K ab

B ! A : Nb � Na

A ! B : Sab � Nb

Translation of the second rule with three agents a; band c :

I (z) ) I (z � n2(a; b) � K (a; b)) I (z) ) I (z � n2(b; a) � K (a; b))

I (z) ) I (z � n2(a; c) � K (a; c)) I (z) ) I (z � n2(c; a) � K (a; c))

I (z) ) I (z � n2(b; c) � K (b; c)) I (z) ) I (z � n2(c; b) � K (b; c))

Secrecy : : I (S(a; b))

! The secrecy of Sab is preserved.
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Decidable classes

Number
of sessions

Bounded Unbounded, without nonce

with bounded depth:
DEXPTIME-complet [DLMS99]

One copy Two copies
or more

Perfect
encryption
hypothesis

NP-complete

[RT01] 3-EXPTIME
[thesis]

Undecidable
[CC03]

With
EXclusive

Or

NEXPTIME
[CS03]

NP-complete
[CKRT03]

Decidable
[thesis]

Undecidable
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Roadmap of the talk

I) Modeling
� general model with Horn clauses
� link between secrecy expressed as an accessibility property and

expressed as observational equivalence

II) Verifying
� Reduction of the number of agents
� Decidable classes
� Tool
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Tools for cryptographic protocols

Bounded number of sessions

� Enumeration Casper, MUR� , Trust

� Constraint solving Casrul (Loria)
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Tools for cryptographic protocols

Bounded number of sessions

� Enumeration Casper, MUR� , Trust

� Constraint solving Casrul (Loria)

Arbitrary number of sessions

� Abstraction Aviss, EVA : Hermes

� Backward search EVA : Securify, B. Blanchet

� Generation of invariants Isabelle/HOL (L. Paulson), TAPS (E. Cohen)
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Securify's structure

EVA
veri�cation

platform

toolsCPL

Securify Hermes Cpv2

evatocpl
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Presentation of Securify

Input : A protocol and a property in LAEVA

Output : ! Yes :the protocol satis�es the property,
! No : tree corresponding to the failed proof ,
! Does not stop.
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Presentation of Securify

Input : A protocol and a property in LAEVA

Output : ! Yes :the protocol satis�es the property,
! No : tree corresponding to the failed proof ,
! Does not stop.

Characteristics :
� gives proofs of secrecy,
� unbounded number of sessions,
� unbounded size of messages,
� symmetric and asymmetric encryption,
� needs to type data, in particular nonces,
� atomic keys.

LSV - ENS de Cachan & CNRS – 20 mars 2003 Automatic Veri�cation of Cryptographic Protocols – PhD Defense – p.34



Results

Protocols Proof
maximal #

of “back”

Time

ms

Otway-Rees Yes 0 0,35

Woo and Lam Yes 0 0,11

Denning-Sacco No 0 0,07

ISO Symmetric Key Yes 0 0,15

Needham-Schroeder-Lowe Yes 1 1,08

Needham-Schroeder No 1 1,23

Wide-Mouthed-Frog (modifié) Yes 2 4,76

Kao-Chow Yes 3 8,94
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Perspectives

Tool

� no/less typing

� compound keys

� EXclusive Or, ...

Effectiveness of the algorithms

� �nd better strategies

� implementation

Decidable classes

� for other algebraic properties (modular exponential, ...)

� for other security properties (anonymity, voting, pay-per-vi ew
protocols, ...)

� decidable class with nonces
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