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Description du sujet

Several programs input sensitive secret data such as passwords and
PINS ; while outputting less sensitive. A central problem in computer secu-
rity is to measure the amount of the sensitive input information an attacker
can learn from observing the output. The information-theoretic measure
of mutual information has been proposed as a measure as the information
leaked by such a program (see [Smi09], for example) : the amount of infor-
mation leaked by a program P is the mutual information between the input
distribution and the output distribution.

In order to compute this measure one has to compute for each input z
and output y, the conditional probability pr(output = y|input = x). Two
methods have been proposed in the literature to achieve the latter. One is
to employ statistical methods by generating enough sample size to estimate
the conditional probability. Another method is to employ model-checking
techniques to calculate it explicitly using model-checking techniques.

The primary objective of the internship would be to explore the use
of model-checking techniques to compute the information-leakage when the
programs are both recursive and probabilistic. For such programs, the pro-
bability pr(output = y|input = z) can be approximated using a set of
polynomial equations over the field of reals. However, in practice Newton’s
method in which the solutions are approximated by iterative methods are
employed [WEQ7]. The main challenge in the application of Newton’s me-
thod is state space explosion. The number of states of such programs can



be huge resulting in slow convergence of Newton’s method. In order to over-
come this problem, we will combine symbolic model-checking techniques
with Newton’s method. We expect the developed techniques to automati-
cally find attacks in recursive probabilistic programs.

Remarques

We are looking for candidates with good skills in Foundations of Com-
puter Science (algorithms, data structures, automata theor,y . . . ), program-
ming and basic mathematics (probability theory, multivariate-calculus). Some
knowledge in security is an asset but is not mandatory.
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