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Logi
al atta
ks - What is it?Ele
troni
 bank transfer
{N}pub(
lient) {N}pub(
lient)NN

Logi
al atta
ks
an be mounted even assuming perfe
t 
ryptography,
,→ replay atta
k, man-in-the middle atta
k, . . .are numerous, see SPORE, Se
urity Proto
ols Open REpository
,→ http://www.lsv.ens-
a
han.fr/spore/subtle and hard to dete
t by �eyeballing� the proto
ol
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 a
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Relevan
e of the approa
hnumerous atta
ks have already been obtained,soundness results already exist, e.g. [Mi

ian
io & Warins
hi'04℄allows us to perform automati
 veri�
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Relaxing the perfe
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k boxes.Example: WEP proto
olthe exe
utability of some proto
ols relies expli
itly on algebrai
properties.
How to take into a

ount algebrai
 properties?1 by modelling algebrai
 properties as an equational theory E,2 by extending the dedu
tion 
apabilities of the atta
ker
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Some existing results
In 2003, results are numerous but deal with a parti
ular equational theory.Dolev-Yao (E = ∅)[Amadio & Lugiez, 00℄, [Rusinowit
h & Turuani, 01℄Ex
lusive or[Comon & Shmatikov, 03℄, [Chevalier et al., 03℄, [Comon & Cortier, 03℄Abelian group[Comon & Shmatikov, 03℄, [Millen & Shmatikov, 03℄CBC en
ryption[Chevalier et al., 03℄...
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(bs)
 × bn−s×
 ?
= bn
redit...

...hash(bn,Msg)
n− s× 

︸ ︷︷ ︸

, Msgy
Equational theory

AG 8

>

>

<

>

>

:

x + (y + z) = (x + y) + zx + y = y + xx + 0 = xx + −(x) = 0
AC  x × (y × z) = (x × y) × zx × y = y × xb(x + y) = b(x) × b(y)exp(b(x), y) = b(x × y)
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My 
ontributions
Generi
 resultsDe
ision pro
edures for publi
-
ollapsing theories
,→ allowing us to deal with variants of the Dolev-Yao modelThe �nite variant property
,→ allowing us to get rid of some algebrai
 properties

Parti
ular equational theories: ACUNh and AGhPassive atta
ker: PTIME de
ision pro
edure
,→ improving existing results
,→ allowing us to deal with a
tive 
aseA
tive atta
ker: de
idability and unde
idability results
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Modelisation of the intruderDolev-Yao inferen
e system � IDYu ∈ TT ⊢ u (A)
T ⊢ u1 . . . T ⊢ unT ⊢ f (u1, . . . , un) with f ∈ VF (C)

T ⊢ 〈u, v〉T ⊢ u (Proj1) T ⊢ 〈u, v〉T ⊢ v (Proj2) T ⊢ {u}v T ⊢ v−1T ⊢ u (D)
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T ⊢ 〈u, v〉T ⊢ u (Proj1) T ⊢ 〈u, v〉T ⊢ v (Proj2) T ⊢ {u}v T ⊢ v−1T ⊢ u (D)

(Eq) T ⊢ u u =E vT ⊢ v
Notation: (I,E) denote the inferen
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tion problem (ID)Let I be an inferen
e system and E an equational theory.INPUT: a �nite set of terms T , a term s (the se
ret).OUTPUT: Does there exist a proof of T ⊢ s in (I,E)?Example:
I = IDYE = {{x}y}z = {{x}z}y
T =

{
{a}k1 , k2}s = {{a}k2}k1

{a}k1 ∈ T
(A)T ⊢ {a}k1 k2 ∈ T

(A)T ⊢ k2
(C)T ⊢ {{a}k1}k2

(Eq)T ⊢ {{a}k2}k1
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olA → B : 〈A, {{〈B,K〉}priv(A)}pub(B)〉B → A : {S}KModelisation with pattern-mat
hing � E = ∅RB(zB) := ν s . re
v(〈xA, {{〈zB , xK 〉}priv(xA)}pub(zB)〉);send({s}xK )Modelisation with equality tests
E =







de
({x}pub(y)), priv(y)) = xproji(〈x1, x2〉) = xi i = 1, 2
. . .RB(zB) := ν s . re
v(x);zB=proj1(de
(de
(proj2(x), priv(zB)), pub(proj1(x))));send({s}proj2(de
(de
(proj2(x),priv(zB)),pub(proj1(x))))

)
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ComparisonModelisation with equality testsallows us to 
onsider inferen
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e system without pattern-mat
hingT ⊢ x1 . . .T ⊢ xn f ∈ VFT ⊢ f (x1, . . . , xn) T ⊢ u u =E vT ⊢ vequality tests allow us to model some proto
ols in a more natural way(e.g. Ele
troni
 purse)
,→ Equality tests 
an easily be en
oded by using pattern-mat
hingModelisation with pattern-mat
hing seems to be more expressive.Examples: Let + be an asso
iative and 
ommutative operatorre
v(x + x); send(x), re
v(x + x + x); send(x), . . .re
v(x + {x}k); send(x)
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A
tive atta
ker
Inse
urity problem (bounded number of sessions)Let I be an inferen
e system and E an equational theory.INPUT: a �nite set R1, . . . ,Rm of instan
es of roles,a �nite set T0 of terms (initial intruder knowledge),a term s (the se
ret)OUTPUT: Does there exist an interleaving of R1, . . . ,Rmrunnable from T0 in (I,E) at the end of whi
hthe intruder knowledge is T , andT ⊢ s in (I,E)?Se
urity properties (tra
e properties): e.g. se
re
y, some kinds ofauthenti
ation properties, . . .
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Inse
urity problem via 
onstraint solvingSystem of dedu
ibility 
onstraints with pattern-mat
hingre
v(u1); send(v1)
. . .re
v(un); send(vn) C =
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T0 
 u1
...T0, v1, .., vn 
 s
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v(x1); E1; send(v1)

. . .re
v(xn); En; send(vn) C =







T0 
 x1
...T0, v1, .., vn 
 xn+1 ∧ E1

. . .xn+1 = s
Well-formed 
onstraint systemmonotoni
ity: intruder never forgets informationorigination stable by substitution and normalisation: due to the fa
tthat we 
onsider �deterministi
� proto
ols
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Publi
-
ollapsing equational theories
De�nitionA publi
-
ollapsing equational theory is a theory that 
an be represented bya 
onvergent rewriting system R and ea
h rule ℓ→ r ∈ R satis�es:1 r is a variable or a ground term,2 if head(ℓ) ∈ VF , then under ea
h publi
 symbol in ℓ, there is r .Examples:Dolev-Yao: de
({x}y )y) = x , proji(〈x1, x2〉) = xi (i = 1, 2)Asymmetri
 en
ryption: de
({x}y), y−1) = x , x−1−1

= xInverse-key: {de
(x , y)}y = xProbabilisti
 en
ryption: de
(en
(x , y , z), y) = x. . .Stéphanie Delaune (FT R&D, LSV) Veri�
ation of 
ryptographi
 proto
ols June 20, 2006 23 / 37



Results
Let IVF be an inferen
e system and E a publi
-
ollapsing equational theory.
Theorem (intruder dedu
tion problem)ID is de
idable in polynomial time for the inferen
e system (IVF ,E).
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Results
Let IVF be an inferen
e system and E a publi
-
ollapsing equational theory.
Theorem (intruder dedu
tion problem)ID is de
idable in polynomial time for the inferen
e system (IVF ,E).
Theorem (inse
urity problem)The problem of the satis�ability of a simple and well-formed 
onstraintsystem with equality tests in (IVF ,E) is NP-
omplete.
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omplex equational theories?Some parti
ular equational theories: ACh, ACUNh et AGh
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The �nite variant property
GoalThis property allows us (for many equational theories):to get rid of some algebrai
 properties,to redu
e the equational theory to the empty theory or AC.
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The �nite variant property
GoalThis property allows us (for many equational theories):to get rid of some algebrai
 properties,to redu
e the equational theory to the empty theory or AC.How to do this ?Given a theory E, �nd a splitting of E in R⊎ E′ su
h that:
R is an E′-
onvergent rewrite system for E,
(R,E′) has the �nite variant property

Main appli
ationAtta
k on P in (I,E) ⇔ ∃P ′ ∈ Variant (P). Atta
k on P ′ in
(Variant (I),E′).
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Su�
ient 
riteriaProposition 1If narrowing terminates for R then (R, ∅) has the �nite variant property.Examplespubli
-
ollapsing theories,blind signature, unblind(sign(blind(x, y), z), y) = sign(x, z)
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Su�
ient 
riteriaProposition 1If narrowing terminates for R then (R, ∅) has the �nite variant property.Examplespubli
-
ollapsing theories,blind signature, unblind(sign(blind(x, y), z), y) = sign(x, z)Proposition 2If for ea
h fun
tion symbol f , there is an integer 
f su
h thatt1, . . . , tn in normal form ⇒ f (t1, . . . , tn) ≤
f−−→E′\R f (t1, . . . , tn)↓then (R,E′) satis�es the �nite variant property.ExamplesEx
lusive or, Abelian groups, Di�e-Hellman,Equational theory allowing to model ele
troni
 purse.Stéphanie Delaune (FT R&D, LSV) Veri�
ation of 
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Abelian group theory
x +−(x) = 0 (Inv) x + (y + z) = (x + y) + z (A)x + 0 = x (U) x + y = y + x (C)
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Abelian group theory
x +−(x) = 0 (Inv) x + (y + z) = (x + y) + z (A)x + 0 = x (U) x + y = y + x (C)

. . .

−(x + y) = −(x) +−(y)
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Abelian group theory
x +−(x) → 0 (Inv) x + (y + z) = (x + y) + z (A)x + 0 → x (U) x + y = y + x (C)

. . .

−(x + y) → −(x) +−(y)

Stéphanie Delaune (FT R&D, LSV) Veri�
ation of 
ryptographi
 proto
ols June 20, 2006 28 / 37



Abelian group theory
x +−(x) → 0 (Inv) x + (y + z) = (x + y) + z (A)x + 0 → x (U) x + y = y + x (C)

. . .

−(x + y) ← −(x) +−(y)

Proposition1 This rewrite system R is AC-
onvergent2 (R, AC) satis�es the �nite variant property
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Abelian group theory
x +−(x) → 0 (Inv) x + (y + z) = (x + y) + z (A)x + 0 → x (U) x + y = y + x (C)

. . .

−(x + y) ← −(x) +−(y)

Proposition1 This rewrite system R is AC-
onvergent2 (R, AC) satis�es the �nite variant propertyProof (Proposition 2). Let t1 and t2 be terms in normal form, we have
−t1 ≤1
−−→ (−t1)↓t1 + t2 ≤2
−−→ (t1 + t2)↓Stéphanie Delaune (FT R&D, LSV) Veri�
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ryptographi
 proto
ols June 20, 2006 28 / 37



ACUNh theory
x + 0 = x (U)x + x = 0 (N)h(x + y) = h(x) + h(y) (h)x + (x + z) = (x + y) + z (A)x + y = y + x (C)
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ACUNh theory
x + 0 → x R1 : h(x + y)→ h(x) + h(y)x + x → 0x + x + y → y R2 : h(x) + h(y)→ h(x + y)h(0) → 0 h(x) + h(y) + z → h(x + y) + z
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ACUNh theory
x + 0 → x R1 : h(x + y)→ h(x) + h(y)x + x → 0x + x + y → y R2 : h(x) + h(y)→ h(x + y)h(0) → 0 h(x) + h(y) + z → h(x + y) + z

Remark
(R1,AC) and (R2,AC) do not satisfy the �nite variant property

Stéphanie Delaune (FT R&D, LSV) Veri�
ation of 
ryptographi
 proto
ols June 20, 2006 29 / 37



ACUNh theory
x + 0 → x R1 : h(x + y)→ h(x) + h(y)x + x → 0x + x + y → y R2 : h(x) + h(y)→ h(x + y)h(0) → 0 h(x) + h(y) + z → h(x + y) + z

Remark
(R1,AC) and (R2,AC) do not satisfy the �nite variant property
PropositionThere is no de
omposition of ACUNh having the �nite variant property.
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Outline of the talk
1 ModelisationPassive atta
ker: intruder dedu
tion problemA
tive atta
ker: inse
urity problem (bounded number of sessions)
2 Veri�
ationPubli
-
ollapsing equational theoriesHow to deal with more 
omplex equational theories?Some parti
ular equational theories: ACh, ACUNh et AGh
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Existing results
Intruder dedu
tion problem [Lafour
ade et al., 05℄ACh ACUNh AGhNP-
omplete EXPTIME
→ PTIME in the binary 
ase
Inse
urity problem (bounded number of sessions)ACh ACUNh AGhUnde
idable ? ?
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Intruder dedu
tion problem in (I, E)

Let T be a set of terms and u a term.1 An e�e
tive inferen
e system (I ′,E′) su
h that:T ⊢ u in (I,E) ⇔ T ⊢ u in (I ′,E′)2 A lo
ality result (notion due to M
 Allester, 1993), i.e.:A minimal proof P of T ⊢ u 
ontains only terms in StE(T ∪ {u}).3 A one-step dedu
ibility result:
→ to ensure that we 
an test that a dedu
tion step is valid
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How to deal with homomorphism ?Approa
h of Lafour
ade et al. 2005T ⊢ uT ⊢ h(u)↓

T ⊢ u1 . . . T ⊢ unT ⊢ (u1 + . . . + un)↓
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h of Lafour
ade et al. 2005T ⊢ uT ⊢ h(u)↓

T ⊢ u1 . . . T ⊢ unT ⊢ (u1 + . . . + un)↓advantage: one-step dedu
ibilty, easy to provedrawba
k: lo
ality, hard to prove for a �good� notion of subterms
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How to deal with homomorphism ?Approa
h of Lafour
ade et al. 2005T ⊢ uT ⊢ h(u)↓

T ⊢ u1 . . . T ⊢ unT ⊢ (u1 + . . . + un)↓advantage: one-step dedu
ibilty, easy to provedrawba
k: lo
ality, hard to prove for a �good� notion of subtermsMy approa
h
(ME) T ⊢ u1 . . . T ⊢ un with C an E-
ontextT ⊢ C [u1, . . . , un]↓
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How to deal with homomorphism ?Approa
h of Lafour
ade et al. 2005T ⊢ uT ⊢ h(u)↓

T ⊢ u1 . . . T ⊢ unT ⊢ (u1 + . . . + un)↓advantage: one-step dedu
ibilty, easy to provedrawba
k: lo
ality, hard to prove for a �good� notion of subtermsMy approa
h
(ME) T ⊢ u1 . . . T ⊢ un with C an E-
ontextT ⊢ C [u1, . . . , un]↓advantage: lo
ality, easy to provedrawba
k: one-step dedu
ibility seems di�
ult
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How to deal with homomorphism ?Approa
h of Lafour
ade et al. 2005T ⊢ uT ⊢ h(u)↓

T ⊢ u1 . . . T ⊢ unT ⊢ (u1 + . . . + un)↓advantage: one-step dedu
ibilty, easy to provedrawba
k: lo
ality, hard to prove for a �good� notion of subtermsMy approa
h
(ME) T ⊢ u1 . . . T ⊢ un with C an E-
ontextT ⊢ C [u1, . . . , un]↓advantage: lo
ality, easy to provedrawba
k: one-step dedu
ibility seems di�
ultredu
ible to the solvability of a system of linear equationsover N[X℄, Z/2Z[X℄ or Z[X℄Stéphanie Delaune (FT R&D, LSV) Veri�
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How to deal with homomorphism ?Approa
h of Lafour
ade et al. 2005T ⊢ uT ⊢ h(u)↓

T ⊢ u1 . . . T ⊢ unT ⊢ (u1 + . . . + un)↓advantage: one-step dedu
ibilty, easy to provedrawba
k: lo
ality, hard to prove for a �good� notion of subtermsMy approa
h
(ME) T ⊢ u1 . . . T ⊢ un with C an E-
ontextT ⊢ C [u1, . . . , un]↓advantage: lo
ality, easy to provedrawba
k: one-step dedu
ibility seems di�
ultTheoremID is P-
omplete for the inferen
e system (IDY, ACUNh) and (IDY, AGh).Stéphanie Delaune (FT R&D, LSV) Veri�
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Inse
urity problem - theory ACUNh
TheoremThe problem of the satis�ability of a well-formed 
onstraint system withpattern-mat
hing in (IDY,ACUNh) is de
idable.
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Inse
urity problem - theory ACUNh
TheoremThe problem of the satis�ability of a well-formed 
onstraint system withpattern-mat
hing in (IDY,ACUNh) is de
idable.Pro
edure1 from 
onstraints (T 
 u) to one-step 
onstraints (T 
1 u),

,→ generalisation of the lo
ality result2 from 
onstraints (T 
1 u) to ME-
onstraints (T 
ME u),
,→ uni�
ation modulo ACUNh is de
idable and �nitary3 abstra
t subterms by 
onstants,
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Inse
urity problem - theory ACUNh
TheoremThe problem of the satis�ability of a well-formed 
onstraint system withpattern-mat
hing in (IDY,ACUNh) is de
idable.Pro
edure1 from 
onstraints (T 
 u) to one-step 
onstraints (T 
1 u),

,→ generalisation of the lo
ality result2 from 
onstraints (T 
1 u) to ME-
onstraints (T 
ME u),
,→ uni�
ation modulo ACUNh is de
idable and �nitary3 abstra
t subterms by 
onstants,4 from ME-
onstraints (T 
ME u) to ground ME-
onstraints,
,→ solvability of parti
ular systems of quadrati
 equations5 
he
k satisfaisability of ground ME-
onstraints.
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Inse
urity problem - theory AGh
TheoremThe problem of the satis�ability of a well-formed 
onstraint system withpattern-mat
hing in (IDY,AGh) is unde
idable.
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Inse
urity problem - theory AGh
TheoremThe problem of the satis�ability of a well-formed 
onstraint system withpattern-mat
hing in (IDY,AGh) is unde
idable.
Remarkssolvability of well-formed ME-
onstraints system on the redu
edsignature is already unde
idable,redu
tion of Hilbert's 10th problem,the presen
e of pattern-mat
hing is 
ru
ial to obtain unde
idability.

Stéphanie Delaune (FT R&D, LSV) Veri�
ation of 
ryptographi
 proto
ols June 20, 2006 35 / 37



Con
lusionGeneri
 ResultsDe
ision pro
edures for publi
-
ollapsing theories
,→ allowing us to deal with variants of the Dolev-Yao modelThe �nite variant property
,→ allowing us to get rid of some algebrai
 propertiesParti
ular Equational Theories: ACUNh and AGhIntruder dedu
tion problem:ACh ACUNh AGhNP-
omplete PTIME-(
omplete)Inse
urity problem (bounded number of sessions):ACh ACUNh AGhUnde
idable De
idable Unde
idable
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Future Works
Complete the pi
tureOur problem is the satis�ability of a 
onstraint system C in (I, E)1 Redu
e the equational theory to a simpler one, i.e. ∅ or AC
→ Finite Variant Property2 Find su�
ient 
onditions on the inferen
e system Variant (I) to ensurede
idability of the problem in (Variant (I), AC)3 Implementation of the approa
h

,→ This will allows us to solve the 
ase study by a generi
 approa
h.
Other kinds of proto
ols and se
urity propertiesEle
troni
 voting proto
olsEquivalen
e based se
urity properties
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