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Abstract. We define a framework to reason about implementations of-equa
tional theories in the presence of an adaptive adversaryp&igécularly focus

on soundess of static equivalence. We illustrate our fraonewn several equa-
tional theories: symmetric encryption, XOR, modular exgatiation and also
joint theories of encryption and modular exponentiatidnisTast example relies
on a combination result for reusing proofs for the sepatateries. Finally, we
define a model for symbolic analysis of dynamic group key arge protocols,
and show its computational soundness.

1 Introduction

It is well-known that even simple security protocols areextely error-prone. This is
mainly due to the fact that they are executed in a hostilerenmente.g, the Internet.
The need for rigorous proofs was recognized very early ammddistinct, competing
approaches have been developed. The symbolic approaciemnan abstract model,
where messages and cryptographic primitives are modeledtéym algebra. The ad-
versary manipulates terms according to a pre-defined satasf, typically an inference
system. The computational approach considers a more etb&ilecution model. Pro-
tocol messages are modeled as bitstrings and cryptogrpphitives are polynomial-
time algorithms. The adversary is an arbitrary probaldlipplynomial-time Turing
machine. Security of a protocol is measured as the advessarycess probability.
Proofs in the symbolic model can be (partially) automatedlitlis not clear whether
this abstract model captures all possible attacks. Prodfeicomputational model pro-
vide stronger security guarantees but are generally hartedifficult to automate. A
recent trend tries to get the best of both worlds: an abstnade! with strong compu-
tational guarantees. In their seminal paper, Abadi and Rag44] have shown a first
suchsoundness resulbr symmetric encryption in the presence of a passive attack
Recently, Baudett al.[9] presented a general framework for reasoning about sound
implementations of equational theories. Instead of a fixad cryptographic primi-
tives, they allow a specification by the means of an equattbeary. The formal indis-
tinguishability relation they consider is static equivale, a well-established security
notion coming from cryptographic pi calculi [3] whose verdtion can often be auto-
mated [2, 10]. Studying soundness of equational theoriemis/ated by the numerous
recent works on extending the classical Dolev-Yao resuh wguations which are in-
tended to capture algebraic properties of cryptographiiifives (see [17] for a survey
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). Showing a soundness result for an equational theory prthes indeed “enough”
equations have been considered in the symbolic model.

In this paper we consider the question of soundness of sgtidvalence in the
presence of aadaptive adversaryrather than a purely passive one. This extends the
work by Baudett al.in a similar way as the work of Micciancio and Panjwani [25] ex
tended the work of Abadi and Rogaway [4]. An adaptive advgrisaallowed to choose
the messages whose implementation he will be given. Theelwdithe messages can
hence depend on previously observed distributions. Wetitite the usefullness of such
a model on dynamic group key exchange protocols.

More precisely the contributions of our paper are as follows define the notion
of adaptive soundness of static equivalence in a generakfsmrk. The definition is
parameterized by the equational theory and the concretbr@gmplementing the sym-
bolic model. Our notion is strictly stronger than the pune#ssive soundness from [9].
We also develop a combination based proof technique: ivallgs to reuse soundness
results of two disjoint abstract signatures and concludedoess of the joint signature.
While the conditions under which such a combination works @frcourse restrictive
they nevertheless match cases of practical interest. Véeagiaptive soundness results
for several theories: symmetric encryption provided thatdncryption scheme respects
a length-conceilingND-CPA security notion (this is similar to the main result in [25]),
exclusive or (XOR), modular exponentiation in an Abeliaaugy provided that thBe-
cisional Diffie-HellmanDDH) assumption is verified. Finally, we use our combinatio
technique to derive adaptive soundness for the joint thebgncryption and modular
exponentiation. We believe these are the first adaptivedsmss results for modular
exponentiation. Their importance is motivated by rea-fifotocols such as SSL/TLS
that rely on Diffie-Hellman key exchange and thus use modekponentiation.

To illustrate the usefulness of adaptive adversaries waelefisymbolic model for
dynamic group key exchange (DKE) protocols. A DKE protosahisuite of protocols
which allows three actions: exchange of an initial key beta group of users, joining
and leaving the group. A typical example of DKE is the AKE1tpaol [12]. In our
symbolic model we assume static corruption, as it was the ice25], and allow the
adversary to schedule these subprotocol and decide whéehk ustially exchange the
key, join, respectively leave the group. We use our adaitendness result to show
that this symbolic model is sound with respect to a corredjmgcomputational model.

Related work.As discussed above this paper generalizes both work by Batide[9]
and Micciancio and Panjwani [25]. Abadt al. [1] also use the framework of [9] to
show soundness of an equational theory useful for reasatogt offline guessing
attacks modeled in terms of static equivalence. In [8], Betrad. argue that the notion of
static equivalence is too coarse and not sound for manyestiag equational theories.
As an example they show that the DDH assumption is not sufit@eeimply soundness
of static equivalence. They introduce a general notiofioaial indistinguishability
relation. In this paper we prefer to stick to static equivalence whiak the advantage of
being a well-established, tool-supported equivalenctiogl. We address the problems
highlighted in [8] by proving soundness for a restrictedafewvell-formedframes (in
the same vein Abadi and Rogaway used restrictions to foreyddycles). Regarding
the theory of XOR, Backes and Pfitzmann [6] have shown an isgipitisy result in



the reactive simulatability framework with active attackeand a soundness result for
passive attackers. Note that we use the same model as [9¢atmittrourselves to the
XOR of pure random values and not arbitrary payloads. Whilg is a restriction, it
may nevertheless be useful for computing keys as the XOR®fawdom values when
combining XOR and encryption.

There have also been numerous works considering an actiersady using ap-
proaches. Without being exhaustive this work includestireasimulatability provid-
ing universally composable results in [7, 15], soundnessltg (but not universal com-
posability) for an automated tool are presented in [18]ptgraphically sound type
systems [24], @rotocol Composition Logiin [19] and an automatic tool that aims
at directly generating cryptographic proofs via sequemdegames in [11]. However
these works stick to classical cryptographic primitivesgitdl signatures, symmetric
and asymmetric encryption. We are not aware of any genesaltsfor equational the-
ories in the active case. Considering an active adversaschmically more involved
although incomparable to an adaptive adversary. The casbath active and adaptive
adversary is a challenging problem and a topic of activearese

Because of lack of space, proofs are omitted. They are élaiia [23].

2 Abstract and computational algebras

We introduce our model, which is the same up to some minorgdmas in [9].

2.1 Abstract algebras

Our abstract models—calleabstract algebras-consist of term algebras defined over
a many-sorted first-order signature and equipped with éqalttheories.

Specifically, asignature(S, F) is made of a set ddortsS = {s, s; ...} and a set of
symbolsF = {f, f1 ...} together with arities of the formr(f) = s1 x ... X s — s,
k > 0. Symbols that také& = 0 arguments are callecbnstantstheir arity is simply
written s. We fix a set olhames\ = {qa,b...} and a set ofariablesX = {z,y...}.
Names and variables are given with sorts and an infinite nuofbemes and variables
are available for each sort. The setefms of sorts is defined inductively by

variablez of sort s
namea of sort s

to= term of sorts
| x
| a
| f(t1,...,t) application of symbof € F

where for the last case, we further require tha of sorts; andar(f) = s1X...xs, —
s. We also allow subsorts: i; is a subsort 0§; we allow a term of sorgy whenever a
term of sorts; is expected. We writeort(t) for the sort of termt. We defineroot(t) to
befift= f(t1,...,t,) andt otherwisej.e.if ¢ is either a name or a variable. We write
var(t) andnames(t) for the set of variables and names occurring,irespectively. A
termt is groundor closedif var(¢) = .

Substitutions are writtea = {z; — t1,...,2, — t,} with domaindom(o) =
{z1,...,z,}. We only considewell-sorted cycle-freesubstitutions. Suchais closed



if all of the ¢, are closed. We letar(c) = |, var(¢;), names(o) = |J, names(¢;), and

extend the notationgar(.) andnames(.) to tuples and sets of terms and substitutions

in the obvious way. The application of a substitutiorio a termt is written o(¢) =

to and is defined in the usual way. As usual the set of positje$t) of a termt

is defined inductively agos(c) = pos(a) = pos(xz) = {e} wherear(c) = s and

pos(f(ti,....tn)) = {e} UlU i<, @ - pos(t;). If p is a position oft then expression

t|, denotes the subterm ofit the positiorp, i.e., t|. = t and f (t1, ..., tn)|ip = tilp-
Symbols inF are intended to model cryptographic primitives, whereasesin

N are used to model secretsg, keys. The abstract semantics of symbols is described

by an equational theor¥, i.e, an equivalence relation (also writtefy;) which is sta-

ble by application of contexts and substitutions of vagablFor instance, symmetric

encryption can be modeled by the classical thefiy = {dec(enc(z,y),y) = z}.

2.2 Deducibility and static equivalence

We use frames [3, 2] to represent sequences of messageseaibbgran attacker. For-
mally, aframeis an expressiop = va.{z; = t1,...,2, = t,} Wherea is a set of
bound (or restricted) nameand for each, ¢; is a closed term of the same sortasFor
simplicity, we only consider frames = va.{z; = t1,...,z, = t,} which restrict ev-
ery name in usé.e., @ = names(t1, . .., t, ). A namea may still be disclosed explicitly
by adding a mapping, = «a to the frame. Thus we assimilate such framet® their
underlying substitutions = {x; — t1,..., 2, + t,} also denotedz; — ¢; }1<i<n-

Definition 1 (Deducibility). A (closed) ternt is deduciblefrom a framep in an equa-
tional theoryE, writteny b t, iff there exists a term/ such thatvar(M) C dom(yp),
names(M) Nnames(p) = 0, and My =g t.

For simplicity we only consider deducibility problemst-5 ¢ such thathames(t) C
names(p). For instance, lep; = {x1 — enc(ky, k), z2 — enc(ky, k3), 3 — k3}:
under the the theory.,. namek, is deducible fromp; sincedec(xa, z3)01 =g, k4
but neither aré:; nor k5. As also argued in [2] deducibility is not always sufficieot t
account for the knowledge of an attacker. For instanceckdgartial information on
secrets. That is why another classical notion in formal im@stisstatic equivalence

Definition 2 (Static equivalence).Two framesp; and - are statically equivalenin a
theoryE, writteny, =g @9, iff dom(y1) = dom(y2), and for all terms\ and N such
thatvar(M, N) C dom(y1) andnames(M, N)Nnames(¢1,92) = 0, Mp1 =g Ny
is equivalent ta\l oo =g Nys.

For instance, let and1 be two constants (which are known by the attacker). Then
{z — enc(0,k)} =g, {z — enc(l,k)}. Howeverp = {z — enc(0, k), y — k} and

¢ ={x — enc(l,k), y — k} are not statically equivalent fdfe,.: let M = dec(z,y)
andN = 0. M andN use only variables defined lpyand,’ and do not use any names.
MoreoverM ¢ =g No but My #5. No. The testM =N distinguishesy from ¢'.

enc enc



2.3 Concrete semantics

We now give terms and frames a concrete semantics, parareetéry an implemen-
tation of the primitives. Provided a set of sofsand a set of symbolg as above, a
(S, F)-computational algebrad consists of

— a non-empty set of bit-strings] 4 C {0, 1}* for each sort € S; moreover, ifsy
is a subsort of; we require thafsa] 4 C [s1]4;

— a computable functiofif]4 : [s1]a % ... x [sk]a — [s]a for eachf € F with
ar(f) =81 X ... X 8 — ;

— an effective procedure to draw random elements ffsjn, denotedr L [s]a-

Assume a fixed§, F)-computational algebrad. We associate to each frame=

{z1 — t1,...,2, — t,} adistributiom) = [¢] 4, of which the drawings/A; il 1 are
computed as follows:

1. for each name of sorts appearing irty, ..., t,, draw a value s [s] 4;
2. for eachr; (1 < i < n) of sorts;, computetAi € [s:] a recursively on the structure

of terms: (14, ... t4,) = [/1a(t}.....T}):
3. return the value = {z — 11, ..., 2, — t, }.

Such valuesp = {z1 = ey1,...,z, = e,} With e; € [s;]4 are calledconcrete
frames We extend the notatioh] 4 to (tuples of) closed terms in the obvious way. We
also generalize the notation to terms with variables, byifgag the concrete values
for all of them:[.] 4 (21 —e1 ...z —en -

In the rest of the paper we focus on asymptotic notions oftogaphic security and
consider families of computational algehd,,) indexed by a complexity parameter
n > 0. (This parameter; might be thought of as the size of keys and other secret
values.) Theconcrete semantiasf a frameyp is a family of distributions over concrete
frames([] 4, ). We only consider families of computational algebfas,) such that
each required operation on algebras is feasible by a (unjforobabilistic) polynomial-
time algorithm in the complexity parameterThis ensures that the concrete semantics
of terms and frames is efficiently computable (in the samsegen

Families of distributionsgnsemblésover concrete frames benefit from the usual
notion of cryptographic indistinguishability. Intuitilye two families of distributions
() and(y;,) areindistinguishablewritten (1)) =~ (v, ), if and only if no probabilistic
polynomial-time adversaryl can guess whether he is given a sample frgyor 1/1;7
with a probability significantly greater tha}l Formally, we ask thadvantageof A,

AN (g, 00 = [P gy - A@W) = 1] — PO <l - A(Y) = 1]

to be anegligiblefunction ofn, that is, to remain eventually smaller than any* (n >
0) for sufficiently largen. By convention, the adversaries are given access implitit|
as many fresh random coins as needed, as well as the complaxéimeter,.



3 Adaptive soundness

In this section, we recall the original notion of soundnessstatic equivalence which
considers a passive adversary [9] and then extend it to gtieeladversary. We show
relations between the classical soundness and our newiaaptindness and also
provide a combination result which allows us, under somethgses, to prove adaptive
soundness of computational algebfas,) from adaptive soundness of parts(ef,)).

3.1 Soundness definitions

Definition 3 (=g-soundness)Let £ be an equational theory. A family of computa-
tional algebras(A,) is ~g-soundiff for every framesp;, ¢, with the same domain,

©1 ~p o implies that([¢1] 4,) ~ ([¢2]a,),

Similarly, Baudetet al. [9] define soundness fetg andt-. We here concentrate on
soundness of static equivalence. As shown in [9], for maaypriles soundness of static
equivalence implies all of the other notions. Baugkedl. also introduce a strong notion
of soundness that holds without restriction on the compriat power of adversaries.

Definition 4 (Unconditional = g-soundness)Let £ be an equational theory. A fam-
ily of computational algebragA,) is unconditionally~z-soundiff for every frames
©1, p2 With the same domaing, ~g ¢, implies([¢1]4,) = ([¢2]a,)-

Unconditional soundness stipulates that for any pairs afvatent frames, the related
distributions are equal. Hence even an adversary whichtipalgnomially bounded
cannot distinguish these two distributions.

3.2 Adaptive security

We extend soundness of static equivalence to the adaptiegsttom [25] where the
adversary observes the computational value of a sequerstapfively chosen terms.
The adaptive setting is formalized through the followingptographic game. Let
(A,) be a family of computational algebras addbe an adversaryd has access to a
left-right evaluation oracl€;, z which given a pair of symbolic term3,, ¢1) outputs
either the implementation @f or of¢;. This oracle depends on a selectiortand uses
a local store to record values generated for the differemtasa(these values are used
when processing further queries). With a slight abuse aftiat, we omit this store and
write: O%RJ,U (to,t1) = [ts]a,. AdversaryA plays an indistinguishability game with
the objective of finding the value of Formally the advantage of is defined by:

AdVAPRT () = ‘]P’ [ACErs = 1] — P [ A% A0 1”
Without further restrictions on the queries of the advershaving a non-negligible

advantage is easy in most cases. For example the adversadystdbmit a pair0, 1)
to his oracle. We therefore require the adversary ttegal.



Definition 5 (Adaptive soundness)An adversaryA is legal if for any sequence of
queries(ty, ti)1<;<n, made byA to its left-right oracle, queries are statically equiv-
alent: {z1 — ty,...,xn =t} ~p {z1—t],...,z, — t7}. A family of computa-

tional algebras(A,) is

- ~p-ad-soundff Adv)’;" () is negligible for any probabilistic polynomial-time

legal adversaryA.
— unconditionally~ g-ad-soundff Advi°yT (1) is 0 for any legal adversary.

Adaptive soundness implies the original soundness notiogstétic equivalence.

Proposition 1. Let(A,) be a family of computational algebras.Af, is ~g-ad-sound
then 4, is also~g-sound but the converse is false in general.

Interestingly, for unconditional soundness, the adagtihenon-adaptive case coincide.

Proposition 2. Let (A,) be a family of computational algebrad,, is unconditionally
~p-ad-sound iff4,, is unconditionally=g-sound.

3.3 Combination result

Our objective here is to provide a combination result of terf let X; and X5 be
two signatures that do not share any symbom}]fis ~p, -ad-sound and4% iS ~p,-
ad-sound, then the combination 4f and A? denotedA; x A? is ~p, ur,-ad-sound.
However this is false in general. Therefore, we providerig&ins under which com-
bination is possible: we consider disjoint signatures dtagdayered signatures.

Definition 6 (Disjoint signatures). Let Xy = (S1,F1) and Xy = (S2, F2) be two
signatures. We say that; and Xy are disjoint iff /1 N F, = ) andS; N Sy = ().

We denote by, U Xy = (81 U Ss, Fi U Fy) the union of the signatur®; with Xs.

Definition 7 (Signature combination, layered signatures)Let X, = (81, ;) and
Yy = (Sq, F2) be two disjoint signatures. A subsort relatiSns a signature combi-
nationfor ¥y and X if S C Sy x &;. ThenX = Xy U Xy is a (X, Xs)s-layered
signature.

Intuitively, if a signature is layered then a constructotfgfnever occurs under a con-
structor of 7/, andS defines which sorts aof’; can be used as subsort Bf. Given a
(X1, Xa)s-layered signaturé’ and a ternt over X we define the set of; positions of
t, poss, (t) = {p | p € pos(t), sort(t|,) € S1} and the set of, minimal positions of
t, posy;, (t) = {p | p € pos(t), sort(t|,) € So,p=1p'-i = sort(t|y) & Sa2}.

As an example consider a theory with symmetric encryptiahapseudo-random
generator. Signatur&’; contains a sorData and two symbolsnc anddec, both of
arity Data x Data — Data. SignatureX; contains one soiiRand and a symboprg
(a pseudo-random generator) of aflyynd — Rand. The signature combinatiosi
contains a single elemefiRand, Data): elements of sofRand can be used as keys or



as plaintext.X; and X are disjoint, and>' = X} U X is (X, X5)s-layered. Given
the term¢ = enc(enc(prg(r), k), prg(prg(r’))) wherek € Data andr,r’ € Rand, ¢
is indeed a valid term of'. However, the termt’ = prg(enc(r, k)) is not a term ofZ
as itis not well sorted. We have thais s, () = {¢, 1,12} andpos?;, = {11,2}.

Definition 8 (Hybrid functions). Let X, X5 be two disjoint signatures arfsla signa-
ture combination such thal’ = ¥, U X is (X4, Xy)s-layered. LetE,, E» be equa-
tional theories over; and X, respectively. AE,, Es)-hybrid functionfor a setF" of
pairs of frames is a functioa from lists of terms oveE' to terms over’ such that:

— for any frameg occurring in F', ¢ ~pg, o(¢) where we naturally extended

over frames by ({z1 — t1,...,2, — t,}) = {21 — o([t1]),..., 2y +—
— forany(p,¢’) € F,if p =g,uE, ¢ thenletp = {z1 — t1,...,z, — t,} and
¢ ={x1— uy,...,z, — u,}. We have that for all in [1, n],

e posx, (o([t1...t])) =poss, (o([u1...u;])) = Pandforanyp € P
root(o([t1...ti])|p) = root(o([us ... u)|p)

e posy, (o([ty...t;])) = posk, (o([u1 ... u])) = Q and we have that

{zg = o(tr-- tiDlgteeq =E. {zq = o([ur ... wil)|g}eco
Moreovero has to be computable in polynomial time (in its input).

Adaptive soundness may not hold on all frames, but only onbaetuof well-formed
frames,e.g, when considering encryption one typically discards alirfes that contain
key cycles. Therefore we say that an abstract algdhrs ~ ¢-ad-sound for a sef’ of

pair of framesf the advantage\dv/’} " () of any polynomial-time legal adversas;

whose sequence of querig§, t¢ ), verifies that the paif{x; — t}}i, {z; — t'};)isin
F, is negligible. We typically show soundness for the set bpairs of “well-formed”
frames (the notion of well-formed frames depends on théquéatr equational theory).

Proposition 3 (Combination). Let X, and X5 be two disjoint signatures anfl be a
signature combination foE; and X5. Let E; and E5 be equational theories over,
and X, respectively. We consider a family of computational algebﬂl},) for Xy and
another family( A7) for ¥, respecting, i.e. (sz, s1) € Simplies thafss] 42 C [s1]as.
Let F' be a set of pair of frames over; U X5 ando be a(E;, E»)-hybrid function
for F. If A} x A is ~p,-ad-sound forG = {(¢,0(y)) | ¢ occursinF} and A? is
~p,-ad-sound for frames of,, thenA} x A? is ~p,,-ad-sound forF".

The idea of the proof is that if an adversafyagainstt; U Es-ad-soundness queries
his oracle with a pair of frameép, ¢’) in F' then it is possible to build an adver-
sary B; againstE;-ad-soundness who submitg, o(y)) to his oracle, an adversary
By againstF»-ad-soundness who submiis(y), o(¢’)) and an adversargs; against
E;-ad-soundness who submits(¢’), ¢’) such that the advantages 4f 3;, B> and
B3 are related. This combination result will be useful in Satt# when combining
encryption with modular exponentiation.



4 Adaptively sound theories

We now present adaptive soundness results for severalieogilaheories.We consider
probabilistic symmetric encryption and try to be as closgassible to the models
from [4] and from [25]. We assume that the implementatiohefdymmetric encryption
scheme is semantically secure [22] and use a relevant faheaty.

Symbolic model.Our symbolic model consists of the set of safts= {Data}, an
infinite number of names for saftata called keys and the function symbols:

enc, dec : Data x Data — Data samekey : Data x Data — Data
pair : Data x Data — Data tenc, tpair : Data — Data
m, T : Data — Data 0,1 : Data

We consider the equational theal,, generated by:

dec(enc(z,y),y) = = m(pair(z,y)) = =
T (pair(z,y)) =y samekey (enc(z, y), enc(z,y)) =1
tenc(enc(z,y)) =1 tpair(pair(z,y)) = 1

Intuitively, the function symbolsenc, tpair are type testers. The meaning of the re-
maining symbols should be clear. As usemat(t, k) is also written{t};, andpair(t,t’)

is also written(¢,t'). A namek is used at a key position in a teririf there exists a
sub-termenc(t’, k) of ¢. Elsek is used at a plaintext position.

Well-formed frames and adversarie$he importance of key cycles was already de-
scribed in [4]. In generalND-CPA is not sufficient to prove any soundness result in
the presence of key cycles. Thus, as in numerous previous werforbid the formal
terms to contain such cycles. Letbe a total order among keys.flamey is acyclic

for < if for any subterm{t},, of ¢, if ¥’ occurs int thenk’ < k. (Another possibility to
handle key cycles is to consider stronger computationalireopents like Key Depen-
dent Message — KDM — security as done in [5].) Moreover aschintg25], selective
decommitment [21] can be a problem. The classical solutiathis problem is to re-
quire keys to be semteforebeing used to encrypt a message or they must never appear
as a plaintext. Aramey = {z1 — t1,...,z, — t,} is well-formed for< if

— @ is acyclic for=<;

— the termgt; only use symbolsnc, pair, 0 and1, and only names are used at key
positions;

— if k is used as plaintext it}, thenk cannot be used at a key positior¢jrfor j < 1.

An adversary is well-formed fox if the sequence of querig}, t!):<;<, that he
makes to his oracle yields two well-formed framgs, — ¢},..., 2, — t2} and
{21+ th, ... o, — t7} for <.



Concrete model. A symmetric encryption schemg&¢ is defined by three algorithms
KG, € andD. The key generation algorithm takes as input the securitgrpatem and
outputs a keyt. The encryption algorithrfl is randomized. It takes as input a bit-string
s, a keyk and returns the encryption efusingk. The decryption algorithi® takes
as input a bit-string: (a ciphertext), a key and outputs the corresponding plaintext.
Givenk «— KG(n), for any bit-strings, if ¢ — £(k, s) thenD(c) = s.

The family of computational algebrasl, ) giving the concrete semantics depends
on a symmetric encryption scher§€ = (KG, £, D). The concrete domaifData] 4,
contains all the possible bit-strings and is equipped viighdistribution induced b G.
Interpretation for constantsand1 are respectively bit-string®’ and1”. Theenc and
dec function are respectively interpreted using algorithmndD. We assume the exis-
tence in the concrete model of a concatenation operatioohwkiused to interpret the
pair symbol. The corresponding left and right projections immatr; andmr,.. Finally,
as we are only interested in well-formed frames, we do notigeoany computational
interpretation fottenc, tpair andsamekey.

Semantic securityin this paper we use schemes that satisfy length-concesdimgntic
security. The definition that we recall below uses a lefhtigncryption oracld. R% .
This oracle first generates a kéyusing KG. Then it answers queries of the form
(bsg, bs1), wherebsy andbs; are bit-strings. The oracle returns ciphert€xbs;, k).
The goal of the adversaty is to guess the value of bit His advantage is defined as:

AdVEE 4(n) = ‘IP’ [ALR}SS = 1} _P |:ALR%5 = 1”

Encryption schem&¢ is IND-CPA secure if the advantage of any adversdrig negli-
gible inn. The difference with standard semantic security is thateqeliire the scheme
to hide the length of the plaintext (and therefore we do nsiriet bsy andbs; to have
equal length). By abuse of notation we call the resultingesudh alsdND-CPA secure.

Proposition 4. Let < be a total order among keys. In the remainder of this propmsit
we only consider well-formed adversaries forLet(A,,) be a family of computational
algebras based on a symmetric encryption schéifie(4,)) is ~g,, -ad-sound ifSE
is IND-CPA but the converse is false.

4.1 Exclusive OR

We study the adaptive soundness problem for the usual tlesmymplementation of
the Exclusive Or (XOR) in the same model as given in [9]. Thealsglic model X
consists of a single sofdatag, an infinite number of names, the infix symbel :
Datag x Datag — Datag and two constant8g, 14 : Datag. Terms are equipped
with the equational theor¥s, generated by:

(z@Yy) Dz=2d(y®z2) z0dy=ydz zdx=0p z00g==
As an implementation, we define the computational algeHraghe concrete domain

[Datag]a, is {0,1}" equipped with the uniform distributiors; is interpreted by the

10



usual XOR function ovef0, 1}7, [0g] 4, = 07, [1g] 4, = 17. This implementation of
XOR enjoys unconditional adaptive soundness with respeet, .

Proposition 5. The usual implementation fdr, is unconditionally~x,, -ad-sound.

The result follows directly from unconditionalls s, -soundness shown in [9] and
Proposition 2.

4.2 Modular exponentiation

As a third application, we study soundness of modular expidetgon. The underlying
cryptographic assumption is hardness of Becisional Diffie-Hellman(DDH) prob-
lem: giveng® andgY, it is difficult for any feasible computation to distinguibbtween
g*¥ andg”, whenzx, y andr are selected at random. The original Diffie-Hellman pro-
tocol [20] has been used as a building block for several kegeagent protocols that
are widely used in practice (e.g. SSL/TLS and Kerberos V5ye&as for group key
exchange protocols such as AKEL1 [12] or the Burmester-Ddtspretocol [14].

Symbolic modelThe symbolic model consists of softs(group elements) ang (ring
elements), an infinite number of names fofbut no name for soi&r) and the symbols:

exp: R— G exponentiation +,-: Rx R — R add, mult
x:GxGE—G multinG —:R—R inverse
Ogr,1p: R constants

We consider the equational thedby generated by:

Tty=y+a Toy=y-x (T+y)+z=x+(y+2)
z-(ytz)=z-yt+ar-z (x-y z=z (y 2) z+(-x) =0r
Ort+tx=zx lgrz==x exp(z) * exp(y) = exp(z + y)

There exists a direct correspondence between terms aRsortl the set of polynomials
Z|Ng] where Ny is the set of names of soR. An integer: simply corresponds to
lg+...+1gifi>0,t0—(1g+ ...+ 1g)if i < 0and to0p if « = 0. We also write

1 times 1 times
z"forx ... - x.

n times

We put two restrictions on formal terms: products have tpbwer-freei.e., z"
is forbidden forn > 1, and products must not contain more tliaglements for some
fixed boundl, i.e.z; - ... - x,, is forbidden forn > [. Both restrictions come from the
DDH assumption and seem difficult to avoid [13]. Furthermore veeamly interested
in frames using terms of soft. Any frame containing only terms of so@ can be
rewritten as{z — exp(p1), ..., », — exp(p,)} by orienting the last equation form left
to right. For such frames there is an immediate charact@izaf static equivalence.
Two frames are statically equivalent if they satisfy the edimear equations.

Proposmon 6. We have that{l.l = eXp(pl)v“wxn = exp(Pn)} ~ Epy {1'1 —
exp(q1),...,xn — exp(gy)} iff for any sequence of integer, ay,...a, we have
ao + Z?:1 a;p; =0& ag + Z?:l a;qi =0

This characterization can be used to decide static equivalefficiently.
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Concrete model An Instance GeneratdiGG is a polynomial-time (im) algorithm that
outputs a cyclic groufis (defined by a generatgt, an orderg and a polynomial-time
multiplication algorithm) of prime ordey. The family of computational algebrésl,,)
depends on an instance generdi@rwhich generates a cyclic group of generatory
and of ordey;: the concrete domaifiz] 4, is Z, with the uniform distribution. Symbols
+ and - are the classical addition and multiplication ov&j, exp is interpreted as
modular exponentiation gf. Constant$)z and1y are interpreted by integefsand 1
of Z4. The domair|G] 4, contains all bit-string representations of element& of

A family of computational algebras satisfies bBH assumption if its instance gen-
erator satisfies the assumption: for every probabilistignmumial-time adversary, his
advantageAdvio 4 (n) = [P [(g,9) < IG(n) : a,b—Zq : A(g%, ¢, g%%) = 1] —
P[(g,q) — IG(n) : a,bc—Zy : A(g*, g",¢°) = 1]| is negligible inn. In the re-
mainder, we generally suppose that for artyere is a unique group given bdy=. We
show that thédDH assumption is necessary and sufficient to prove adaptiveds@ss.

Proposition 7. A family of computational algebragA,)) is ~ g, -sound iff (A,) is
~ gy, -ad-sound iff(4,)) satisfies thé&DH assumption.

The proof of this result uses an adaptive varianD&fH called 3DH: it generalizes
several previously used variants DDH. The main difficulty in this proof consists in
relatingDDH and3DH. Note that while adaptive soundness and (classical) s@aasdn
are not equivalent for symmetric encryption, they coinéidthis case.

4.3 Combining encryption with exponentiation

We illustrate our combination result (Proposition 3) byaddishing a joint soundness
result for symmetric encryption and modular exponentiatio

Symbolic modelWe consider an equational theaFycontaining bothEpy and Egym.
Let X; be the signature for symmetric encryption atiglbe the signature for modular
exponentiation, then signatusé = X, U X is (X, Xy)s-layered wheres contains
only one elementG, Data).

Well-formed framesLet < be a total order between keys and exponentiations. A frame
v (on X)) is well-formed for< if:

—  does not contain anyec, tenc, tpair, 7, 7, Of * Symbol, only names and expo-
nentiations are used at key position.

— For any subtermexp(p) of ¢ used at a key position is linearly independent of
other polynomialg’ such thaexp(p’) is a subterm of.

— For any subternft} of ¢, if ¢/ is a subterm of which is a name of soiata or
an exponentiation thetf < ¢'.

Concrete model.The concrete model is given by the models for symmetric gncry
tion and modular exponentiation. We need to reflect thategptiations can be used as
symmetric keys. The family of computational algebfds) giving the concrete seman-
tics is parameterized by a symmetric encryption sch&&@and an instance generator
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IG. We require that the key generation algorithm&# randomly samples an ele-
ment of IG(n). Giving anIND-CPA encryption schem&¢’, it is possible to build an-
otherIND-CPA schemeSE& which indeed uses such a key generation algorithm. This is
achieved by using key extractomlgorithmKex [16]. This algorithm (usually a univer-
sal hash function used with the entropy smoothing theoreamsforms group elements
into valid keys forS&’. The new encryption and decryption algorithmsSef apply the
Kex algorithm to the group element which is used as key. Thisyores a symmetric
key which can be used with the encryption and decryptionritgos of SE’.

The family of computational algebrgd,,) implementing encryption with exponen-
tiation is saidEE-securdf the encryption schemé&¢ is secure againgND-CPA and
uses a key generation algorithm as described abové @rshtisfies thd&DH assump-
tion. Soundness is proven by applying Proposition 3.

Proposition 8. Let < be a total order between keys and exponentiations. An E&sec
family of computational algebrasA,)) is ~g-ad-sound for well-formed frames fex.

A similar result is given for symmetric encryption and XORir full version [23].

5 Analysis of dynamic group key exchange

Micciancio and Panjwani exemplified their adaptive sousgnmesult from [25] on mul-
ticast protocols. We propose another applicatolymamic group key exchange protocols
(DKE) such as the AKEL1 protocol [12]. To keep the symbolicusi#g notion as sim-
ple as possible we define security for protocols using onlgutar exponentiation: we
consider a subtheory of Epy (Section 4.2) without-, —, 1z and0z symbols and the
related equations. However our definitions and soundnsefisean be adapted to other
equational theories (e.g. symmetric encryption joint waithdular exponentiation).

5.1 Dynamic group protocols

We take a simple model for DKE in the adaptive setting. A DKBtpcol is described
by four operations which specify the protocol. We suppose this specification is
given by four polynomial-time algorithmisS, 7, £, K):

— Sinitializes a new group. The algorithm takes as an inputt@fissers and outputs
the internal state, of the protocol as well as a list of formal terms which model
the messages that have been exchanged during the setup phase

— J and/ take as input the state of the protoeand a list of userg/; to U,, (to be
respectively added to or suppressed from the group) andittip updated state of
the protocols’ as well as a list of formal terms representing message egelsan

— K takes as input the state of the grouand outputs a formal term representing the
shared key of the group.

The internal state of the protocol can be thought of as trexniat state of the four
algorithms that describe the protocol. '

We partition the set of names of sdttaccording to the users, j € N, are the
nonces generated by ugéy. We require that the formal term output iy only uses
nonces for users that are currently in the group.
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5.2 Security in the symbolic model

In our symbolic setting, the security property is expresserbachability in a transition
system. We represent the states of this transition systentrgde (L, C, T') where

— Lis the list of users that are currently in the group;
— C'is the set of corrupted users;
— T is the list of formal terms sent during the protocol exeautio

We suppose that the internal state of the protocol can beveeed from the state
(L, C,T) and tend to assimilate these two notions of state. We nowitlegbe possible
transitions. For convenience, we use set notations forpoating lists.

<)

0,C,0) — (0,C U{U},0): corruption of usef/.
s(U)

1.(0,C.0)

2. (0,C,0) — (U,C,T): setup of the group given by the list of usérs i.e.,

(U,C,T) is computed byS((0, C,0),U).

3. (L,C,T) iGN (LUU,C, TYUT": join of users in the lisk, i.e, (LUU,C, TUT")
is computed by7 ((L, C, T),U).

4. (L,C,T) LN (L\U,C, T UT): exclusion of the users in the li&t, i.e., (L \

U,C, TUT’")is computed byC((L,C,T),U).

To simplify things up, we consider a static corruption medel, corruption transitions
only occur at the beginning of the protocol. Then a setugsitiem is taken followed by
leave and join transitions. A DKE protocol is secure if itiggossible for an adversary
to get any bit of information on the group key when no corrdptsers are in the group.

Definition 9. We define a DKE protocol to bgymbolically securéf for any state
(L,C, T = {t, ..., t, }) reachable from, #, ) and such thaC' N L = () we have

{1 =ty — b,y — K{(L,C,T))} =g {z1 — t|,...;zn — t,,y — exp(r)}

wherer is a fresh nonceN = {n! | U; € C} andt, is ast; but nonces fromV
have been removed, i.etif= exp(m; - ... - my) thent’ = exp(m] -...-mj,) where
{mi,...,mp}t ={mq,...,me} \ N.

5.3 Security in the concrete model

We use a simplified version of the security model from [12insmracles in [12] are not
useful anymore in the adaptive setting. L&t 7, £, K) be a DKE and 4,,) a family
of computational algebras. Adversa#dyinteracts with the group via the following five
oracles which store the current statef the group and use a challenge hit

— Setup(Uy, ..., U,): initializes the group using (U, ..., U,,) which produces the
new states and a list of formal terms; to ¢,,,. A is given[t;] 4, for anyiin [1,m].

— Join(Uy, ..., Uy,): usersU; to U, join the group.7 (s, Uy, ..., U,,) is executed and
outputs state and a list of terms; tot,,. A is given[t;] 4, for anyi in [1,m].
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— Leave(Uy, ..., U,): userdJ; to U, leave the groupl(s, Uy, ..., U,) is executed and
outputs state and a list of terms,; tot,,,. A is given[t;] 4, for anyiin [1,m].

— Corrupt(U): A corrupts usel/; all nonces generated iy are given toA. As A
works in polynomial time, a polynomial number of values iffisient.

— Test: A either receives the key of the group (output/bgs)) if b = 1 or a random
key if b = 0. This oracle can only be queried once.

As we consider a static corruption model, queries toGtxeupt oracle have to be done
before all further queries. Then tl¥etup oracle is called and after that the adversary
interleaves queries to thlin andLeave oracles. The adversary makes a final call to
the Test oracle. Let®, denote the oracles with challenge bitThe advantage of an
adversaryA is given by:Advfﬁ;i’ﬁ’K) (n) =P [A° =1] —P[A% =1]. ADKE is
secure in the concrete modéthe advantage of any adversary is negligibleyin

5.4 Soundness result

Our symbolic model for DKE is computationally sound: if a DKEgorithm is secure
in the symbolic model, then it is secure in the computatiomadiel, provided that static
equivalence is adaptively sound (remember that we coneitlgmmodular exponentia-
tion hence static equivalence is adaptively sound ubx).

Proposition 9. Let(A,) be a family of computational algebras aftl= (S, 7, L, K)
be a DKE. If(4,)) is ~g-ad-sound and7 is secure in the symbolic model, théhis
secure in the concrete model.

References

1. M. Abadi, M. Baudet, and B. Warinschi. Guessing attacksthe computational soundness
of static equivalence. IRroc. 9th International Conference on Foundations of Safev
Science and Computation Structures (FoSSaCSu@dyme 3921 o£ NCS pages 398-412.
Springer, 2006.

2. M. Abadi and V. Cortier. Deciding knowledge in securityfarcols under equational the-
ories. InProc. 31st International Colloquium on Automata, Langusged Programming
(ICALP’04), volume 3142 of NCS pages 46-58, 2004.

3. M. Abadi and C. Fournet. Mobile values, new names, andreeammmunications. IRroc.
28th Annual ACM Symposium on Principles of Programming uaggs (POPL'01)pages
104-115. ACM Press, 2001.

4. M. Abadi and P. Rogaway. Reconciling two views of cryptggty (the computational
soundness of formal encryption). IRIP International Conference on Theoretical Com-
puter Science (IFIP TCS’00yolume 1872 o£.NCS Springer, 2000.

5. P. Adho, G. Bana, J. Herzog, and A. Scedrov. Soundness of forma}@ion in the pres-
ence of key-cycles. IfProc. 10th European Symposium on Research in Computeri§ecur
(ESORICS’05)volume 3679 oL NCS pages 374-396. Springer, 2005.

6. M. Backes and B. Pfitzmann. Limits of the cryptographidizasion of Dolev-Yao-style
XOR. InProc. 10th European Symposium on Research in Computeri§g@8ORICS’'05)
volume 3679 oLNCS pages 336-354, 2005.

15



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

. M. Backes, B. Pfitzmann, and M. Waidner. A composable ogfatphic library with nested

operations. InProc. 10th ACM Conference on Computer and Communicationaribe
(CCs’03) pages 220-230, 2003.

. G. Bana, P. Mohassel, and T. Stegers. The computationaldsess of formal indistin-

guishability and static equivalence. Rroc. 11th Asian Computing Science Conference
(ASIAN’06) LNCS. Springer, 2006. To appear.

. M. Baudet, V. Cortier, and S. Kremer. Computationallyramimplementations of equational

theories against passive adversariesPioc. 32nd International Colloquium on Automata,
Languages and Programming (ICALP’Q%plume 3580 of NCS pages 652—-663. Springer,
2005.

B. Blanchet. Automatic proof of strong secrecy for s@giprotocols. InProc. 25th IEEE
Symposium on Security and Privacy (SSP,'@é&ges 86—100, 2004.

B. Blanchet. A computationally sound mechanized préwesecurity protocols. IrfProc.
27th IEEE Symposium on Security and Privacy (SSRi&yes 140-154, 2006.

E. Bresson, O. Chevassut, and D. Pointcheval. Provatieaticated group Diffie-Hellman
key exchange — the dynamic case. Advances in Cryptology - ASIACRYPT ,0blume
2248 of LNCS pages 290-309. Springer, 2001.

E. Bresson, Y. Lakhnech, L. Magarand B. Warinschi. A generalization of DDH with
applications to protocol analysis and computational saesd. Submitted, an online version
is available aht t p: / / ww. | sv. ens- cachan. f r/ ~mazar e/ BLMW pdf , 2007.

M. Burmester and Y. Desmedt. A secure and efficient cenfas key distribution system
(extended abstract). lAdvances in Cryptology - EUROCRYPT,¥blume 950 ofLNCS
pages 275-286. Springer, 1994.

R. Canetti and J. Herzog. Universally composable syimbaolalysis of mutual authentica-
tion and key-exchange protocols (extended abstractPrdie. 3rd Theory of Cryptography
Conference (TCC’'06)olume 3876 oL NCS pages 380-403. Springer, 2006.

O. Chevassut, P.-A. Fouque, P. Gaudry, and D. Pointthi€gg derivation and randomness
extraction. Technical Report 2005/061, Cryptology ePAirghive, 2005.

V. Cortier, S. Delaune, and P. Lafourcade. A Survey ofeAlgic Properties Used in Cryp-
tographic ProtocolsJournal of Computer Securitffo appear, 2005.

V. Cortier and B. Warinschi. Computationally soundoauated proofs for security proto-
cols. InEuropean Symposium on Programming (ESOR’'@6)ume 3444 olLNCS pages
157-171, Edinburgh, UK, 2005. Springer.

A. Datta, A. Derek, J. C. Mitchell, V. Shmatikov, and M.rliani. Probabilistic Polynomial-
time Semantics for a Protocol Security Logic. Pnoc. 32nd International Colloquium on
Automata, Languages and Programming (ICALP’0&)lume 3580 of.NCS pages 16-29.
Springer, 2005.

W. Diffie and M. Hellman. New directions in cryptographiEE Transactions on Informa-
tion Theory IT-22(6):644—654, 1976.

C. Dwork, M. Naor, O. Reingold, and L. J. Stockmeyer. Mafyinctions. J. ACM
50(6):852-921, 2003.

S. Goldwasser and S. Micali. Probabilistic encryptiohd to play mental poker keeping
secret all partial information. IRroc. 14th Annual ACM Symposium on Theory of Computing
(STOC'82) ACM Press, 1982.

S. Kremer and L. Mazar Adaptive soundness of static equivalence. ResearchrRepd-
07-09, Laboratoire Sxification et \erification, ENS Cachan, France, Feb. 2007. 27 pages.
P. Laud. A composable cryptographic library with nesipdrations. IrProc. 12th ACM
Conference on Computer and Communications Security (&}),3@ges 26-35, 2005.

D. Micciancio and S. Panjwani. Adaptive security of sydidencryption. InProc. 2nd The-
ory of Cryptography Conference (TCC'Q¥plume 3378 o£ NCS pages 169-187. Springer,
2005.

16



