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Abstract. Clever algorithm design is sometimes superseded by simple encod-
ings into logic. We apply this motto to a few case studies in the formal verifica-
tion of security properties. In particular, we examine confidentiality objectives in
hardware circuit descriptions written in VHDL.

1 Introduction

As a computer scientist, I tend to be fond of clever, efficientalgorithmic solutions to
any particular problem I may have. Probably like many computer scientists, I have long
thought that the key to success wasclever algorithm design, together with well-crafted
data structures, clever implementation techniques and some hack power. I certainly did
not believe seriously that elegant semantic foundations, nice encodings into logic, or
similar mathematically enjoyable concerns could actuallyhelp in practice, although I
took some delight in these as well. Over the years, I came to realize I was wrong1, and I
will illustrate this on a few examples. In all these examples, my concern will be to find
algorithms to verify security properties of protocols, andlogic will be instrumental in
finding elegant and efficient solutions.

Now, in this paper, by logic I will mean fragments of first-order logic expressible as
finite sets of Horn clauses. I will also concentrate on security properties, and in fact on
abstract interpretation frameworks for security properties. One sometimes loses preci-
sion in abstract interpretation, and I will take this for granted: I won’t use logic to solve

★ Partially funded by RNTL project Prouvé.
1 An anecdote to explain the title. In 1996, I realized that binary decision diagrams (BDDs), an

extremely efficient way of handling Boolean functions [4], could be used to provide a basis for
tableaux-style proof search innon-classical(modal, intuitionistic) logics, only orders of mag-
nitude faster than previous implementations [13]. I needed to compare myalgorithm to other
implementations. Since there were not too many non-classical provers available at that time, I
compared my clever implementation, specialized to the case of the run-of-the-mill systemLJ
for intuitionistic propositional logic, to a quick, naive implementation of proof-search in Roy
Dyckhoff’s contraction-free sequent calculusLJT for intuitionistic logic [10]. NowLJT is
only meant to avoid a rather painful check for loops during proof search that is inherent toLJ ,
but is otherwise not intended to be a basis for efficient implementations. Despite this, my naive
implementation ofLJT beat my sophisticated, state-of-the-art BDD-based implementation of
LJ flat-handed. This has taught me a lesson, which I have been meditating over ever since.
When I told this to Roy Dyckhoff at the Tableaux conference in 1996, his reaction was simply
“Logic wins!”, in a deep voice, and with clear pleasure in his eyes.



security problems exactly but to obtain reasonably precise, terminating algorithms. One
may say that my motto is the infamous 80-20 rule: do 80% of the work with only 20%
of the effort. Logic will be crucial to reach this goal.

After some preliminaries, I’ll show how this motto helps us analyze weak secrecy
and correspondence assertions in the spi-calculus, expanding on work by Nielson, Niel-
son and Seidl [19] (Section 2). I’ll then comment on generic abstraction algorithms in
Section 3, and proceed to something new in Section 4: verifying confidentiality objec-
tives in hardware circuit descriptions written in VHDL. I’ll conclude by proposing some
open problems in Section 5.

Acknowledgments.We thank David Lubicz, Nicolas Guillermin, and Riccardo
Bresciani for fruitful interaction on the question of static analysis of VHDL for security.

Preliminaries. We shall consider termss, t, u, v, . . . , over a fixed, usually implicit,
finite signature. We assume finitely many predicate symbolsp, q, . . . , and countably
many variablesX, Y , Z, . . . Atomsare expressions of the formp(t). Notice that all our
predicates are unary. This incurs no loss of generality, as e.g.,p(t, u) is easily encoded
asp(c(t, u)) for some fresh binary function symbolc.

Substitutions� are finite maps from variables to terms, e.g.,[X1 := t1, . . . , Xn :=
tn], and substitution applicationt� works in parallel, i.e.,Xi� = ti, X� = X if
X ∕∈ {X1, . . . , Xn}, f(t1, . . . , tn)� = f(t1�, . . . , tn�).

Horn clausesC are of the formH ⇐ ℬ where theheadH is either an atomp(t) or
⊥, and thebodyℬ is a finite setA1, . . . , An of atoms. The meaning is thatC is true iff
H is true whenever all ofA1, . . . ,An are. Ifℬ is empty (n = 0), thenC = H is afact.

We always assume that there is at least one constant, i.e., one function symbol of
arity 0, so that the set of ground atoms is non-empty. An atom or a termis groundiff it
contains no variable. AHerbrand modelI of a set of clauses is a set of ground atoms;
intuitively, those that we want to consider as true. Any satisfiable setS of Horn clauses
has a least Herbrand model, in the sense that it is a Herbrand model, and is contained
in every other Herbrand model ofS. This can be defined as the least fixpointlfpTS

of the monotone operatorTS(I) = {A� ∣ A ⇐ A1, . . . , An ∈ S,A� ground, A1� ∈
I, . . . , An� ∈ I}. If ⊥ ∈ lfpTS , thenS is unsatisfiable. Otherwise,S is satisfiable, and
lfpTS is a set of ground atoms, which happens to be the least Herbrand model ofS.
Note thatA ∈ lfpTS iff A is deducibleby finitely many applications of clauses ofS,
seen as rules allowing one to deduce heads from the corresponding bodies.

Given a finite setS of Horn clauses, it is undecidable whetherS is satisfiable, i.e.,
whether⊥ ∕∈ lfpTS , even in very constrained cases [8]. However, some specific formats
of Horn clausesare decidable. One that I find most remarkable is theℋ1 class, which
was identified as such by Nielson, Nielson and Seidl [19], buthad been introduced with
a different name by Weidenbach [21]. Using the presentationof [15], ℋ1 clauses are
Horn clauses whose head is restricted to be of the form⊥, p(X) for some variableX,
or p(f(X1, . . . , Xn)) for pairwise distinct variablesX1, . . . , Xn (f(X1, . . . , Xn) is
then called aflat term). Note that bodies ofℋ1 clauses are not restricted in any way.
Decidingℋ1 clause sets is decidable, and EXPTIME-complete [19, 15]. Theh1 tool in
theh1 tool suite [14] is an efficient implementation of the resolution algorithm of [15].



We shall exert considerable freedom in writing formulae. For example, we shall use
predicates of the formP ⊢ e ≃ , where the hole is meant to denote the missing
argument, and we shall write[P ⊢ e ≃ t] instead ofP ⊢ e ≃ (t).

Let us quickly turn to abstract interpretation. All extensional and non-trivial prop-
erties of programs are undecidable, by Rice’s theorem. The reachability problem in the
more constrained world of cryptographic protocols is also undecidable [9]. In verifying
such properties, one must therefore choose between correctand complete procedures
that will fail to terminate on some inputs, or correct, terminating algorithms that cannot
be complete. The latter strand is the tradition in the so-called abstract interpretation
community. We also speak ofover-approximation, because the set of inputs that are
accepted by an abstract interpretation algorithm is only guaranteed to be a superset of
those satisfying the intended property.

2 Reachability and Correspondence Assertions in the Spi-Calculus

Nielsonet al. [19] introducedℋ1 as a convenient tool in deciding reachability in (an
over-approximated semantics of) the spi-calculus [1]. As such, they literally applied the
“Logic wins!” motto, going through logic instead of definingan ad hoc algorithm.

Reachability questions include so-calledweak secrecyquestions, since the message
M remains secret in the protocolP iff P ∣DY (I0, c) does not rewrite in any finite num-
ber of steps to a process whereM is sent over channelc, whereDY (I0, c) is aDolev-
Yao observer, see below. We shall provide a slightly more precise over-approximation,
and also deal with authentication properties, inter alia.

The main trick is to express a few relatively trivial facts about spi-calculus pro-
cesses, in the guise of Horn clauses. Then, we pay special attention to the form of these
clauses, so that they fall into theℋ1 class.

P,Q,R, ... ::= stop stop
∣ !xP replication
∣ P ∣Q parallel composition
∣ �x;P fresh name creation
∣ out(e1, e2);P writing to a channel
∣ in(e1, x);P reading from a channel
∣ let x = e in P local definition
∣ case e1 of f(x1, . . . , xn) ⇒ P else Q constructor pattern-matching
∣ case e1 of {x}e2 ⇒ P else Q symmetric decryption
∣ case e1 of [x]

e
−1

2

⇒ P else Q asymmetric decryption

∣ if e1 = e2 then P else Q equality test
∣ event f⟨e1⟩;P event

Fig. 1.The spi-calculus

Expressionse in the spi-calculus are defined as variablesx (distinct from the logi-
cal variablesX), constructor applicationsf(e1, . . . , en), symmetric encryptions{e1}e2



and asymmetric encryptions[e1]e2 , wheree2 serves as key in the latter two forms.
Processesare described in Figure 1. Note that decryption is handled through pattern-
matching. In the case of constructor pattern-matching,x1, . . . ,xn are pairwise distinct.
Replication!xP launches several copies ofP in parallel, keeping a unique integer id of
each in variablex; we write !P whenx is irrelevant. We also writeout(e1, e2) instead
of out(e1, e2); stop and similarly for other actions. Finally, eventsevent f⟨e1⟩ are
meant to express correspondence assertions, i.e., certainforms of authentication.

The semantics of this language is standard: see [1]. The essential rules are the
communication ruleout(e1, e2);P ∣ in(e1, x);Q → (P ∣ Q[x := e2]), the fact that
P ≡→≡ Q impliesP → Q, where structural congruence≡ obeys some obvious laws,
plus the extrusion law(�x;P ) ∣Q ≡ �x; (P ∣Q) if x is not free inQ.

The Dolev-Yao observerDY (I0, c) mentioned above, for example, is�id; !A,
whereA is the parallel composition ofout(c, I0) (the Dolev-Yao attacker can emit the
initial knowledgeexpressionI0 on channelc), out(c, id) (it can emit its own identity),
in(c, x); out(c, x); out(c, x) (it can duplicate messages),�N ; out(c,N) (emit fresh
names),in(c, x1); in(c, x2); out(c, {x1}x2

) and in(c, x1); in(c, x2); out(c, [x1]x2
)

(encrypt),in(c, x); in(c, x2); case x of {x1}x2
⇒ out(c, x1) else stop and

in(c, x); in(c, x2); case x of [x1]x−1

2

⇒ out(c, x1) else stop (decrypt),
and various processes of the formin(c, x1); . . . ; in(c, xn); out(c, f(x1, . . . , xn)) or
in(c, x); case x of f(x1, . . . , xn) ⇒ (out(c, x1)∣ . . . ∣out(c, xn)) else stop, de-
pending whetherf is a constructor or a function, and whether it is private or public in
the terminology of ProVerif [3].

Fix a spi-calculus processP0. We define an approximate semantics, special-
ized toP0, as follows. First, for every subprocessP of P0, and every list of vari-
ables�, meant to denote the list of variables bound aboveP in P0 (except by
�, which will be dealt with differently), we collect all pairs(Q;� ′) where Q is
a subprocess ofP , and � ′ is the list of variables bound aboveQ in P , in a set
Sub�(P ). Formally, letSub�(P ) = {(P ;�)} ∪ Sub+�(P ), whereSub+�(stop) = ∅,
Sub+�(!xP ) = Subx,�(P ), Sub+�(out(e1, e2);P ) = Sub+�(event f⟨e1⟩;P ) =
Sub�(P ), Sub+�(in(e1, x);P ) = Subx,�(P ), Sub+�(P ∣Q) = Sub+�(if e1 =
e2 then P else Q) = Sub�(P )∪Sub�(Q), Sub+�(let x = e in P ) = Subx,�(P ),
Sub+�(case e1 of pat ⇒ P else Q) = Sub�′,�(P ) ∪ Sub�(Q) (where� ′ is
x1, . . . , xn in constructor pattern-matching, andx in the cases of decryption); finally, if
� = x1, . . . , xk, we letSub+�(�x;P ) = Sub�(P [x := ┌�x;P┐(x1, . . . , xk)]), where
┌�x;P┐ is a (fresh) function symbol, one for each process starting with a name creation
action. This is Blanchet’s fresh name creation as skolemization trick [3].

We shall also need to representcontexts�, i.e., finite mappings[x1 7→ t1, . . . , xk →
tk] from variables to terms, as terms. We choose to represent such mappings as
c�(t1, . . . , tk), where� = x1, . . . , xk andc� is a fresh function symbol of arityk.

Without loss of generality, we shall assume thatP0 is well-formed, in the intuitive
sense that the only expressionse that occur inP0 are either spi-calculus variablesx
bound by!, in, let, or case (but not by�), or are to the right of an equals sign= in
a let-expression. This is easily achieved by adding extralet constructs inP0. For-
mally, we require that whenever(Q;� ′) ∈ Sub∅(P0), thenQ is given by the grammar
obtained from Figure 1 by requiringe1 ande2, wherever they appear, to be variables



x, y; moreover,x and y must be in� ′ andx ∕= y. We also require that whenever
(let x = e in Q;� ′) ∈ Sub∅(P0), then all the variables ine must occur in� ′.

Our approximate semantics will use the following predicatesymbols. First,
→∗P ⟨⟨ ⟩⟩, for each(P ;�) ∈ Sub∅(P0): [→∗P ⟨⟨�⟩⟩] states that execution may reach
P , with values of variables given by context�; second, ⊳ : [t ⊳ u] means that message
u was sent on channelt; event f⟨ ⟩: event f⟨t⟩ says that we have passed the cor-
responding event inP0; and auxiliary predicates∈ ℕ ([t ∈ ℕ] means thatt denotes
an integer process id), and for each expressione in P0, a predicate symbolP ⊢ e ≃
([P ⊢ e ≃ t] means that expressione may have valuet when we reachP in P0).

We now compileP0 to a setS(P0) of ℋ1 clauses. First, execution starts atP0: write
the fact[→∗main⟨⟨c�()⟩⟩], where� is the empty sequence, so thatc�() is the empty con-
text. Then, for each(P ;�) ∈ Sub∅(P0), do a case analysis onP . If P is a replication
!xP1, then create a fresh process identifierX and proceed toP1:

[→∗P1⟨⟨cx,�(X,X1, . . . , Xk)⟩⟩] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩], [X ∈ ℕ] (1)

[0 ∈ ℕ] [s(X) ∈ ℕ] ⇐ [X ∈ ℕ] (2)

If P is a parallel compositionP1 ∣ Q1, then state that fromP , execution may proceed
to P1 or toQ1, as in [19], while the context, denoted byZ, does not change:

[→∗P1⟨⟨Z⟩⟩] ⇐ [→∗P ⟨⟨Z⟩⟩] [→∗Q1⟨⟨Z⟩⟩] ⇐ [→∗P ⟨⟨Z⟩⟩] (3)

If P = �x;P1, then use Blanchet’s skolemization trick. Write� = x1, . . . , xk, and
output the clause:

[→∗P1[x := ┌�x;P1┐(x1, . . . , xk)]⟨⟨Z⟩⟩] ⇐ [→∗P ⟨⟨Z⟩⟩] (4)

At this point, it is probably good to realize why these areℋ1 clauses. The head of (4)
is just one big predicate symbol→∗P1[x := ┌�x;P1┐(x1, . . . , xk)]⟨⟨ ⟩⟩ applied to the
logical variableZ, for instance. The spi-calculus variablesx1, . . . ,xk do not serve as
logical variables, and are only part of thenameof the predicate. Similarly, the head of
(1) is the predicate→∗P1⟨⟨ ⟩⟩ applied to the flat termcx,�(X,X1, . . . , Xk).

Let us return to the subprocessesP of P0. When P is an out command, re-
member thatP0 is well-formed, soP must be of the formout(xi, xj);P1, where
� = x1, . . . , xk and1 ≤ i ∕= j ≤ k. We then write one clause (5) to state that the
valueXj of xj has now been sent on (the valueXi of) the channelxi, and another one
(6) to state that execution should proceed toP1:

[Xi ⊳ Xj ] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩] (5)

[→∗P1⟨⟨c�(X1, . . . , Xk)⟩⟩] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩] (6)

The case of events, i.e., whenP = event f⟨xi⟩;P1, is very similar:

event f⟨Xi⟩ ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩] (7)

WhenP = in(xi, x);P1, where again� = x1, . . . , xk and1 ≤ i ≤ k, we write
one clause stating that one may proceed toP1 after bindingx to any valueX found on
(the valueXi of) the channelxi:

[→∗P1⟨⟨cx,�(X,X1, . . . , Xk)⟩⟩] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩], [Xi ⊳ X] (8)



WhenP = let x = e in P1, we produce:

[→∗P1⟨⟨cx,�(X,X1, . . . , Xk)⟩⟩] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩], [P ⊢ e ≃ X] (9)

where we define the evaluation of expressionse, given a list of bound variables
� = x1, . . . , xk, as follows. Clause (10) below states thatxi equalsXi in any con-
text [x1 7→ X1, . . . , xk 7→ Xk] (represented as the termc�(X1, . . . , Xk)). Names are
evaluated in clause (11), where we observe that the arguments to ┌�x;Q┐ must be a
suffix xi, . . . , xk of �. Clause (12) deals with subexpressions where a function symbol
is applied to pairwise distinct variables (a special case where we can still write anℋ1

clause). Finally, clause (13) deals with the remaining cases.

[P ⊢ xi ≃ Xi] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩] (10)

[P ⊢ ┌�x;Q┐(xi, . . . , xk) (11)

≃ ┌�x;Q┐(Xi, . . . , Xk)] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩]

[P ⊢ f(xi1 , . . . , xin) ≃ f(Xi1 , . . . , Xin)] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩] (12)

(i1, . . . , ij pairwise distinct)

[P ⊢ f(e1, . . . , en) ≃ f(X1, . . . , Xn)] ⇐ [P ⊢ e1 ≃ X1], . . . , [P ⊢ en ≃ Xn] (13)

(e1, . . . , en not pairwise distinct variables)

WhenP = case xi of f(y1, . . . , yn) ⇒ P1 else Q1, with � = x1, . . . , xk and
1 ≤ i ≤ k, we write:

[→∗P1⟨⟨cy1,...,yn,�(Y1, . . . , Yn, X1, . . . , Xk)⟩⟩] ⇐ (14)

[→∗P ⟨⟨c�(X1, . . . , Xi, . . . Xk)⟩⟩], [→
∗P ⟨⟨c�(X1, . . . , f(Y1, . . . , Yn)

︸ ︷︷ ︸

i

, . . . Xk)⟩⟩]

to handle the case of a match. In the second premise, the argumentf(Y1, . . . , Yn) occurs
at argument positioni, in lieu of Xi; we have made this explicit with an underbrace.
Our intent was really to write the clause:

[→∗P1⟨⟨cy1,...,yn,�(Y1, . . . , Yn, X1, . . . , f(Y1, . . . , Yn), . . . , Xk)⟩⟩] ⇐

[→∗P ⟨⟨c�(X1, . . . , f(Y1, . . . , Yn), . . . Xk)⟩⟩] (15)

however (15) falls outsideℋ1. But (14) is a safe over-approximation of the latter, in the
sense that if[→∗P ⟨⟨c�(X1, . . . , f(Y1, . . . , Yn), . . . Xk)⟩⟩] holds, then certainly both
premises of (14) hold, withXi = f(Y1, . . . , Yn), and assuming this equality, the head
of (14) implies that of (15). So (14) includes at least all thebehaviors intended in (15).

The cases of a failed match are handled by the following clauses, whereg ranges
over all function symbols other thanf :

[→∗Q1⟨⟨c�(X1, . . . , Xk)⟩⟩] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xi, . . . Xk)⟩⟩], (16)

[→∗P ⟨⟨c�(X1, . . . , g(Y1, . . . , Yn), . . . Xk)⟩⟩]

WhenP = case xi of [x]x−1

j
⇒ P1 else Q1 (with i ∕= j), we produce the following,

where we assume that the only keys that can be used are of the formpub(X) orprv(X),



and that each form is the inverse of the other:

[→∗P1⟨⟨cx,�(X,X1, . . . , Xk)⟩⟩] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩],

[→∗P ⟨⟨c�(X1, . . . , [X]prv(Y ), . . . , pub(Y ), . . . , Xk)⟩⟩] (17)

[→∗P1⟨⟨cx,�(X,X1, . . . , Xk)⟩⟩] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩],

[→∗P ⟨⟨c�(X1, . . . , [X]pub(Y )
︸ ︷︷ ︸

i

, . . . , prv(Y )
︸ ︷︷ ︸

j

, . . . , Xk)⟩⟩] (18)

Finally, we over-approximate the failed match case bluntly, by estimating that one can
always go fromP toQ1; this is benign, as in most protocolsQ1 = stop:

[→∗Q1⟨⟨Z⟩⟩] ⇐ [→∗P ⟨⟨Z⟩⟩] (19)

We leave symmetric decryption,P = case xi of {x}xj
⇒ P1 else Q1, as an

exercise to the reader. TestsP = if xi = xj then P1 else Q1 are handled similarly:

[→∗P1⟨⟨c�(X1, . . . , Xk)⟩⟩] ⇐ [→∗P ⟨⟨c�(X1, . . . , Xk)⟩⟩], (20)

[→∗P ⟨⟨c�(X1, . . . , Xi
︸︷︷︸

i

, . . . , Xi
︸︷︷︸

j

, . . . , Xk)⟩⟩]

[→∗Q1⟨⟨Z⟩⟩] ⇐ [→∗P ⟨⟨Z⟩⟩] (21)

This terminates our description of the setS(P0) of clauses.
Assume we wish to prove that some messageM remains secret to the Dolev-Yao

attacker throughout the execution of some system, represented as a processP . This
is equivalent to saying thatP ∣DY (I0, c) cannot ever sendM over the public channel
c. (We assume that all public communications ofP goes through channelc, which is
shared with the attacker.) In turn, this is implied by the fact that[c ⊳ M ] is not a logical
consequence ofS(P ∣DY (I0, c)), because the latter is an over-approximation of the
behavior ofP ∣DY (I0, c). But [c ⊳M ] is not a logical consequence ofS(P ∣DY (I0, c))
if and only if S(P ∣DY (I0, c)) plus the single clause⊥ ⇐ [c ⊳ M ] is satisfiable.

All these clauses are inℋ1, and satisfiability inℋ1 is decidable, so we have it: a
terminating, sound algorithm for weak secrecy in the spi-calculus, in an abstract inter-
pretation setting. In practice, just useh1 [14], for example, to decideS(P ∣DY (I0, c))
plus⊥ ⇐ [c ⊳ M ]. One may formalize this thus:

Theorem 1. Let Spi1 be the spi-calculus of Figure 1, with semantics of processesP0

given by predicates defined through the clause setS(P0). Then weak secrecy is decid-
able in Spi1, in exponential time.

One can do much more withℋ1. Nielson, Nielson and Seidl observed [19] thatℋ1

definedstrongly regular relations, and this makes a deep connection to automata theory.
The setS(P0) is a collection ofdefiniteclauses, i.e., no clause inS(P0) has head⊥. Sets
of definite clauses are always satisfiable: take the Herbrandmodel containingall ground
atoms. SoS = S(P0) has a least Herbrand modellfpTS . Now, for each predicate
symbolp, let thelanguageLp(S) be the set of ground termst such thatp(t) ∈ lfpTS ;
we also say thatt is recognizedatp in S. This generalizes the corresponding notions for
tree automata to arbitrary satisfiable setsS of Horn clauses. In particular, we retrieve
tree automata [6] by encoding the transitionf(q1, . . . , qn) → q (whose effect is that



whenevert1 is recognized atq1, . . . , tn is recognized atqn, thenf(t1, . . . , tn) should
be recognized at stateq) as the clauseq(f(X1, . . . , Xn)) ⇐ q1(X1), . . . , qn(Xn).

Nielson, Nielson and Seidl observed that, wheneverS was a set of definiteℋ1

clauses,Lp(S) was always a regular language, i.e., one of the formLp(A) for some tree
automatonA, and that one could computeA from S in exponential time. In fact, one
can compute a tree automatonA that isequivalentto S in exponential time, meaning
thatLp(S) = Lp(A) for all predicate symbolsp at once. This was refined, following
the “Logic wins!” motto, in [15], where I showed that no new algorithm was needed for
this: good old, well-known variants of the resolution proof-search rule [2] achieve this
already. This is in fact what I implemented inh1 [14].

We use this to decide correspondence assertions as follows.A correspondence as-
sertionis a (non-Horn) clause of the formA ⇒ A1∨. . .∨Ak, for some atomsA,A1, . . . ,
Ak, and our goal will be to check whether such a clause holds inlfpTS(P0). Typically,
one checks authentication of Alice by Bob, in the form of (non-injective) agreement,
following Woo and Lam [22], by writing anevent begin⟨e1⟩ at the end of a subprocess
describing Alice’s role, where she sent messagee1, andevent end⟨e2⟩ in Bob’s role,
where Bob just received messagee2. We now check thatend⟨X⟩ ⇒ begin⟨X⟩ holds in
lfpTS(P0), i.e., that there is no termt such thatend⟨t⟩ holds inlfpTS(P0) (Bob received
t) but begin⟨t⟩ does not (i.e., Alice never actually sentt).

Although my purpose was different then, I have shown that themodel-checking
problem for clausesC (in particular, of the formA ⇒ A1 ∨ . . . ∨ Ak) against models
lfpTS described in the form ofℋ1 clause setsS, was decidable in [16]: convertS to
an equivalent so-called alternating tree automatonA, using the resolution algorithm of
[15] for instance, then check whetherC holds in the least Herbrand model ofA. The
latter takes exponential time in the number of predicate symbols ofA, equivalently of
S, so that the whole process still only takes exponential time. This was implemented in
theh1mc model-checker, another part of theh1 tool suite [14]. A bonus is that it also
generates a Coq proof of the fact thatC indeed holds inlfpTS , which was the main
topic of [16]. Anyway, these logical considerations immediately entail:

Theorem 2. Non-injective agreement is decidable in Spi1, in exponential time. This is
also true of any correspondence assertionA ⇒ A1∨ . . .∨Ak, or in fact of any property
expressed as a finite set of (not necessarily Horn) clauses.

3 Logic Programs as Types for Logic Programs

However, we have not gone as far as we could in Section 2. In particular, we have been
careful so as to define clauses in the decidable classℋ1. But logic allows us not to care,
or at least to care less. The idea is to write general Horn clauses, and to let a generic
algorithm do the abstraction work for us. I.e., this algorithm must take any setS of
clauses, and return a new setS′ satisfying: (a) ifS′ is satisfiable, then so isS, and (b)
S′ is in some fixed decidable class, e.g.,ℋ1.

That such generic abstraction algorithms (for different decidable classes) exist was
discovered by Fr̈uhwirth et al. [12] in a remarkable piece of work. In the case ofℋ1,
the generic abstraction algorithm is simple, and for the main part consists in introducing
fresh predicate symbols to name termst in heads that are too deep [15]. Formally, let a



one-hole contextC[] be a term with a distinguished occurrence of thehole[]. C[u] is C[]
with u in place of the hole.C[] is non-trivial iff C[] ∕= []. Then define the rewrite relation
⇝ on clause sets by:

p(C[t]) ⇐ ℬ ⇝

{
p(C[Z]) ⇐ ℬ, q(Z) (Z fresh)

q(t) ⇐ ℬ
(22)

wheret is not a variable,q is fresh, andC[] is a non-trivial one-hole context, and:

p(C[X]) ⇐ ℬ ⇝ p(C[Y ]) ⇐ ℬ,ℬ[X := Y ] (23)

whereX occurs at least twice inC[X], andY is a fresh variable. The relation⇝ termi-
nates, and any normal formS′ of a clause setS satisfies (a) and (b) [15].

So instead of writing clauses, carefully crafted to be inℋ1, one may be sloppier
and rely on the generic abstraction algorithm. (Theh1 tool does this automatically
in case the clause set given to it as input is not inℋ1.) For example, wecan write
clause (15) as we intended. While replacing it by clause (14) looked like a hack,
one can instead use rule (22) in the definition of⇝: take p = →∗P1⟨⟨ ⟩⟩, C[] =
cy1,...,yn,�(Y1, . . . , Yn, X1, . . . , [], . . . , Xk), t = f(Y1, . . . , Yn), then (15) rewrites to
clauses that are about as over-approximated as (14). (We letthe reader do the exercise.)

Generic abstraction algorithms give us considerable freedom. I have long been in-
terested in static analysis frameworks for the security of various actual languages, and
an early example is a piece of work I did with F. Parrennes in 2003–2005 [17]. Our
csur static analyzer takes a C program and security objectives asinput, and outputs
sets of Horn clauses that over-approximate the system. However, these clauses are in
general not Horn, and we rely on the above generic abstraction algorithm to produce
ℋ1 clauses thath1 can work on.

4 Analyzing Hardware Circuits in VHDL

Until now, I have only stated principles that I have been using in the past. What about
tackling a new problem? Over the past few years, several people from industrial and
military milieus have asked me whether one could design algorithms to verify cryp-
tographic hardware automatically. These are circuits, described in languages such as
VHDL [20], with modules implementing pseudo-random numbergeneration, encryp-
tion, decryption, hashing, and signatures. One needs to check whether no sensitive da-
tum inside the circuit ever gets leaked out, and this is done by hand to this date.

However, it seems like techniques such as those that we have used above, or in [17],
should apply. The following is a first attempt, on a cryptographic variant of a small
subset of VHDL, and should be considered as a proof of concept.

Consider the following variant of behavioral VHDL, obtained by enriching the core
language used by Hymans [18] with additional cryptographicprimitives. We assume a
finite set ofsignalsx, y, z, . . . ; “signal” is the VHDL name for a program variable.
These will take values from a domain we leave implicit, but which should include cryp-
tographic terms. Expressionse are built from signals as in Section 2.Processesare now



described by the following grammar:

P,Q,R, ... ::= stop stop
∣ proc;P loop
∣ x <= e;P signal assignment
∣ wait on W for m;P suspension
∣ if e1 = e2 then P else Q equality test
∣ x <= �;P fresh name creation
∣ f(x1, . . . , xn) <= e1 in P else Q constructor pattern-matching
∣ {x}e2 <= e1 in P else Q symmetric decryption
∣ [x]e−1

2

<= e1 in P else Q asymmetric decryption

Constructs above the line are from [18], while constructs below the line are extra
cryptographic constructs. (Encryption, hashing, etc., are handled in expressionse,
e1, e2 as in Section 2, through specific function symbols.) E.g.,f(x1, . . . , xn) <=
e1 in P else Q is similar tocase e1 of f(x1, . . . , xn) ⇒ P else Q in the spi-
calculus, binding the signalsx1, . . . , xn, except with a signal assignment semantics
(see below). Inwait on W for m;P , W is a finite set of signals, andm ∈ ℕ ∪ {∞}:
this process waits until some signal inW changes, or untilm units of time have elapsed,
and then proceeds toP . (For complexity purposes, we assumem is written in unary.)
A VHDL programis a parallel composition of a fixed number of processesP1, . . . ,Pn.

We assume that VHDL programs are well-formed. The critical point is that no two
processes in parallel are allowed to write to the same signal. We shall therefore assume
that we are given pairwise disjoint sets of signalsA1, . . . , An, such that any signal
assignmentx <= e;P in Pi satisfiesx ∈ Ai (1 ≤ i ≤ n). Ai will be called thedomain
of Pi; Hymans [18] uses a slightly more general definition.

Again, we won’t give a formal definition of the semantics, thenon-cryptographic
part of which can be found in Hymans (op. cit.). The loopproc;P executesP in an
infinite loop, i.e., it behaves just likeP ; proc;P , whereP ;Q denotes sequential com-
position ofP andQ, obtained by replacingstop by Q everywhere inP . We need to
explain the peculiar semantics of signal assignment, and how suspension is achieved.
One should first realize that execution proceeds in successions of simulation cycles,
where each processPi runs sequentially until it stops, i.e., until it reachesstop or a
suspensionwait on Wi for mi;Qi; in this case we say thatPi is waiting onWi for
mi units of time, andQi is its continuation.

Signal assignmentx <= e is peculiar in that it does not assign the value ofe to
x, but insteadschedulesthis change of values to happen at the next simulation cycle.
Several assignments to the same signalx are allowed in each processPi, and the value
scheduled for the next simulation cycle is the last one to be assigned tox during the
simulation cycle. Say thatx has changedduring a simulation cycle if its scheduled new
value is different from its current value.

A simulation cycle terminates once everyPi has reachedstop or a suspension;
simulation cycles may fail to terminate, but this will be irrelevant. LetE be the set
of signals that have changed during the simulation cycle. Atthe end of the simulation
cycle, execution proceeds to the next one. First, all signals are updated to their scheduled
new values. Then, say thatPi is resumableif it is waiting on a setWi of signals that



meetsE, i.e., such thatWi ∩E ∕= ∅, or it is waiting formi = 0 unit of time. (The latter
case is not considered in [18], sincemi ∕= 0 there; allowing formi = 0 will simplify
our clauses below.) If at least one process is resumable, then resume all resumable
processes, by executing their continuation. Otherwise, let time pass, and resume the
first processes whose timeoutmi expires. Time passes in this case only.

We define an abstract semantics of a fixed VHDL program by writing clauses defin-
ing some predicates indexed by the simulation cycle numberk, ranging from0 toK. It
is indeed important not to abstract away this timing information. Practically, this means
that we shall write one clause set per simulation cycle, and we shall therefore be limited
to a fixed numberK of simulation cycles, a situation not uncommon in model-checking.
(We shall lift this restriction later.)

Assume our fixed VHDL programP 0 is the parallel composition ofP 0
1 , . . . ,P 0

n ,
and write the clause setSVHDL (P 0,K) defining our abstract semantics forP 0 during
K cycles. The processPi starts atP 0

i in simulation cycle0. It is customary to assume
that VHDL signals must be assigned before they are used, so that the initial context� is
irrelevant. We shall therefore start in a context mapping each signal inAi to a dummy
value⊥. Let�i be thedomain listobtained by sortingAi in some fixed way, and letai
be the length of�, i.e., the cardinality ofAi. We write:

[→∗
0P

0
i ⟨⟨c�i

(⊥, . . . ,⊥
︸ ︷︷ ︸

ai times

)⟩⟩] (24)

where the subscript (0 here) to→∗ is the simulation cycle number. We shall need an-
other predicate⃝ki⟨⟨ ⟩⟩ (“next cycle”) recognizing the scheduled environments forsim-
ulation cyclek, 1 ≤ k ≤ K, and processi, 1 ≤ i ≤ n. Initially:

⃝ki⟨⟨c�i
(⊥, . . . ,⊥)⟩⟩ (25)

Now consider the various forms that a processP amongP1, . . . , Pn may as-
sume at simulation cyclek, 0 ≤ k ≤ K − 1. We shall enumerate clauses, one for
eachP ∈

∪n

i=1 Sub(Pi), whereSub(P ) is the set ofsubprocessesof P . We re-
quire wait on W for m′;Q to be a subprocess ofwait on W for m;Q for
all m′ ≤ m, andSub(proc;Q) to containQ; proc;Q and all its subprocesses. A
definition such asSub(proc;Q) = {proc;Q} ∪ Sub(Q; proc;Q) would be ill-
formed, so use the Fischer-Ladner closure trick [11]. LetSub(Q) = Substop(Q)
whereSubP (stop) = {P}, SubP (proc;Q) = {proc;Q;P} ∪ Subproc;Q;P (Q),
SubP (wait on W for m;Q) = {wait on W for m′;Q;P ∣ m′ ≤ m} ∪ SubP (Q),
SubP (x <= e;Q) = {x <= e;Q;P} ∪ SubP (Q) (and similarly forx <= �),
SubP (if e1 = e2 then P1 else Q1) = {if e1 = e2 then P1;P else Q1;P} ∪
SubP (P1)∪SubP (Q1), and similarly for constructor pattern-matching and decryption.
Clearly,SubP (Q) is finite. Moreover, an easy induction onQ shows thatSubP (Q) =
Sub(Q;P ), so that indeedSub(proc;Q) = {proc;Q} ∪ Sub(Q; proc;Q).

Now enumeratei andk, 1 ≤ i ≤ n, 0 ≤ k ≤ K − 1, and then enumerateP ∈
Sub(Pi). If P = proc;Q, we just write:

[→∗
kQ; proc;Q⟨⟨Z⟩⟩] ⇐ [→∗

kproc;Q⟨⟨Z⟩⟩] (26)



Assignment is subtler, as we have said. In general, letxij be thejth signal in�i. The
assignmentP = xij <= e;Q will proceed toQ with its current contextZ unchanged
(clause (27)); only the scheduled value ofxij will change (clause (28)). Clause (29)
defineschangedkij⟨⟨�⟩⟩ to over-approximate the cases wherexij has changed during
simulation cyclek, with context�: we estimate thatxij may have changed if some value
has been assigned to it, even when this isxij ’s old value.

[→∗
kQ⟨⟨Z⟩⟩] ⇐ [→∗

kxij <= e;Q⟨⟨Z⟩⟩] (27)

⃝(k+1)i⟨⟨c�i
(Y1, . . . , X

︸︷︷︸

j

, . . . , Yai
)⟩⟩ ⇐ ⃝(k+1)i⟨⟨c�i

(Y1, . . . , Yai
)⟩⟩, (28)

[→∗
kxij <= e;Q⟨⟨Z⟩⟩],

[xij <= e;Q ⊢k e ≃ X]

changedkij⟨⟨Z⟩⟩ ⇐ [→∗
kxij <= e;Q⟨⟨Z⟩⟩] (29)

In (28), we need to make sense of the predicateP ⊢k e ≃ , and this is done by clauses
similar to (10), (12) and (13), only with the subscriptk added to⊢ and→∗.

The clauses forx <= �, if andcase constructs are obtained from the correspond-
ing clauses in the spi-calculus by addingk subscripts, and replacing updates of signals
by scheduling of new values. E.g., whenP = xij <= �;Q, we produce the clauses:

[→∗
kQ⟨⟨Z⟩⟩] ⇐ [→∗

kxij <= �;Q⟨⟨Z⟩⟩] (30)

⃝(k+1)i⟨⟨c�i
(Y1, . . . , ┌P┐(Z)

︸ ︷︷ ︸

j

, . . . , Yai
)⟩⟩ ⇐ [→∗

kxij <= �;Q⟨⟨Z⟩⟩], (31)

⃝(k+1)i⟨⟨c�i
(Y1, . . . , Yai

)⟩⟩

changedkij⟨⟨Z⟩⟩ ⇐ [→∗
kxij <= �;Q⟨⟨Z⟩⟩] (32)

where┌P┐ = ┌xij <= �;Q┐ is a fresh function symbol. Note that (31) is not inℋ1

as we have defined it. However it is in Nielsonet al.’s version ofℋ1, and in this case
the generic abstraction algorithm of [15] is exact; i.e., although we could have given an
equivalent set of clauses in (our definition of)ℋ1, we could afford to be lazy.

The case of resumptions is more interesting. Clause (33) handles the case whereP
(which we recall is inSub(Pi)) is of the formwait on W for m;Q, and some signal
xi′j in W , for somei′, 1 ≤ i′ ≤ n andj, 1 ≤ j ≤ ai′ , has changed during simulation
cyclek. We write one such clause for each value ofi′ andj with xi′j ∈ W . Clause (34)
handles the case of a timeout.

[→∗
k+1Q⟨⟨Z ′⟩⟩] ⇐ [→∗

kwait on W for m;Q⟨⟨Z⟩⟩], (33)

changedki′j⟨⟨Z⟩⟩,⃝(k+1)i⟨⟨Z
′⟩⟩

[→∗
k+1Q⟨⟨Z ′⟩⟩] ⇐ [→∗

kwait on W for 0;Q⟨⟨Z⟩⟩],⃝(k+1)i⟨⟨Z
′⟩⟩ (34)

Finally, we must write clauses to handle the cases where timepasses. We use our right
to over-approximate, and estimate that time may pass even when some subprocess was
resumable. LetP = wait on W for m′;Q ∈ Sub(Pi), wherem′ = m + 1 is a
non-zero timeout, different from∞, in (35):

[→∗
k+1wait on W for m;Q⟨⟨Z ′⟩⟩] ⇐ ⃝(k+1)i⟨⟨Z

′⟩⟩, (35)

[→∗
kwait on W for m+ 1;Q⟨⟨Z⟩⟩]



For eachP of the formwait on W for m;Q ∈ Sub(Pi) (m ∈ ℕ ∪ {∞}), we also
add a clause (36) that states that, when execution is resumedatQ with contextZ ′, the
context of scheduled values for the next simulation cycle starts out being justZ ′:

⃝(k+1)i⟨⟨Z
′⟩⟩ ⇐ [→∗

kQ⟨⟨Z ′⟩⟩] (36)

This completes the description of the clause setSVHDL (P 0,K).
We still need to model interaction with an attacker, which weshall again take to

be a Dolev-Yao attacker. To this end, we use a predicateattk so thatattk(t) holds
whenever the attacker is able to infer the value oft during simulation cyclek. Letting
I0 denote a predicate recognizing the messages initial known to the attacker, we write:

att0(X) ⇐ I0(X) (37)

attk+1(X) ⇐ attk(X) (38)

attk({X}Y ) ⇐ attk(X), attk(Y ) (sym. encryption) (39)

attk(X) ⇐ attk({X}Y ), attk(Y ) (sym. decryption) (40)

attk([X]Y ) ⇐ attk(X), attk(Y ) (asym. encryption) (41)

attk(X) ⇐ attk([X]pub(Y )), attk(prv(Y )) (asymmetric (42)

attk(X) ⇐ attk([X]prv(Y )), attk(pub(Y )) decryption) (43)

attk(f(X1, . . . , Xk)) ⇐ attk(X1), . . . , attk(Xk) (44)

attk(Xj) ⇐ attk(f(X1, . . . , Xn)) (45)

where0 ≤ k ≤ K (exceptk ≤ K − 1 in (38)), 1 ≤ j ≤ n in (45), andf is usually
restricted to sets of so-called public functions in (44), and public constructors in (45),
in ProVerif parlance [3]. Note that clause (38) states that the attacker remembers from
one simulation cycle to the next one. Call this set of clausesSDY.

Next, we model which signals the attacker can read from and write to, yielding a
clause setSpub. For any signalxij that the attacker can read from, write the following
clause (46), and for any signalxij the attacker can write to, write (47),1 ≤ k ≤ K:

attk(Xj) ⇐ ⃝ki⟨⟨c�i
(X1, . . . , Xai

)⟩⟩ (46)

⃝ki⟨⟨c�i
(X1, . . . , X

︸︷︷︸

j

, . . . , Xai
)⟩⟩ ⇐ attk(X),⃝ki⟨⟨c�i

(X1, . . . , Xai
)⟩⟩ (47)

This is theinterfaceof the circuit to the attacker.
We finally write clauses stating which signals aresensitive, i.e., which signals hold

data that the attacker should never learn, and at which simulation cycles. LetSens be a
set of triples(k, i, j): our goal is to ensure that the contents of signalxij at simulation
cyclek is secret for each(k, i, j) ∈ Sens. Then write the collectionSsec(Sens) of all
clauses of the following form,(k, i, j) ∈ Sens:

⊥ ⇐ attK(Xj),⃝ki⟨⟨c�i
(X1, . . . , Xai

)⟩⟩ (48)

S = SVHDL (P 0,K) ∪ SDY ∪ Spub∪ Ssec(Sens) is a collection ofℋ1 clauses,
modulo our remark about (31). Moreover, ifS is satisfiable, then no Dolev-Yao attacker
can ever obtain the values of sensitive signals at the designated simulation cycles.



Taking the approximate semantics defined bySVHDL (P 0,K) as a reference se-
mantics for a language that we shall call VHDL1(K), we say that theconfidential-
ity objectiveSens is met byP0 in VHDL1, with given interface, iff the Dolev-Yao
attacker cannot obtain the value of any signalxij at any simulation timek for any
(k, i, j) ∈ Sens.

Theorem 3. For anyK ∈ ℕ, for any VHDL1(K) programP 0, any interface, and any
finite setSens, it is decidable in exponential time whether the confidentiality objective
Sens is met byP 0 with the given interface.

This only deals with the case of at mostK simulation cycles. One way want to over-
come this limitation. The standard cures in abstract interpretation are calledwidenings.
Here, there is a trivial,logic-basedwidening: fix k0 with 0 ≤ k0 < K, and decide
to equate all simulation cyclesk ≥ k0 that are equal moduloK − k0. This is easy to
achieve: realizing that all our predicate symbols have ak subscript, saypk, just add the
clausespk0

(X) ⇐ pK(X) for all p, in effect adding a loop in time. Call VHDL2(k0,K)
the language whose semantics is defined by these clauses in addition toSVHDL (P 0),
for each VHDL programP0. Since these clauses are again inℋ1, we obtain:

Theorem 4. For anyk0 < K, for every VHDL2(k0,K) programP 0, for any interface,
and any finite setSens, it is decidable in exponential time whether the confidentiality
objectiveSens is met byP 0 with the given interface.

5 Conclusion

We hope to have shown how logical encodings afforded us easy terminating abstract in-
terpretation algorithms for security. Doing so, we have made the first forays into the de-
sign of algorithms that verify cryptographic circuits. Much still has to be done, though.

For one, we have not consideredequational theories; e.g., if one ever uses the bit-
wise exclusive-or⊕, a common practice in hardware circuits, one should really reason
modulo the fact that⊕ is associative, commutative, idempotent, and has a unit. One
promising avenue stems from [16], where I showed that all that h1 did was essen-
tially looking for finite models. If one replacesh1 by a finite model-finder such as
Paradox [5], and applies the latter to the various clause sets described in this paper,
with additional equality clauses that axiomatize the ambient equational theory, one may
hopefully obtain proofs of security as finite models, with few states [16, Section 8].

Second, one should really consider computational proofs ofsecurity instead of the
useful, but unsatisfactory, Dolev-Yao model. Approximating a Hoare logic such as [7]
through Horn clauses is probably a good starting point for this.

Finally, when one comes to hardware circuits, one is led to evaluate the impact of
timing attacks (which we cannot yet, since time was left implicit in our model—only
simulation cycles, not time, were handled), but also of fault injections, of differential
power analysis, of electromagnetic leaks. . . this opens a whole can of worms.
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