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Abstract. Timed automata are a widely studied model for real-time systems.
Since 8 years, severa tools implement this model and are successfully used to
verify real-life examples. In spite of this well-established framework, we prove
that the forward analysis algorithm implemented in these tools is not correct!
However, we also prove that it is correct for arestricted class of timed automata,
which has been sufficient for modeling numerous real-life systems.

1 Introduction

Real-Time Systems - Since their introduction by Alur and Dill in [AD94], timed au-
tomata are one of the most studied models for real-time systems. Numerous works have
been devoted to the “theoretical” comprehension of timed automata: determinization
[AFH94], minimization [ACH92], power of e-transitions[BDGP98], power of clocks
[ACH94,HKWT95], extensions of the model [DZ98,HRS98,CG00,BDFPO0,BFH01],
logical characterizations [Wil94,HRS98]... have in particular been investigated. Practi-
cal aspects of the model have aso been studied and several model-checkers are now
available (Hy TEcH! [HHWT97], KrRONOS? [DOTY 96], UPPAALS [LPY97]). Timed
automata afford to modelize many real-time systems and the existing model-checkers
have allowed to verify alot of industrial case studies (see the web pages of the tools or,
for example, [HSLL97,TY 98]).

I mplementation of Timed Automata - The decidability of the timed automata model
has been proved by Alur and Dill in [AD94]. It is based on the construction of the
so-called region automaton: it abstracts finitely and in a correct way the behaviours of
timed automata. However, such a construction does not support a natural implemen-
tation. Therefore, instead of this construction, algorithms glancing on-the-fly through
the automaton are implemented. These last agorithms are based on the notion of
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zones and are efficiently implemented using data structures like DBMs [Dil89] and
CDDs [BLP™99]. There are two classes of such agorithms, the class of forward anal-
ysis agorithms and the class of backward analysis algorithms. KRONOS implements
the two kinds of algorithms, whereas UPPAAL implements only forward analysis algo-
rithms, because it allows the feature of bounded integer variables, for which backward
analysisis not well-appropriate.

Our contribution - In this paper, we are interested in the forward analysis algorithms.
Our main result is that the forward analysis algorithm implemented in many tools is
not correct for the whole class of timed automata. This might appear as very surprising
because tools implementing this algorithm are successfully used since 8 years. The
problem is due to the fact that we can compare the values of two clocks in the model.
We then propose several subclasses of timed automata for which we can safely use a
forward analysis algorithm. These subclasses contain in particular the large class of
timed automata in which we can not compare two clocks, which might explain why this
problem has not been detected before.

Outline of the paper - The structure of the paper isthe following: after presenting basic
definitions (Section 2), we recall some aspects of the implementation of timed automata
and present in particular the algorithm we will study (Section 3). We then discuss the
correctness of the algorithm and prove that it is surprisingly not correct (Section 4).
However, it is correct for some subclasses of timed automata (Section 5). We conclude
with asmall discussion (Section 6). For lack of space, technical proofs are not presented
in this paper but can be found in [Bou02b].

2 Preliminaries

If Z isany set, let Z* bethe set of finite sequences of elementsin Z. We consider astime
domain T the set QT of non-negative rationals or the set R of non-negative reals and
X asafinite set of actions. A time sequence over T is afinite non decreasing sequence
T = (ti)1<i<p € T*. Atimed word w = (a;, t;)1<i<p iISan element of (X' x T)*, also
written asapair w = (o, 7), where o = (a;)1<i<p isawordin X* and 7 = (t;)1<i<p
atime sequencein T* of same length.

Clock Valuations - We consider a finite set X of variables, called clocks. A clock
valuation over X isamapping v : X — T that assigns to each clock a time value.
The set of al clock valuations over X is denoted TX. Let t € T, the valuation v + ¢
isdefined by (v + t)(x) = v(z) + ¢, Vo € X. We also use the notation («;)1<i<, for
the valuation v such that v(z;) = «;. For asubset C' of X, we denote by [C' « OJv
the valuation such that for each x € C, ([C « 0Jv)(z) = 0 andforeachz € X \ C,
(IC  0v)(z) = v(a).

Clock Constraints- Given aset of clocks X, we introduce two sets of clock constraints
over X. The most general one, denoted by C(X), is defined by the following grammar:

gu=ax~c|xz—y~c| ghg | true
wherez, y € X, ce Zand ~ € {<,<,=,>,>}.



We also use the proper subset of diagonal-free constraints where the comparison be-
tween two clocksis not alowed. This set is defined by the grammar:

g i=x~c| gAhg | true
wherez € X, ce Zand ~ € {<,<,=,>,>}.

A k-bounded clock constraint isaclock constraint that involves only constants between
—k and +k.

If visaclock valuation we write v |= g when v satisfies the clock constraint g and we
say that v satisfies x ~ ¢ (resp. z — y ~ ¢) whenever v(z) ~ ¢ (resp. v(z) — v(y) ~ ¢).

Timed Automata - A timed automaton over T isatuple A = (X, Q, T, I, F, X ), where
X’ is afinite alphabet of actions, @ is afinite set of states, X is afinite set of clocks,
T CQx[C(X)x X x2X] x Qisafinite set of trangitions®, I C Q isthe subset of
initial statesand F' C @ isthe subset of final states.

A pathin A isafinite sequence of consecutive transitions:

p— g1,a1,C1 9p,ap,Cp
=qo ———4q1 ---Gp—1 ——— {Gp

where (¢i—1, g, a:,Ci, q;) € T foreach1 <i < p.

The path is said to be accepting if it startsin aninitial state (¢o € I) and endsin afina
state (¢, € F). A run of the automaton through the path P is a sequence of the form:

g1,a1,C1 9p,ap,Cp

(q0,v0) T (q1,v1) .. (Qva;n)

tP
where T = (t;)1<i<p iSatime sequence and (v;)1<,<, are clock valuations defined by:

vo(z) =0, Vo € X,
vi—1 + (6 —tiz1) = g4,
v; = [C; 0] (Vi1 + (ti — tiz1)) -

Thelabel of therunisthetimedwordw = (a1,%1) ... (ap, tp). If thepath P isaccepting
then the timed word w is said to be accepted by the timed automaton. The set of all timed
words accepted by A is denoted by L(A).

3 Implementation of Timed Automata

For verification purposes, a fundamental question about timed automata is to decide
whether the accepted language is empty. This problem is called the emptiness problem.
A class of models is said decidable if the emptiness problem is decidable for these
models. Note that this problem is equivalent to the reachability problem which tests
whether a state can be reached in amodel.

4 For more readability, atransition will often bewritten asq -2% ¢’ or evenasq 2%~

¢’ instead of simply thetuple (¢, g, a, C,q').



3.1 From Decidability to | mplementation

Alur and Dill proved in [AD94] that the emptiness problem is decidable for timed au-
tomata. The proof of this result is based on a “region automaton construction”. This
construction suffers from an enormous combinatorics explosion. The idea of the re-
gion automaton is to construct a finite simulation graph for the automaton based on an
equivalence relation (of finite index) defined on the set of clock valuations and which
abstracts finitely and correctly (with respect to reachability) the behaviours of timed
automata. Some works have been done to reduce the size of this simulation graph by
enlarging the equivalence relation, see for example [ACD™92,YL97,TY 01]. However,
in practice, such graphs are not constructed and on-the-fly zone algorithms glancing
symbolically through the graph are implemented.

One of the advantages of these algorithms is that they can easily be implemented
using the Difference Bounded Matrices data structure (DBM for short), initidly
proposed by [Dil89]. There are two families of algorithms, the one performing
a forward analysis and the one performing a backward analysis. The tool KRO-
NOS [BTY97,Daw97,Yov98] implements the two kinds of algorithms whereas the tool
UpPPAAL [BL96,LPY97] implements only forward analysis procedures, because it is
more appropriate for dealing also with (bounded) integer variables, a feature proposed
by UpPPAAL. In this work, we will prove that the forward analysis algorithms imple-
mented in the two previous tools are not correct!

We will now present the basic notions of zones and DBMs, a data structure adapted for
representing zones. We will then be able to present the forward analysis algorithm.

3.2 Zones

A zoneis asubset of T™ defined by a general clock constraint. Let & be a constant. A
k-bounded zone is a zone defined by a k-bounded clock constraint. Let Z be a zone.
The set of k-bounded zones containing 7 is finite and not empty, the intersection of
these k-bounded zones is a k-bounded zone containing Z, and is thus the smallest one
having this property. It is called the k-approximation of Z and is denoted Approx,,(Z).
In the following, such operators will be called extrapolation operators.

Example 1. Consider the zone Z drawn with[]Jjj on thefigure y
beside: Z is defined by the clock constraint 4
l<z<dN2<y<dNnz—y<Ll
Taking k = 2, the k-approximation of Z isdrawn adding the
part[]; it is defined by the clock constraint
l<zAN2<ynhz—y<l 0 1 2 4 =z

3.3 TheDBM Data Structure

A difference bounded matrice (say DBM for short) for n clocks is an (n + 1)-square
matrice of pairs
(m;<) eV =(Zx{<,<})U{(c0;<)}.



A DBM M = (m;;,<i,;)i,j—=1..n defines the following subset of T™ (the clock x is
supposed to be always equal to zero, i.e. for each valuation v, v(xg) = 0):

{vi{zy,...,2n} — T|V0<4,j<n, v(r) —v(z;) <ij mi;}

where v < oo meansthat v is some real (there is no bound on it).
This subset of T™ is azone and will be denoted, in what follows, by [M]. Each DBM
onn clocks represents a zone of T™. Note that several DBMs can define the same zone.

Example 2. The zone defined by the equationsz; > 3 A xy <5 A x; — 29 < 4 canbe
represented by the two DBMs

)

) |-

)

(0;<) (=3;<) (005 <) (005
(00;<) (0;<) (45<) | and | (oo
(5;<) (005<) (05<) (5;
Thus the DBMs are not a canonical representation of zones. Moreover, it isn’t possible
to test syntactically whether [M;] = [M-]. A normal form has thus been defined for
representing zones. Its computation uses the Floyd algorithm (see [Dil89,CGP99] for a
description of this procedure). We will not detail the nice and numerous properties of
the DBMs, but we can notice that this data structure allows to compute many operations
on zones and also to test for inclusion of zones. More details about this can be found
in [Ben02,Bou02b].
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) (00;<) (%
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3.4 Forward Analysis Algorithm

Let A be aclassical timed automaton. If e = (¢ 2““=2, ¢/) isatransition of A and

if Z isazone, then Post(Z, ) denotesthe set [C' — 0](gN Z) where Z represents the
future of Z and is defined by

-
Z ={v+tlveZandt >0}

Post(Z, e) isthe set of valuations which can be reached by waiting in the current state,
q, and then taking the transition e. Forward analysis consists in computing the succes-
sors of the initial configuration(s) by iterating the previous Post function. The exact
computation does not always terminate, an extrapolation operator on zones s thus used
to enforce the termination. In tools, some other abstractions are used [DT98], but they
are “orthogonal” to this extrapolation operator in the sense that they are used together
with this operator to reduce time and space consumption of the verification process.
The algorithm using the extrapolation operator is thus the basis of all the implemented
forward analysis algorithms.

We associate with A the largest constant, &, appearing in A (i.e. the largest constant ¢
such that there is a constraint « ~ ¢ for some clock « or z — y ~ ¢ for some clocks
x and y in A). A maximal constant can be computed for each clock = (in a similar
way), but for our purpose, it does not change anything, the presentation would just be
abit more complicated. The basis forward analysis algorithm which isimplemented in



Algorithm 1 Forward Analysis Algorithm for Timed Automata

# Forward Analysis Algorithm (A: TA ; k: integer) {

#  Visited :=(); (* Visited stores the visited states *)
#  Waiting := {(q0,Approx,, (Zo))};

#  Repeat

# Get and Remove (¢,2) from Waiting;

# If gisfina

# then { Return “Yes, afind state isreachable”;}

# else{If thereisno (¢,2’) € Visited suchthat Z C Z’
#

#

#

#

#

then { Visited := Visited U {(¢,2)};
Successor :={(q’ ,Approx,, (Post(Z, e))) | e transition from ¢ to ¢'};
Waiting := Waiting U Successor;}}
Until (Waiting = 0);
Return “No, no final stateisreachable’; }

toolsis presented as Algorithm 1 (¢ istheinitial location of the automaton whereas 7
represents the initial zone, it is most of the time the valuation where all the clocks are
set to zero) and is applied taking the maximal constant & as second parameter.

This algorithm terminates because there are finitely many k-bounded zones and thus
finitely many k-approximations of zones that can be computed for each control state
of the automaton. Moreover, the DBM data structure can be used to compute all the
operations that appear in Algorithm 1, see [Ben02,Bou02b] for details. Let usjust point
out how it is easy to compute the k-approximation of zones, which may explain why
this operator hasimmediately been adopted in implementations, even before its formal-
ization in [DT98]. Let k be an integer and Z a zone represented by a DBM in normal
form M = (m%j; '<i,j)i,j:0..4n- We definethe DBM M’ = (m;yj; %;yj)id‘:o_“n by

(OO; <> if m; ; > k,
'<2,j) = (_k'Q <) if m; 5 < —k,
(my 3 <4;) otherwise.

The DBM M’ may not bein normal form, but [M'] = Approx,,(Z).

Algorithm 1 computes step-by-step an overapproximation of the set of reachable states
and tests whether this approximation intersects the set of final states, or not. Thus, if the
answer of the algorithm is “No”, it is sure that no final state can be reached. However,
if the answer is“Yes’, it can a priori be the case that the algorithm does a mistake. The
algorithm will be said correct (with respect to reachability) whenever it never does such
amistake. We will now discuss in details the correctness of Algorithm 1.

(m;,ﬁ

4 A Correctness Problem

Algorithm 1 is implemented in tools like UpPAAL and KRONOS. The correctness of
this algorithm is asserted in many papersin the literature and several attempts of proofs
can be found [WT94,DT98,Daw98,Tri98,Pet99,Bou02a]. All these attempts of proofs
are however incomplete or buggy (cf [Bou02b] for more details), and these proofs can
not be corrected, because we will prove that Algorithm 1 isindeed not correct!



A Surprising Observation...

In trying to write a complete proof for the correctness of Algorithm 1, we have had
some troubles, and studying precisely what were the problems we were confronted to,
we have been forced to face the facts that Algorithm 1 isnot correct! whatever isthe
choice of the parameter k. Consider the automaton C depicted on Fig. 1.

Ty =2, 21:=0

; xrs3 S?) N X2 3
: {z3,21} =0 ~ x2:=0
xo > 11+ 2 (@) r1 =3 ~ To =2

N . N A_
Error xry < x3+2 r1:=0 xo =0

Fig. 1. A surprising timed automaton, C

Consider a path from i to ¢ in the automaton C. If d is the date the first transition is
taken and if « isthe number of loops taken along the run, the valuation v of the clocks
when arriving in ¢ is defined by:

v(z1) =0 v(zs) =2a+5
v(zg) =d v(zg) =d+2a+5

Thus, applying an exact computation of the successors of theinitial state i, with all the
clocksset to 0, the set of valuationsthat can be reached in state ¢, when theloop istaken
« times, is defined by the relations (1) in Table 1. This set of valuations is of course a
zone and is denoted by Z,,. It can be depicted by the scheme on Fig. 2.

T2 > 1 T2 > 1

x3 > 20+ 5 x3 >k

T4 > 200+ 6 x4 >k

1§1‘2—1‘1§3 (1) 1S1‘2—1‘1§3 (2)
1<zy—23<3 1<zy—23<3

r3 —x1 =200+ 5 x3 —x1 >k

T4 — X2 =200+ 5 x4 — 22 >k

Table 1. Equations of the zones Z,, (on the left) and Approx,, (Z.) (on theright)

Evenif itisnot explicit in the description of Z,, through the equations (1), we can easily
deduce, and it appears clearly on the representation of the zone on Fig. 2, that if visa
valuation of Z,,, we have the very strong constraint that

v(wg) —v(x3) = v(22) — V(T1) 3



[1; 3] [2a + 5]
X2 -
: [2a + 5] 53]
S —— ~ :
20 + 2; 20 + 4]
——_—— e — — — —>:
20+ 6; 2 + 8]

Fig.2. Thezone Z,

In particular, we get that the state “Error” of C is not reachable.

However, the condition (3) is not explicit in the definition of Z,,, and this condition
will be forgotten when we will apply an extrapolation operator to the zone. Let k& be
a constant and let o be such that 2« + 2 > k. Applying the extrapolation operator
“Approx,” to Z,, the zone Approx,, (Z,) we obtain is defined by the relations (2) in
Table 1.

We thus get that Algorithm 1 will compute, whatever is the choice of the parameter £,
that the state “Error” is reachable, which is, as said before, wrong. Thus, we conclude
that for the automaton C, no extrapolation operator is correct with respect to reachabil-
ity: thereis no way to choose correctly a constant £ such that Algorithm 1 applied to C
with the parameter % gives a correct answer.

Remark 1. Note that, for smplicity, we only applied the extrapolation operator to the
zone computed for the state q. However, as it is an increasing operator, if we use it at
each state along the computation, the zone that will be computed when arriving in state
g will contain Z,, (if theloop istaken « times), and thus, the state “ Error” will of course
also be computed as reachable.

From this counter-example, we get that it is impossible to propose “good” constants
which will alow to apply safely Algorithm 1. Thisisrealy abig surprise! To sum up,
we get the following result:

Theorem 1. Algorithm 1 is not correct with respect to reachability, whatever is the
choice of the parameter k.

Moreover, assume we want to modify slightly Algorithm 1 and we want to find afinite
abstraction operator abs® such that, if Z isazone, abs(Z) isazone containing Z. Then,
a simple corollary of Theorem 1 is that Algorithm 1 modified in such a way that the
extrapolation operator Approx;, is replaced by the abstraction operator abs, is also not
correct with respect to reachability (taking & as the biggest constant involved in the
definition of azone from the set {abs(Z) | Z isazone}, we get that for every zone Z,
Approx, (Z) C abs(7)).

® An abstraction operator is said finite whenever {abs(Z) | Z isazone} isafinite set.



Theaim of the remainder of this paper isto study more precisely where are the problems
and to bring out subclasses for which we can find a correct extrapolation operator. This
will partly explain why the bug has not been found before.

5 Out of the Surface

What precedes might appear as a very bad news for the verification of timed systems,
because one of the bases of the model-checking of timed automata collapses. However,
itisnow 8 yearsthat this algorithm isimplemented in tools like KRONOS and UPPAAL
and used for checking the correctness of many timed systems and this “bug” has not
been found yet. If we refine the previous result and if we focus on the counter-example
we constructed, we get that Algorithm 1 is not correct for timed automata that use
diagonal constraints (the last transition of C islabeled by the constraint 25 > z1 + 2 A
x4 < x3-2) and that use morethan four clocks. For lack of space, the following results
can not be detailed in this paper, see [Bou02b] for more details.

Diagonal-Free Timed Automata - We restrict to diagonal-free timed automata, i.e.
timed automata which use only clock constraints of the form 2 ~ ¢. The very nice
following theorem then holds.

Theorem 2. Algorithm 1 is correct for diagonal-free timed automata (where the con-
stant used for the extrapolation operator is the maximum constant used in one of the
clock constraints of the automaton).

This theorem, even if it is not as general as we could expect, is aready interesting
because in many practical cases, the automata built for real systems are diagonal-free
(see as examples [HSLL97] or [BBP02]). This might explain why the bug has not been
found before. Moreover, from a theoretical point of view, every timed automaton can
be transformed into a diagonal-free timed automaton (see [BDGP98] for a proof), but
the transformation suffers from an exponential blow-up of the size of the automaton.

General Timed Automata - We have seen that it is hopelessto find a very wide class of
genera timed automata for which Algorithm 1 is correct. However, the following result
completes the puzzle.

Proposition 3 Algorithm 1iscorrect for timed automata which use no more than three
clocks (the constant used as a parameter for the extrapolation operator is for example
the product n.k where k is the maximal constant appearing in the automaton and n is
the number of clocks which is used ©).

The reason why this theorem holds for three clocks, but not for four clocks, apart from
the counter-example of Fig. 1, is that resetting clocks is similar to being in a two-
dimensional time-space, and the two-dimensional time-space has very nice properties
that one can visualize but that can not be extended to other dimensions.

5 However, this constant can be tightened, see for example [Bou02b].
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We have thus characterized in a very thin way the classes of automata for which we can
safely use Algorithm 1: if the timed automaton is diagonal-free or if it has no more than
three clocks, then we can use Algorithm 1, but if the timed automaton has both diagonal
clock constraints and more than four clocks, then we can not use safely Algorithm 1, it
may do a mistake.

6 Conclusion and Discussion

Inthis paper, we studied the forward analysis algorithm which isimplemented in several
tools. This agorithm belongs to the “basic knowledge” of all the people working on
the verification of timed systems. However, in spite of the success stories of severa
implementations of this algorithm and their applications to real case studies, we did
provethat it is not correct!

This algorithm is based on an abstraction operator, which is a very natural operator on
DBMs, the data structure used to represent zones. However, when we apply this oper-
ator, we can lose some important relations in zones, like, for example, the equality of
two differences of clocks. An aternative to this abstraction operator has to be proposed,
in order to be able to verify safely timed automata that also use diagonal constraints on
clocks. However, as said page 8, a corollary of our non-correctness result is that no
finite abstraction on zones (which transforms a zone into a larger zone) is correct for a
forward analysis. Some alternative propositions are done in [Bou02b], but it is not re-
ally satisfactory because the solutions suffer from a big combinatorics explosion. Zones
are maybe not as appropriate as what one could think for analyzing timed automata...
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drafts of this paper and Francois Laroussinie for someinteresting discussionson DBMSs.
| would also like to thank Kim G. Larsen, Emmanuel Fleury and Gerd Behrmann for
our discussions on the implementation of timed automata during our so-called UPPAAL
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