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Index Terms—D.2.1.b: Software Engineering / Requirements / change—and a conforming design model, a first complete
Specifications / Elicitation methods; D.2.10.a: Software Bgineer-  pehavioral description of the system.

ing / Design / Design concepts; 1.2.6.e: Computing Methodogies o .
/ Artificial Intelligence / Learning / Induction ; F.1.1.a: T heory The fact that target systems are often distributed compli

of Computation / Computation by Abstract Devices / Models of Cates matters considerably as combining several individua
Computation / Automata processes may easily yield realizations that handle mane th
Abstract—This paper is concerned with bridging the gap the specified scenarios, i.e., they may over-approximae th
between requirements and distributed systems. Requiremémnare system requirements, or that suffer from deadlocks. During
defined as basic message sequence charts (MSCs) specifyingip the synthesis of such distributed design models, conftjctin
tive and negative scenarios. Communicating finite-state maines o jiraments are detected and resolved. As a consequkace, t
(CFMs), i.e., finite automata that communicate via FIFO bufers, . e . .
act as system realizations. The key contribution is a genelization reqUIre.ments S.peCIflcatlon is adapted .by adding or omitting
of Angluin’s leaming algorithm for synthesizing CFMs from Scenarios. Besides, a thorough analysis of the design model
MSCs. This approach is exact—the resulting CFM precisely e.g., by means of model checking or simulation, requiresdixi
accepts the set of positive scenarions and rejects all nega errors in the requirements. Obtaining a complete and ctemgis

ones—and yields fully asynchronous implementations. Thegper ; ; ; ;
investigates for which classes of MSC languages CFMs can befSet of requirements together with a conforming design model

learned, presents an optimization technique for learning prtial 'S thqs a complex "fmd hlghly_lteratlve process.
orders, and provides substantial empirical evidence indiating This paper considers requirements that are given as mes-

the practical feasibility of the approach. sage sequence charts (MSCs). These MSCs are basic; high-
level constructs to combine MSCs by alternative, sequlentia
or repetitive composition are not considered. This yields a

) ) simple, yet still effective requirement specification faim
The software engineering development cycle starts Wil that is expressive, easy to grasp and understand. For

elicitating requirements. Requirement capturing techesof e design models we focus on distributed systems where
various nature exist. Popular requirement engineerindymebach process behaviour is described as a finite-state neachin
ods, such as the Inquiry Cycle and CREWS [36], exploifng processes exchange messages asynchronously via order-
use cases and scenarios for specifying system’s requitsmefyaserving communication channels. These communicating
Scenarios given as sequence diagrams are also at the Ngatk state machines (CFMs [13]) are commonly adopted for
of the UML (Unified Modeling Language). A scenario iSrealizing MSCs [3, 7,23-27,32, 35].

a partial fragment of the system’s behavior given as visuaIWe exploit learning algorithms [4] to synthesize CFMs

rep:jre.:,]eptatmn |nd|cat|n§r;] the system compr)lon.ents (I\I/ ﬁpt)cr;\] from requirements given as set of (positive and negativsicha
and their message exchange over time (horizontally). Thgliss | earning fits well with the incremental generation of

intuitive yet formal nature has led to a broad acceptance ¥sign models as it is feasible to infer a design model on

the softv_var_e engineering community, bOth_ In academla_ fiee basis of an initial set of scenarios, CFMs are adapted in
well as in industry. Scenarios can be positive or negativg, ,tomated manner on adding and deletion of MSCs, and
|tr)1dr|]cat.|ng either a plosspllc? desired or an unwa?]te“?ﬁsySt%'i%gnosticfeedback is provided that may guide an amendment
ehaviar, rtlespegtlve Y- ,D' e;e?]t scenanos :]og(_et EMIO  f the requirements when establishing an inconsistency of a
more comp ete escnp'u_onq the ;ysﬁer‘r}: ”e a\gort.) f' set of scenarios. The use of learning for system synthesis
R_eqwrements capturing Is typ'caY ollowed by a "Strom scenario-based requirements specifications is not new
design step of the system at hand. This step naturally ignote 4 o< been proposed by several authors, see, e.g., [46, 33,

many implementation details and aims to obtain an initigh; The main characteristics of our approach are the unique
system structure at a high level of abstraction. In case of

ySE TIgh IBVe S€ OleBmbination of:
distributed system realization this, e.g., amounts tordetee N )
which processes are to be distinguished, what their higé-le (i) positive andnegativeMSCs are naturally supported;
behaviour is, and which capacities of communication chsnndil) realized processes interafutly asynchronousty
suffice to warrant a deadlock-free process interactions THill) Synthesized CFMsprecisely exhibit the behaviour as
design phase in software engineering is highly challengimg _ SPecified by the MSCs; _ _
it concerns a complex paradigm shift between the requiremély) effective optimizations tailored tqpartial orders like
specification—a partial, overlapping and possibly incstesit MSCs.
description of the system’s behavior that is subject todapExisting learning-based synthesis techniques typicatip-c
o sider just possible and no undesired behaviours, yield syn-
B. Bollig is with ENS Cachan & CNRS

J.P. Katoen and Carsten Kern are with RWTH Aachen University ChronOUSIV .(Or partially asynChronOUS|Y) interactingqmata,-
M. Leucker is with Technical University Munich and, most importantly, suffer from the fact that synthesize
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realizations may exhibit more behaviour than specified.t Thetate machineCFMs) [13]. The former constitute an appeal-
is, the obtained realizations are in fact over-approxioreti ing and easy to understand graphical specification formalis
Technically speaking, this paper makes the following dentfThe latter, also known asiessage passing automgtdPA),
butions. We extend Angluin’s learning algorithm for infeg serve as design models for the system to learn and model the
deterministic finite automata from regular languages to cammunication behavior of distributed systems composed of
learning algorithm that allows for synthesizing CFMs fronfinite-state components.
MSC languages, i.e., sets of words that are described by a seBefore we start, let us recall some basic notation and
of MSCs. The generalized learning algorithm is described iBrminology. An alphabetis a nonempty finite set whose
detail, a general learning set-up is defined, and the coresst elements are calledctions Finite sequences of actions are
and time-complexity of our algorithm are established. Wenth elements o ~and are calledvords Sets of words are termed
consider existentially, and, respectively, universaljubded languagesand are thus subsets &f'-'For a wordw 3™
CFMs, i.e., CFMs for which some, respectively all, possibie denote bypref (w) (suC(W)) the set of all its prefixes
event orderings can be realized with finite communicatiqguffixes, respectively) including itself and the empty word
channels. It is shown that universally bounded deadlockzIWe extengprgf and sul—fo IanguagesLlJ_£|Z:|etting
free CFMs, existentially bounded CFMs with an a priofpref (L) := , pref(w) andsuC(L) := , —su(W).
fixed channel capacity, and universally-bounded weak CFNi¢e denote the powerset of a Sétby 2%,
are all learnable. We subsequently show how the memory
consumption of our algorithm can be improved using so-dalle
partial order learning. Exploiting that MSCs are in facttizar - Message Sequence Charts
orders, this approach amounts to merging rows and column# common design practice when developing communicating
(in the table used for learning) such that only congruesystems is to start with specifying scenarios to exemphgy t
prefixes and suffixes need to be stored. The correctnesssof thtended interaction of the system to bdessage sequence
modification is shown, and it is indicated by means of severeharts (MSCs) provide a prominent notion to further this
experiments that this leads to siginificant memory savingapproach. They are widely used in industry, are standatdize
These experiments are carried out with the software$onyle [29, 30], and resemble UML's sequence diagrams [5]. An MSC
[9], which implements several algorithms presented in thdepicts a single partially ordered execution sequence of a
paper. Let us summarize the user tasks of our approach: system. It consists of a collection of processes, which, in
(i) Membership queriesire posed by the learner and aréheir visual representation, are drawn as vertical lined an
mostly handled in an automated manner. A small fragwe interpreted as top-down time axes. Moreover, an arrow
ment of these queries has to be answered manually. THegm one line to a second corresponds to the communication
are calleduser queries In this case, the user has tcevents of sending and receiving a message. An example MSC
classify the presented basic MSCs as either positive isrillustrated in Fig. 1(a). The benefit of such a diagram & th
negative. one grasps its meaning at a glance. In the example scenario,
(i) Due to the high degree of automatiomquivalence messagesn; andm, are sent from process to process.
queries are rather rare. Here, the user has to cheék further messagen originates at process and is finally
whether the generated automaton is correct. To facilitateceived at]. However, one still has to reach an agreement on
this, Smyle supports testing and simulation of automatdhe system architecture, which does not necessarily emerge
In case an incorrect behaviour is detected, the user Hegm the picture. Namely, following the MSC standard, we
to provide a counterexample MSC. assume asynchronous communication: the send and receipt of
Organization of this paperSection Il introduces MSCs, @ message might happen time-delayed. More precisely, there
(several classes of) CFMs, and summarizes main realigabifis an unbounded FIFO channel in between two processes
results. Section IIl describes Angluin’s learning algomitin that allows a sender process to proceed while the message
detail. Section IV constitutes the main part of this papet ars waiting for being received. Moreover, we assume a single
extends Angluin’s learning algorithm to enable inferringMs ~ Process to be sequential: the events of one particular gsoce
(rather than deterministic finite automata). To that end, wase totally ordered in accordance with their appearanceson i
define a general learning setup and determine several CEWe axis. For example, regarding Fig. 1(a), we suppose that
classes that are learnable. Section V presents an efficief€pdingm, occurs after sending;. However, as the relative
improvement of our learning algorithm by considering norm&peed of the processes is unknown, we do not knomw,ifis
forms of equivalences classes of words generated by MSseeceived beforen, is sent. Thus, the latter two events remain
Section VI describes some case studies, and shows thaerdered.
congruence-based learning improves the memory consumptioWe conclude that, in a natural manner, an MSC can be
with a factor of up to almost 75%. The paper closes witdeen as a labeled partial order (labeled poset) over itsteven
discussing related work and an epilogue. A preliminaryieers Fig. 1(b) depicts the Hasse diagram of the labeled poset

of this paper appeared as [8]. that one would associate with the diagram from Fig. 1(a).
Its elementsdl, ..., 6 represent the endpoints of the message
Il. MSCS AND COMMUNICATING AUTOMATA arrows and are calledvents The edge relation then reflects

In this section, we introduce two fundamental conceptthe two constraints on the order of execution of the events:
message sequence cha(MSCs) andcommunicating finite- (i) events that are located on the same process line ardytotal



IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. ??, NO. MONTH YEAR 3

Stated in words, an MSC is aAct-labelled poset such
that events occurring at a single process are totally odjere
and that event is either a send or a receive event. For these
events the order is fixed. Independent events, though, can
occur in any order. Sequential observations of labeledtpose
are called linearizations. Ainearization of an Act-labeled
poset(E, [A) is any saturation of(fd a total order (51

b i.e., ej, [Z1. [Zq, , where(iy,...,in) is a permutation
(@) (b) of (1,...,n) such that, for allj,k [{L,...,n}, e;, &}
Fig. 1. MSC as a diagram (a) and as a graph (b) implies j < k. A linearizatione;, ...e;, corresponds to the

word A(ei, ) ... A(ei, ) CALt Cand, by abuse of nomenclature,

. we callA(ei,) ... A(ei,) a linearization as well. For example,
ordered, and (ii) a send event has to precede the corresgpndi

receive event. Indeed, it is reasonable to require that tHe.d,m)!(p,q, m1)!(p,q, M2)?(g, p, m1) ?(q, p, M2) ?(q, r, M)
transitive closure of constraints (i) apd (ii) is a partieder. To is a linearization of the MSC in Fig. 1(a). The set of lin-
keep track of th(_a nature of an eventin the poset representatiearizations of a labeled posdt will be denoted byLin (V).
any such event is labeled with an action. Thus, a possibéd lakp;g mapping is Cﬁpically extended towards et partial

is either ordersiLin(L) =, Lin(M).
- a send action, which is of the fortfp, g, m) meaning
thatp sends a message to g, or B. Communicating Finite-State Machines

- areceive action, which is of the forff(q,p,m) and is  \i5cs constitute a visual high-level specification fornmalis
the complementary receive action executed by progessrpey can be represented graphically and offer an intuitive

The alphabet of actions is, therefore, parametrized Rgmantics (in terms of their linearizations). On the compu-
nonempty and finite set®roc of processesand Msg of tational side, we consider automata models that reflect the
messagegsvhich we suppose to be fixed in the following. Weind of communication that is depicted in an MSC. We now
suppose|Proc| = 2. Recall that we assume an exchange @firn towards an automata model that, in a natural manner,
messages through channels. The setlwnnelsis denoted generates collections of MSCs. More precisely, it gensrate
Ch = {(p.q) [Proc x Proc | p B q}. The setAct, action sequences that follow aail-or-none law: either all
of actionsthat may be executed by processis given by |inearizations of an MSC are generated, or none of them.
Acty, = {!(p,q,m) | (p,q) [Ch and m L[ Msg} L1 A communicating finite-state machine (CFM) is a collection
{?(a.p.p4 (p.q) LCh andm [ Wsg}. Moreover, let of finite-state machines, one for each process. According to
Act = | rpyoc ACtp denote the set of all actions. Before wehe assumptions that we made for MSCs, we assume that
formally define what we understand by an MSC, let us firgommunication between these machines takes place via (a
consider generahct-labeled posets, i.e., structur@S, LLA)  priori) unbounded reliable FIFO channels. The underlying
where E is a finite set ofevents A is a labeling function system architecture is again parametrized by thePset of
of the foom E - Act, and [id a partial-order relation processes and the Setsg of messages. Recall that this gives
(it is reflexive, transitive, and antisymmetric). For prsse rise to the sefAct of actions, which will provide the transition
p [Proc, let [, = [ al(E, < Ep) be the restriction of_Ltdl  |apelings. In our automata model, the effect of executingrals
Ep := A" (Actp) (which will later be required to give rise t0 action of the formi(p, g, m) by process is to put messagm
a total order). Moreover, we define the relatibRsy CEIXE 4t the end of the channéb, q) from proces® to process.
to detect corresponding send and receive evaniSisd j if  Receive actions, written &g, p, m), are only enabled when
there are a channp, q) [.Ch and a messag® [Msg such the requested messageis found at the head of the channel

that (p,9). When enabled, its execution by procgsemoves the
- A@) =!Yp,q,m), A(J) = ?(q, p, m), and corresponding message from the channel fronp to g.
- [{i®CIAGY = Y(p, g, mY for somem“[Msg}| = It has been shown that the CFM model derived from
[P T3 AGY = 2(q, p, mY for somem™~[Msg}|. concepts explained so far has a limited expressivenessiger

That is, events andj correspond to a message exchange onpfotocols cannot be implemented without possible deadlock

if the number of messages that have been sent through chamyeCFMs, unless the model is enriched by so-caledtrol

(p, q) beforei equals the number of messages that have be@nsynchronization messagf 12]. Therefore, we extend our

received beforg. This ensures FIFO communication. alphabet wrt. a fixed infinite supply of control messades
Let ActQ contain the symbols of the fornh(p,q, (m,A))

Definition 1 (Message Sequence Chart (MSC)ANMSCis or ?(p,q,(m,A)) where I(p,q,m) L[JAct, (respectively

an Act-labeled pose(E, [, A) such that ?(p,q,m) [CActpy) and A CA. Intuitively, we tag messages
- for all p CPr a total order onEp, with some control @rmatior?\ to circumvent deadlocks.
« C=I( Lmed L1, ppoe. Lp)and Finally, let Act” = 5y o Acty.

- O HE.OICE.I jorj i.
o Cmed OF J Lmed Definition 2 (Communicating Finite-State Machine (CFM))
See Fig. 1(a) and Fig. 2 for some example MSCs. A communicating finite-state machif€FM) is a structure
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Fig. 2. Example message sequence charts
Aa Ay Ap: Aq
O
Al Aa: I(p, g, req) 2(q,p.req) | |!(q, p, ack)
\(p, q, req) Cé g)):)?(q,p, req) ©
!(p. g, req) ' ?(p. g, ack) ?(p. . req)
O
(a) (b)

Ac 1(p.q, (req, L))

'(p. 9, (req, R))

!(p. g, (req, R))

2(q, p, (req, L))

(g, p. (req, R))

2, p, (req, R))

(©) (d)
Fig. 3. Example communicating finite-state machines
A = ((Appreioc, I). For any processp [Proc, the following two inference rules. The first rule considére t
Ap = (Sp, Ap, Fp) constitutes the behavior @f where sending of a messaga from p to q and is given by

- S, is a finite set oflocal) states -
- A, CSIxAct) xS, is the finitetransition relationand (. !(p. 9. (M, N)), 55) A, and for allr € p,5¢ =5,
- Fp [S] is the set offinal states (5., !(p, g, m), (55x)) LA

Moreover, I [, 530 Sp is the set of global initial states.

wherex"= X[(p, q) := (m, A) - x((p, D)1, i.e., X"maps(p, q)
For an example CFM, consider Fig. 3(c) whdilg, R} Al to the concatenation ofm,A) and X((p,q)); for all other

Let A = ((Ap)preioc, 1) with Ay = (Sp, Ay, Fp) be channelsx™coincides withx. This rule expresses that if the

. The size ofA, denoted by|A|, is defined to be local automatomA, has a transition labeled byp, g, (m, A))

oreioc ISpl- A configuration of A gives a snapshot of moving from states, to SE then the CFMA has a transition
the current state of each process and the current charfiem s to s”where only thep component ofA changes its
contents. Thus, the set of configurat f denoted by state and the new messa@e, A) is appended to the end
Conf 5, consists of pairgs, x) with 5 T, rpgoc Sp @ global of channel(p,q). Note that the control message has been
state andx : Ch - (Msg x A)5'determining hannel abstracted away from the action that has been encountered
contents. The projection of a global ste&e 1y Sp when taking the transition. In other words, the transition i
to processp is denoted bys,. An execution of a send or labeled by an element fromct, which follows our intuition
receive action transfers the CFM from one configuration tbat elements of\ are only used for synchronization but do
another, according to thglobal transition relationof A. This not contribute to observable behavior.
transition relatior= CA_II'Cbnf 5 % Act x Conf 4 is given by The second rule is complementary and considers the receipt
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of a message: where any message is immediately received. Moreover, the
_ _ 0O action!(r, q, m) is completely independent of all the actions
(5p. 2(P. . (M, X)), 5p) [, agd for allr € p,Sr =5y that are engaged in sending/receiving the messagesr m,.

((5.%).2(p.q,m), (55X9) (a1 Thus, a CFM cannot distinguish between the above sequences

wherex((q,p)) = w - (m,A) 8 Cand xP= x[(q,p) := w]. and sequence

This rule states that if the local automatég has a transition

labeled by?(p, g, (M, A)) moving from stab?ESP to SEthen the (1.9, M) (P, 9, M) (G, P, M) 1(p. 4, M2) ?(, P M2) (G, 1, M).
CFM A has a transition frons to 55 which is labeled with Actually, !(r, g, m) can be placed at any arbitrary position with
?(p,q, m), where only thep component ofA changes its state the restriction that it has to occur before the complemgntar
and the messagen, A) is removed from the head of channeteceipt ofm. Note that the three well-formed words mentioned

@, p)- above all correspond to linearizations of the MSC from
A run of CFM A on a wordw = a;...a, [Act™ls Fig. 1(a).

a sequencep .. .Cn |:_¢0nf/_\:'0f configurations where,o To capture the closure properties of a CFM formally, we

is an initial configuration and, for every [{1,...,n}, identify labeled posets whose linearizations satisfy e

(Ci-1,ai,¢i) [—FLa_The set ofinitial configurationsis or-nonelaw, stating that either every or no linearization is
defined asl > {Xch where Xmymaps each channel ontoaccepted by a CFM. To this aim, we associate to any word
the empty word, re@enting an empty channel. The runyis= a; ...a, CAct“AnAct-labeled poseM(w) = (E, LX)
acceptingif ¢n [0 |, pgoc Fp) > {Xch i.e., each processsuch thatw is a linearization ofM(w) and a CFM cannot

is in an accepting state and all messages have been recepieinguish betweenv and all other linearizations di{(w).
yielding empty channels. Thianguageof CFM A, denoted The set of events is given by the set of positionsaini.e.,
L(A), is the set of wordsv [—Act such that there is an E = {1,...,n}. Naturally, any positiori CH is labeled with
accepting run ofA on w. aj, i.e.,A(i) = a;. It remains to fix the partial-order relatiol, 1
which reflects the dependencies between events. Clearly, we
consider those events to be dependent that are executed by th
same process or constitute the send and receipt of a message,

We callw = a; ...an CAct “With aj CACt proper if since each process acts sequentially and a message has to be

- every receive action inv is preceded by a correspond-sent before it can be received. Hence, IgfIIE}, < Ej with

ing send action, i.e., for each chann@,q) [Ch, E, as before be defined by [, iff i < j. Moreover, let
rpessagem [Msg, qﬁpreﬁxu of w, we have i Lgxg} j if there is a channe(p,q) [Gh and a message
misg [Ulpam) = owg [Ul2@a.p.my Where ula - m [Msg such that
denotes the number of occurrences of actiin the < A() =(p,q,m), A(G) = 2(q, p, M), and
word u, and - Ki%<i | A9 = !(p,q,mY for somem=[Msg}| =
- the FIFO policy is respected, i.e., fordll<i<j <n, Ki®<j I AGY = 2(q, p, mY for somem=[Msg}|.
gp,i)o(ﬂlh,mar;dzr;lld,l?izkli:ﬂllsg vEtf'\(ai =m!)(p;’0(i'sr2;){e This is similar to the definifion,0f e} in the previous
rrJ1 IZ.N’(Iqs’gp}'| 2 '|{j'js j_| N v ?.(qp,pq'm) oo paragraph. Lett = (Lmsd T rpyoc L)t To examplify
[Msg}|, we havem, = mj e these notions, consider the well-formed woxsddefined as
M LAMsg ], we havems. = ma. o ir,g,m)!(p,g,m1) (P, M2) 2(a, . M1) 2(3, p, M2) 2(q, T, M).
A—Rroper word w is—€ajled well-formed if it satisfies Fig. 1(b) depicts the Hasse diagram of thet-labeled poset
mmeg (Whip.am) = mosg [Wl2@,pm)- M(w) = (E, A). Note thatM(w) is an MSC. Indeed,

Obviously, a run of a CFM on a word only exists ifw is  we have the following two lemmas, which are considered
proper, as a receive action is only enabled if the correspgndstandard in the MSC literature (see, for example, [27]).
send message is at the head of the channel. Moreover, every
word accepted by a CFM is well-formed, as acceptance imp”fémma 1 For any MSCM, w [Tin(M) is well-formed.
empty channels.

In addition, as different processes interact asynchrdgous .
and, in general, independently, the language of a CFM mma 2 For any well-formedw lj\.CtFIM(VY) IS an
closed under a certain permutation rewriting. For exampllglgc' MoreoverM(w) and M(w? are isomorphic for all
consider a run of a CFM on the well-formed word w= LLIn V(W)

Closure Properties of CFM Languages

I(p, g, M1) '(p, 9, M2) 2(q, p, M1) 2(q, p, M) (r, g, m) 2(q, r, M) These results suggest to introduce an equivalence reélation
over well-formed words. The well-formed words and w

i.e., procesp sends a message; to procesgy, followed by are equivalent written w = w& if M(w) and M(wY are

a messagen,, whereupon process receives these messagessomorphic. Note that this holds i CLin(Qvi(wY).

in the correct order. We observe that procgssould have

received the message; before sendingn,. Indeed, any CFM | emma 3 ([3]) For any CFMA,

accepting the above action sequence will also accept the wora) L(A) consists of well-formed words only.

I(p, 9, M1) 2(q, p, M1) !(P, 4, M2) 2(d, p, M) i(r, g, m) 2(q,r,m)  b) L(A) is closed under=.
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The last claim asserts that for all well-formed wordsind the language provided the actions in an CFM are scheduled
v with u = v, we haveu [CT(A) iff v [C(A). For well- appropriately, cf. [24,25]. Formally, the notion of boudde
formed wordw, let [w]~ be the set of well-formed words CFMs is defined as follows:
that are equivalent fov—jvrt. =. For a setL of well-formed

words, let[L]= := |, fwl= be theclosureof L wrt. =. Definition 6 (Bounded CFM ([24, 27]))
The fact thatL.(A) is closed under=, allows us to assign to a) CFM A is universallyB-bounded B [N, if L(A) is a
A its set of MSCsL(A) = {M(w) | w CIKA)}. (Here, we set ofB-bounded words. It isiniversally boundedf it is
identify isomorphic structures, i.e., we consider isonfsm universallyB-bounded for som&.

classes of MSCs). This is an equivalent, visual, and mor®) CFM A is existentiallyB-boundedB [N, if, for every
compact description of the behavior of CFA Observe that w [IXA), there is aB-bounded wordv™ CIA) such
Lin(L(A)) = L(A), i.e., the linearizations of the MSCs of that w-= w.

CFM A correspond to its word language. ) ) )
A further variant of CFMs, as considered in [3, 32, 35], does

C. Deadlock-F Bounded. and Weak CEM not allow for sending control information with a message.
- Deadlock-rree, bounded, and Wea S Moreover, they have a single global initial state:

In distributed computations, the notions of determinism,
deadlock and bounded channels play an important role [Befinition 7 (Weak CFM) A CFM A = ((Ap)p reioc, 1) is
25, 26]. Roughly speaking, a CFM is deterministic if evergalled weak if
possible execution allows for at most one run; it is deadlock . [1]=1and

free if any run can be extended towards an accepting one. . for every two transitiong(ss, !(p, ¢, (M1, A1)),sD and

o S (s2,1(p, 4, (M2, A2)), S5), we haveh; = A,.
Definition 3 (Deterministic CFM) A° CFM A =

((Ap)p resoc, 1) with Ay = (Sp, Ap, Fp) is deterministicif, Note .that the_ second item reg_uires that only one message
for all p CHroc, A, satisfies the following two conditions:from A'is used in the CFM. Intuitively, we could say that no

(i) If we have both(s,!(p,q, (M, A1)),s1) [, and synchronization message is used at all, as a weak CFM cannot
(s,'(p,q, (M, A2)),S2) A, thenAy = A2 ands; = s». distinguish between several messages.

(i) If we have both (s,?(p,q,(m,A)),s;) L[, and
(s,2(p, 9, (M, N)), s2) [, thens; = s,. Example 1 Consider the weak CFM#\, and A, depicted

in Fig. 3(a) and (b), respectively, which do not use control
The CFMs from Fig. 3(a) and (b) are deterministic whereasessages (recall that, formally, there is no distinction be
the CFM from Fig. 3(c) is not. tween control messages). The CFEA, represents a simple

producer-consumer protocol, whereds, specifies a part of
Definition 4 (Deadlock-free CFM ([26])) A CFM A is the alternating-bit protocol. Two scenarios that demoatstra
deadlock-fref, for all w [Act —and all runsy of A onw, possible behavior of these systems are given by the MSCs
there existw™ CAct —and y” [ donf 5 such thatyyis an M, and M, from Fig. 2(a) and (b), respectively. Indeed,
accepting run ofA on ww" M, [CI(A;) and My [CI(Ap) (thus, Lin(Mg) [CTI(A)

and Lin(Myp) [II(Ap)). Observe thatA, is deterministic,

The CFMs from Fig. 3(a_), (b_) and (c) are deqdlock-free. ngistentiallyl-bounded, and deadlock-free. It is not universally
that, however, the CFM in Fig. 3(c) will contain a deadlock i ounded as process can potentially send arbitrarily many

the control messages L and R were omitted. messages to procegdefore any of these messages is received.

W? oli]tain anor':her e;shsentialla res;ric;ion Of_C';MS if WEh contrast,Ap is universally bounded (witnessed by the bound
require t at.any channel has a bounde capacity,Bay.N. B = 3) and also existentially 1-bounded. As stated before, it
Towards this notion, we first define when a word Bs i i< deterministic and deadlock-free

bounded. The CFM A (cf. Fig. 3(c)), which is existentiallyl-
_ bounded, deadlock-free, and not deterministic, descrthes

Definition 5 (B—bounded word) Le_t B LIN. Word w I:Isystem that is depicted informally in Fig. 3(d) in terms of

éﬁt ?igét;ounded if, for any prefix of w and any(p, q) ] high-level MSC: MSCs fromL(A;) start with sending

1 a request message from to g, followed by an arbitrary
0 < [Ulip.q.m) — [ulo@p.my = B. sequence of further requests, which are sent fpta ¢, and
m (Vb o m (Vb o acknowledgments, sent fromto p. Note thatA. employs

. L ) ) control messages to avoid deadlocks. The idea islthand R
This notion is extended to MSCs in the following way. MSG,

; i S inform the communication partner about which of the nodes
M is calledunlversaIIyB—bqunde_df all words in L_m(l_\/l) are .t the bottom (left or right) is envisaged next.
B-bounded. MSCM s existentially B-boundedif Lin(M)
contains at least on8-bounded word. Similar notions are For weak CFMsA, we can identify another closure prop-
adopted for CFMs, except that for existentially-boundesne erty. Consider Fig. 4. IL(A) subsumes the linearizations of
it is required that for every wordi of the language, an the MSCsM; and My, then those oM3 will be contained in
equivalentword v = u exists that iB-bounded. The intuition L(A) as well, as the bilateral interaction between the processes
is that bounded channels suffice to accept representativessocompletely independent. Formally, we define the infeeenc
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M1: M2: M3:
m m m m
L

TABLE |
ANGLUIN’S ALGORITHM L ™

HE):
1 u:={031V : :={ T is defined nowhere
Fig. 4. Some MSCs 2 T-UpDATK();
i 3 repeat
relationfE [C2A°1 x Act t4s follows: given a set of well- 4 while (T, U, V) is not (closed and consistent)
do

formed words and a well-formed wowd, L |= w if, for every
p [Hroc, there isu [0 such thatu | p = w | p. Here,
(w T p) Iﬂctpcblenotes the projection off onto actions of
processp. Indeed,L(A) is closed undet=, i.e., L(A) Fw

if (T,U,V) is not consistenthen
find u,u“[Mla C3,v [V st
row (u) = row (uY and
row (ua)(v) & row (utd)(v);
V =V [{av};

-
QOoO~NO O

impliesw [CTKA). 11
A stronger notion, which is satisfied by any weak deadlockq>
free CFM is as follows. Let. [Att“be a set of well-formed 13

T-UPDATKE();
if (T,U,V) is not closedthen
find u [l a =1 such thatrow (ua) & row (uY

words and leu be a proper word (i.e., it is the prefix of some 14 for all uE'I:UJ;.
well-formed word). We writd_ |:df u if, for everyp [Pkoc, %g EFJ-UZIDI;JATIE(?]'ja}’
there isw [TIsuch thatu | gf is a prejfix ofw [ p. Language 17 /T, U, V) is both closed and consistent, henttgr 1. vy
L CAtt s closed undeE" if L E w implies thatw is 18 can be derivedZ]
a prefix of some word irL. 19 perform equivalence test fdfl (1 i vy;
20 if equivalence test failshen
21 get counterexamplev;
Lemma 4 ([3,32]) Let A be a weak CFM. 22 U :=U [Cptef (w);
. 23 T-UPDATE();
a) L(A) is closed undef=. af 24  until equivalence test succeeds
b) If A is deadlock-free, thet.(A) is closed undef="". 25 retumn Hrpvy;

TABLE I
. FUNCTION FOR UPDATING TABLE FUNCTION INL =
Implementability Issues

Next, we collect known results on the relationship betweenuprpare():

regular languages ovekct and CFM languages. 1 for w (W CUX)V such thafT (w) is not defined
2 T (w) := getClassificationFromTeacher (w);

Theorem 1 LetL [CAtt“be a set of well-formed words that

is closed under=, and letB [CIN. We have the following

equivalences: 1.
In the previous sections, we formalized the notions of sce-

narios, or MSCs, and design models, i.e., CFMs. It remains to

introduce the key concept of our synthesis approsedming

L EARNING REGULAR LANGUAGES

a)l) L is regular.
2) There is a universally bounded CF® with L = L(A).
3) There is a deterministic universally bounded CFM

with L = L(A). design models from given scenarios.
4) There is a universally bounded deadlock-free CPM  Angluin’s well-known algorithm I*H4] learns a determin-
with L = L(A). istic finite automaton (DFA) by querying for certain words

b)1) The set{w [O|w is B-bounded is regular, and for whether they should be accepted or rejected by the automaton
all w L1 there is aB-bounded Wordewith'W:WD_ in question. In this section, we recall the algorithm and

2) There is an existentiallf3-bounded CFMA with L = generalize it towards learning objects that canrdymesented
L(A). by DFA in a way made precise shortly. This extension allows

. us to learn various classes of CFMs, as described in the
c)1) L is regular and closed undge.

) . . __ previous section.
2) [r(lzr)e is a universally bounded weak CRMwith L = Let us first recall some basic definitions. L&t be an

. o alphabet. A deterministic finite automaton (DFA) ovEris
d)1) L is regular, closed undef, and closed undef="". 3 tupleB = (Q, o, 3, F), whereQ is its finite set ofstates
2) There is a deterministic universally bounded deadlochb [Q is theinitial state 3 : Q x = — Q is its transition
free weak CFMA with L = L(A). function andF [Qlis the set offinal states The language
In all four cases, all directions are effective whekeis L(B) of B is defined asL(B) = {w [A3(qo,w) CH}
assumed to be given as a finite automaton. whered : Q x ==L, Q is the extension od to words, i.e.,
0(q, DJ= w andd(q, aw) = 3(8(q, a), w). Due to well-known
The equivalences “1} 2) = 3)” in Theorem 1la) go back automata-theoretic results, every DFA can be transformied i
to [27], the equivalence “1)} 4)" to [7]. Theorem 1b) is due a unique (up to isomorphism), equivalent, minimal DFA,,i.e.
to [24]. Finally, Theorems 1c) and 1d) can be attributed to [Baving a minimal number of states.
32]. Angluin’s algorithm L™learns or infers a minimal DFA



IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. ??, NO. MONTH YEAR

Teacher

mevmbership query:
w [
yes/no answer

Learner

if closed and consistent:
equivalence query

yes or L(H) =L
counterexample

w LA\ L(H)) C(H)\ L)

Oracle

Fig. 5. Components of £and their interaction

for a given regular language. In the algorithm, a so-called
Learner, who initially knows nothing aboutL, is trying to
learn a DFAB such thatL(B) = L. To this end, it asks
repeatedly queries of @eacher and anOracle!, who both
know L. There are two kinds of queries (cf. Fig. 5):

- A membership quergonsists in asking th&eacher if a
word w [=1™s in L.

- An equivalence queryconsists in asking théracle
whether ahypothesizedFA H is correct, i.e., whether
L(H) = L. The Oracle answersyesif H is correct, or
supplies a counterexample drawn from the symmetric
difference ofL and L(H).

TheLearner maintains a prefix-closed set [>1-df words

that are candidates for identifying states, and a suffisedo

the learning procedure is completed. Otherwise, the retirn
counterexamples is processed by adding every prefix of
(includingu) to U, extendingJ > accordingly, and subsequent
membership queries are performed in order to make the table
closed and consistent, whereupon a new hypothesized DFA is
constructed, etc. (cf. Fig. 5).

The pseudo code of 'tis given in Table I, supplemented
by Table I, which contains the table-update function whigh
invoked whenever th&eacher is supposed to classify a word.

Theorem 2 ([4]) Under the assumption thateacher classi-
fies/provides words in conformance with a regular langubge
over %, invoking L (%) eventually returns the minimal DFA
over X recognizingL. If n is the number of states of this
DFA and m is the size of the largest counterexample, then
the number of membership queries isQ{|=| - m - n?) and
the maximal number of equivalence queriesisThe overall
running time is polynomial irm and n.

Example 2 Assume> = {a,b} and letL = {w I
[W|a = [w]|p andw = uv implies|u|, < |u]a < |u|p + 2}, i.e.,
for any word ofL, every prefix has at least as maa'g asb’s
and at most two mora’s thanb’s. Moreover, the number of
a’s in the whole word is equal to the numbert$. Clearly,
L is a regular language ovek. Let us illustrate how the
minimal DFA forL is learned usind-~"Fig. 6 shows several
tables that are computed while learniing The first table is

setV [>1-bf words that are used to distinguish such statesiitialized for U = {FlandV = {[J A table entryT (uv)

The setsU andV are increased on demand. Thearner
makes membership queries for all words(th CUIX)V, and
organizes the results intotable T = (T, U, V) where func-
tion T maps eachv (W [UR)V to an element fror§+, —}
where parity+ representacceptedand — not acceptedFor
word u [ [CUZ, let functionrow(u) : V - {+,—} be
given by row (u)(v) = T (uv). Such function is called sow
of T.

The following properties of a table are relevant. Tablés

- closed if for all u anda [=there isu™ [ such

that row (ua) = row (u9, and
- consistentif for all u,u~Tlanda [=] row (u) = row (u"
implies row (ua) = row (u4).

If T is not closed, there exist&s 3 such thatrow(ua) &
row(u for all u™ CW. In this case, we moveia to U
and ask membership queries for evarghv with b X
andv [Y. Likewise, if T
u,u” [0, a 3 andv [V such thatrow(u) = row (uY
and row (ua)(v) 8 row(ud)(v). Then we addav to V and
ask membership queries for evemav with u [0 [CUX.
If table T is closed and consistent, thearner constructs a
hypothesized DFAHT = (Q, 9o, 9, F), where

- Q ={row(u) | u U} with qo the rowrow (D]

- 0 is defined byd(row (u),a) = row(ua), and

- F={r Q| r(QJ= +}.
The Learner subsequently submitély as an equivalence
guery asking whethdr(H+y ) = L. If the answer is affirmative,

IWe want to explicitly distinguish between membership (i.easy to
answer) and equivalence (i.e., more difficult to answeryigae Conceptually,
there is no reason for differentiating between them.

is not consistent, there exist

with u Ul [UX andv [V has parity+ if uv CIdand —,
otherwise. For example, consider Figi)6 According to the
definition ofL, the empty word_ik contained inL and, thus,
T (DJ= row(D{DI1= +. In contrast,a andb are not inL, so
that T (a) = T (b) = row(a)(DI= row (b)(DI= —.

This table is not closed as, e.ggw(a) & row (u) for all
u 0. Hence,U has to be extended by addirag which
invokes additional membership queries. The resultingetatfl
Fig. 6ii) is closed and consistent and the learner presents the
hypothesis automatohl;, which, however, does not conform
to the target languagé, as, e.g.pb [CT(H;) \ L. Therefore,
bb and its prefixes are added td.

The obtained table (Fig. iéi)) is not consistent, as
row (a)(DJ= row (b)(DJ= — but row (aaY(DIE row (adY(DJ
To resolve this conflict a column is added to the table, i.e.,
VE=Vv [{a% whereawas the conflicting suffix.

Some steps later, the algorithm comes up wip (cf.
Fig. 6vi)), which indeed recognizds, i.e., L(H3) = L, so
that the learning procedure finally halts.

IV. LEARNING COMMUNICATING FINITE-STATE
MACHINES

In this section, we intend to give a learning approach torinfe
CFMs from example scenarios that are provided as MSCs. Let
us first settle on a user profile, i.e., on some reasonable as-
sumptions about the teacher/oracle that an inferenceitdgor
should respect:

- The user can fix some system characteristics. For exam-

ple, she might require her system to be deadlock-free,
deterministic, or universally bounded.
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b b | bb
D%I’ [} + | = [} + |- |-
—— a — |+ a — |+ | =
i) v % * O Of b b ~|- b S
u.-z | - o[+ O+|- bb ol bb - --
closed: No a |- a | =+ aa | T aa |t
f . b - b ol B aab — |+ aab -+ | =
consistent: Yes
h | — . bb | — | — aabb |+ | — . aabb |+ | — | —
1) Taa | — V) aa | — |- Y +] = D b +|=1-
ot ab |+ ab |+ |— ba - |- ba | ==
1l = ba | — ba |— |- bba | — |- bba | —|—|—
v B bba | — bba | — | — bbb | — | — bbb | — | —| —
i) |:%—L_— bbb | — bbb | — | — aaa - | = aaa - ==
- closed: Yes closed: Yes aaba | — | — aaba | — | — |+
Uu.-z aaj - consistent; No consistent: Yes aabba | — | + aabba | — | + | —
ab | + aabbh | — aabbb | — | — | —
cIosgd: Yes closed: Yes closed: Yes
consistent. Yes consistent: No consistent: Yes
e
jomos"
b
counterex.bb counterex.aabb ~
bb LK H,) aabb ITH,) ab
bb ILLXB) aabb [LYB) L(Hs) = L(B)

Fig. 6. An example of an Efun

- She can decide if a given scenario in terms of an MSC  |=, and |:df.
is desired or unwanted, thus classify it as positive &fyards learning CFMs, a naive idea would now be to infer,

negative, respectively. _ _ by means of I, 'a regular word language that can be translated
- She can accept or reject a given system and, in the lafigfy 3 CFM according to Theorem 1. The user then has
case, come up with an MSC counterexample. to classify arbitrary words over the alphabet of actions and

Roughly speaking, the user activity should restrict to silas to deal with hypotheses that have nothing in common with
fying and providing MSCs. In contrast, we do not assum@SC languages. These activities, however, do not match our
that the user can determine if a given system correspondsyter profile. Moreover, the user will be confronted with an
the desired system characteristics. Apart from the fact th&erwhelming number of membership and equivalence queries
this would be too time consuming as a manual process, t@it could actually be answered automatically. In fact,dsor
user often lacks the necessary expertise. Moreover, théewhat do not match an execution of a CFM and hypotheses
learning process would get stuck if the user was confront@tht do not correspond to a CFM could be systematically
with a hypothesis that does not match her requirements, bgfected, without bothering the user. The main principle of
cannot come up with an MSC that is causal for this violatiopur solution will, therefore, be an interface between therus
(this is particularly difficult if the system is required t@b and the program (i.e., the learner) that is based on MSCs only
deadlock-free). So we would like to come up with somg other words, the only objects that the user gets to see are
guidedapproach that “converges” against a system satisfyingSCs that need to be classified, and CFMs that might already
the requirements. correspond to a desired design model. On the one hand, this
The core ingredient of an inference algorithm that matchescilitates the user activities. On the other hand, we obtai
our user profile shall be the algorithnEwhich synthesizes substantial reduction of membership and equivalence esieri
a minimal DFA from examples given as words. To build @he latter will be underpinned, in Section VI, by a practical
bridge from regular word languages to CFMs, we make us@aluation (cf. Table V).
of Theorem 1 (page 7), which reveals strong relationshipsNow let us turn to our adapted inference algorithm. Its core
between CFMs and regular word languages over theAset ill indeed be L"’While L=tHoes not differentiate between
of actions. More specifically, it asserts that one can syitkee words over a given alphabet, however, Theorem 1 indicates
- adeterministic universally-bounded CFivom a regular that we need to consider a suitable doman [Act™

set of well-formed words that is closed under containing only well-formed words. Secondly, certain riest
- auniversally-bounded deadlock-free CHkbdm a regular tions have to be imposed such that any synthesized CFM
set of well-formed words that is closed under recognizes a regular subset Bf. For universally-bounded

- an existentiallyB-bounded CFMfrom a regular set of (deadlock-free) CFMs, this might be the class of all well-
well-formed B-bounded words that is closed under théormed words, whereas for existentialB-bounded CFMs
restriction of= to B-bounded words, and only regular languages dB-bounded words are suitable. In

- a universally-bounded deadlock-free weak CHMmM a other words, we have to ensure that regular word languages ar
regular set of well-formed words that is closed undger learned that contain words fro@ only. As for any CFMA,
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L(A) is closed under=, the regular subsets @ in addition Let us now generalize Angluin’s algorithm to cope with
have to be closed under; more precisely, the restriction ef the extended setting, and I@D, [, Synth) be a learning setup

to words fromD. Similarly, to infer a weak or deadlock-freefor some class® of CFMs. The main changes in Angluin’s
CFM, we need a regular word language that is closed unddgorithm concern the processing of membership queries as
[=. In our learning setup, this will be captured by a relatiowell as the treatment of hypotheses. For the following de-
128 =< 2P wherel; I, intuitively means thak_; requires scription, we refer to Table I, depicting the pseudo code
at least one word front,. It is not difficult to see that this of ExTENDED-L Sour extension of EZand Table IV which
relation suffices to cover the inference relatign and as will contains a modified table-update function that is invoked by

be shown later, it can be used to captp:gf as well. this extension of L}
Let Rminora(D, D be the class of minimal DFA that rec- The Teacher will provide/classify MSCs rather than words.
ognize a languagk [Dilsatisfying Moreover, the equivalence test will be performed, by the
- L is closed underp := = n (D x D), and Oracle, on the basis of a CFM rather than on the basis of a
- L is closed underdle., (Ly [, CIk [L) implies DFA. The Oracle will also provide counterexamples in terms
Lnl, 8 [ of MSCs.

A learning algorithm tailored to CFMs is now based on the To undertake an equivalence test, knowledge of the target

notion of alearning setugfor a class of CFMs, which providesmOdel is required as in every other learning based technique
instantiations oD and [ for inferring design models. Simulating and testing arespos

bilities to converge to a correct system implementatiorthin
Definition 8 (Learning Setup) Let @ be a class of CFMs. A implementation of our approach [9] we provide such means
learning setugfor ¢ is a triple (D, [ Synth) where to ease the user's burden. .
- D [CAtt"thedomain is a set of well-formed words, To.reahze these changes, we exploit a new _table—update
- 2P x 20 such thatl; L, implies (L; is finite, functlt_)n EXTE.NDED-T—l.JPDATE(Cf. Table IV).Thereln,_mem—
L, & [ChndL, is decidable), _bershlp_ queries are flltereq: a queny [I]ZI:D is considered
- synth : Rminora(D, 1 € is the computableynthesis |mmed|ately as nega_tlve, without presenting it to mche_r
function such that, for each CFMA [@] there isB I:Ig!nels 2’3)'t F?ﬁe_?_ W';h a(queny”IZﬂ?, the MSCM(),W)H'_S
_ ; — — ; isplayed to theTeacher (we call this auser query. His
Aminoea(D, DWth [L(B)]~ = L(synth(8)) = L(A) (in verdict will then determine the table entry far(line 9). Once
particular, synth is injective). :
a user query has been processed for a worfl 1, queries
The final constraint asserts that for any CFM in the w“[W]~, must be answered equivalently. They are thus not
considered class of CFMs, a minimal DR\ exists (in the forwarded to theTeacher (lines 6, 7). Therefore, MSCs that
corresponding class of DFAS) recognizing the same wohgve already been classified are memorized in #sef (line
language a#\ modulo=. 10).

Given the kind of learning setup that we will consider, we Once tablel is closed and consistent, a hypothesized DFA
now discuss some necessary changes to the algorithrh Hy is determined as usual. We then proceed as follows (cf.
As L™orks within the class of arbitrary DFA ovehct, Table llI):
conjectures may be proposed whose languages are not subsety If L(Hy) @D, compute a wordw [L(Ht) \
of D, or violate the closure properties ferand [{dr both). To D and modify the tableT accordingly by invoking
avoid the generation of such incorrect hypothesized autmma EXTENDED-T-UPDATE (lines 18-22).
the language inclusion problem (is the language of a given2) If L(Hy) [ but L(Ht) is not closed underp,
DFA included inD?) and the closure properties in question computew, w™ [ such thatw =p wt w CI(H7),

are required to beonstructively decidableThis means that andwPITT(H+ ); perform the membership queries for
each of these problems is decidable and that in case of a [w]~. As these queries are asked in terms of an MSC by
negative result, aasonof its failure, i.e., a counterexample, displayingM(w) to the Teacher, it is guaranteed that
can be computed. Accordingly, we require that the following they are answered uniformly (lines 24-28).
properties hold for DFAB over Act: 3) If L(Ht) is the union of=p-equivalence classes but
(D1) The problem whethet.(B) [ is decidable and if not closed under,_tompute(L,,L,) [ Such that
L(B) Dl one can compute some [LI(B) \ D. We L; CIXHy) andL(Ht) n L, = G Jperform mem-
then say thatNcLUsION(D) is constructively decidable bership queries for every word froin; (displaying the
(D2) If L(B) [, it is decidable whetheL(B) is closed corresponding MSCs to theeacher); if all these mem-
under=p. If not, one can computes, w~ [ such that bership queries are answered positively, Tieacher is
w =p w5 w [I¥B), andw"IIT¥B). We then say that asked to specify an MSC that comes with a linearization
the problem BCLOSURHED) is constructively decidable w from L,. The wordw will be declared “positive”.
(D3) If L(B) [ is closed under=p, it is decidable Recall thatlL, is a decidable language (and we assume
whetherL(B) is closed undei__IF not, one can compute that the decision algorithm is available) so that all MSCs

(L1,Ly) [ (hereby,L, shall be given in terms of a M with Lin(M) n L, E [Cdan be enumerated until a
decision algorithm that checks a word for membership)  suitable MSC is selected (lines 30—-41).

such thatlL; [CL(B) andL(B) n L, = [CWe then say If, for a hypothesized DFAHt, we havelL(Ht) [CDl, and
that INFCLOSURE(D, [)is constructively decidable L(H+) is closed under botk=p and [,ihen an equivalence
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query is performed osynth(Hy), the CFM that is synthe- Proof: Let € denote the class of deterministic universally-
sized from the hypothesized DFA. In case a counterexamjpleunded CFMs. To show thaf is learnable, we need to
MSC M is provided, the table has to be complementedtermine a learning sety®, L synth) for ¢. First observe
accordingly by a linearization d¥l (lines 43-50). Otherwise, that|= needs not be instantiated for this class (cf. Theorem 1a).
synth(H+) is returned as the desired CFM (lines 51, 52). Let D be the set of well-formed words ovéxct. By Theo-
rem 1a), there is a computable mappsygth that transforms

Theorem 3 Let ¢ be a class of CFMs, le(D, [Synth) be any regular set. of well-formed words that is closed under
a learning setup for¢, and let A Q. If the Teacher =D = = (say, giveninterms of afinite automaton) into a CFM
classifies/provides MSCs in conformance wiitfA), then in- 4 such thatl.(A) = L. To show thai(D, [,Synth) is indeed
vokingExTENDED-L 5D, [sinth) eventually returns a CFM @ learning setup, it remains to establish that the problems
AT Tlsuch thatL(AJ = L(A). INcLUSION(D), EQCLOSURE(D), and NFCLOSURED, )1
are constructively decidable. Decidability afi¢LusioN(D)

Proof: We fix a class¢ of CFMs and a learning setupand EQCLOSURE(D) has been shown in [27]. For DFA, these

(D, CSynth) for ¢. Moreover, letA [@l By the definition problems are actually solvable in linear time. The decilitstbi

of a learning setup, there exists a DB\ CRminpra(D, D1 of INFCLOSURE(D, [)is trivial. []
with [L(B)]= = L(synth(B)) = L(A). We suppose that Together with Theorem 1a), we immediately obtain the
Teacher classifies/provides MSCs in accordance wifA) = learnability of two subclasses:

L(synth(B)). On invoking EXTENDED-L XD, [ synth), a

word w [C(U [UAct)V is classified by the table functionCorollary 1 Deterministic universally-bounded CFMs and

T depending on whethew [CID and M(w) [IL(A) = universally-bounded deadlock-free CFMs are learnable.

L(synth(B)). More precisely,T (w) = + iff w CL}(B), i.e.,

we actually perform ['and theTeacher acts in conformance Now let us have a closer look at the complexity of our

with L(B). The differences to the basic version of Angluin’algorithm, when it is instantiated with the learning setbptt

algorithm are that (i) not every hypotheditr yv) is for- we developed in the proof of Theorem 4. In the best case,

warded to theTeacher (in that case, counterexamples camwe start with a deterministic CFM. In the following, let

be generated automatically), and (ii) we may add, in lineienote the maximal number of events of an MSC that is either

27 and 33, several words (and its prefixes) to the table @ovided or to be classified by the usdrécher or Oracle).

one go. This is, however, a modification that preserves the

validity of Theorem 2. Consequently, when the equivalenggheorem 5 Let ¢ be the class of deterministic universally-

test succeeds (line 51), then the algorithm outputs a CHdbunded CFMs and leA [@lbe universallyB-bounded. The

A= synth(Hr u,v)) with L(AY = L(A). B number of equivalence queries needed to infer a G&NLC]
with L(A) = L(AT is at most(|A|-|Msg |+ 1)B-IProcl®+|Proc|

Definition 9 (Learnability of classes of CFMs) Class ¢ of Moreover, the number of membership queries and the overall

CFMs islearnableif there is a learning setup foe. running time is polynomial ifA|, [Msg|, and m, and it is
exponential in|Proc| and B.

The sequel of this section is devoted to identify learnable

classes of CFMs. To this purpose, we have to determine a Proof: SupposeA [ is the input CFM. Without loss
learning setup for each class. of generality, we assume that the synchronization messages

from A that are used iPA are precisely the local states of
A note on the complexity. The total running time of the A Then, the number of states of the unique minimal DA

extended algorithm can only be considered wrt. a concré@UisfyingL(synth(B)) = L(A) is bounded byC = |A|lProct.
learning setup. In particular, it heavily depends on the corfiMsg| - |A| + 1)B1Pr". The first factor is the number of
plexity of the synthesis of a CFM from a given minimal DFAglobal states ofA, whereas the second factor contributes the
which tends to be very high. When studying this issue belod¢mber of possible channel conten{Mgg| - |A| being the
for several learning setups, we will therefore assume that BUmber of messages). Hend@, constitutes an upper bound
equivalence check is performed on the basis of the mininf@f the number of equivalence queries. We will now calculate
DFA itself rather than on a synthesized CFM (cf. line 41 number of membership queries, which is bounded by the
in Table 11). This lowers the running time of the algorithmsize of the table that we obtain when the algorithm termiate
considerably and, at the same time, is a reasonable assumpi)ote first that the size oct is bounded by2|Proc|? - [Msg].

as in all learning setups we provide below, the minimal DFRUrNG a run of the algorithm, the size &f is bounded by
faithfully simulates all executions of the synthesized Cfig  C, @s the execution of program line 9 always comes with
to a channel bound when considering the case of existenf&§ating a new state. The détcan increase at mo§t-times,

bounds). So let us in the following assume the synthed®0. The number of words that are addedXan line 21 can
function to need constant time. be bounded bgC. The length of wordsv andw as added in

We can now state our first learnability result: line 27 can likewise be bounded BZ. The number of words
added in line 47 depends on the size of a counterexample that
is provided by theOracle. Note that lines 33 and 38 are of

Theorem 4 Universally-bounded CFMs are learnable. no importance here because, as mentioned befomas not
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TABLE Il
THE EXTENSION OFANGLUIN’S ALGORITHM

EXTENDED-L M, [ Synth):
1 U:={3V :={3 Tis defined nowhere

2 Pool := 1
3 EXTENDED-T-UPDATK);
4 repeat
g while (T, U, V) is not (closed and consistent)
do
7 if (T,U,V) is not consistenthen
8 find u, u”Jla CAkt, andv [V such thatrow (u) = row (uY and row (ua)(v) & row (ut)(v);
9 V =V Hav},
10 EXTENDED-T-UPDATK);
11 if (T,U,V) is not closedthen
12 find u Ul anda Akt such thatrow (ua) & row (uY for all u=CaL;
13 U :=U [{ma};
14 EXTENDED-T-UPDATH);
15 /T, U,V) is both closed and consistefif]
16 H:= H(TA,UA,V);
17 /Cdheck closedness properties ferp and [
18 if L(H) I
19 then
20 computew [IXH)\D;
21 U :=U LCptef (w);
22 EXTENDED-T-UPDATK);
23 else
24 if L(H) is not =p -closed
25 then
26 computew, w2 such thatw =p whl'w CIXH), andw ITYH);
27 U := U LCptef (w) Cpief (W5;
28 EXTENDED-T-UPDATE();
29 else
30 if L(H) is not [=dosed
31 then
32 compute(L1, L) [CIIslch thatl; CI{H) andL(H) n L, = 1
33 U :=U LCptef (L1);
34 EXTENDED-T-UPDATH);
35 if T(w) =+ for allw L} then
36 M := getMSCFromTeacher (L2);
37 choosew [CLin(M) n Lo;
38 U :=U LCptef (w);
39 T(w) = +;
40 Pool := Pool C{M};
41 EXTENDED-T-UPDATH));
42 else
43 do equivalence test faynth(Hr, . v);
44 if equivalence test failthen
45 counterexamplé\l is provided, classified agarity C{#, —};
46 choosew [CLin(M) n D;
47 U :=U LCptef (w);
48 T (w) := parity;
49 Pool := Pool CL{M};
50 EXTENDED-T-UPDATH));

51 until equivalence test succeeds
52 return synth(H);

instantiated for this learning setup. Summarizing, the Inem (deadlock-free) CFMs and leA [ be universallyB-

of membership queries is i@((C3 + mC?) - |Act|). As for bounded. The number of equivalence queries needed to in-
a given minimal DFAH, one can detect in polynomial timefer a CFM AY ¥ with L(A) = L(AY is at most

if L(H) [Dland if L(H) is =p-closed, the overall running 2(|A|'|MSQ|+1)B"Proc‘zﬂproc‘_ Moreover, the number of member-

time of the algorithm is polynomial ifMsg|, m, and|A|, and  ship queries and the overall running time is polynomial in

it is exponential in[Proc| andB. B m, exponential inA] and |[Msg|, and doubly exponential in
The following theorem states that the complexity is highgproc| and B.

when we act on the assumption that the CFM to learn is non-
deterministic. Proof: We follow the proof of Theorem 5. A#\ can

be non-deterministic, however, we have to start from the
Theorem 6 Let ¢ be the class of universally-boundedassumption that the number of states of the unique minimal
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UPDATE THEIAABBLLEE,\I,VEXTENDED_LCI a clash in terms of productive statess™ [® such that
8(s, '(p,a,m)) = s”and X< ((p,q)) & m - Xs((p,q)) gives
EXTENDED-T-UPDATE(): rise to a path from the initial state to a final state via the
1 for w CQU CUACt)V such thafT (w) is not defined transition (s, !(p, g, m), sY that is labeled with a non-well-
2 ifw@o formed word. This word then acts as a counterexample. Thus,
2 ”}en T.f(J"v"[) = | INcLUSION(D) is constructively decidable.
5 ese | the(,\:v) > To show decidability of BCLOSURE(D), consider a further
6 choosew P [[W]~,, such thatT (w5 is defined (decidable) property:
; elSTe(W) =TW; 4) Supposé(s,a) = s andd(s1,b) = s, with a [Act,
9 T (w) := getClassificationFromTeacher (M(w)); andb LAct, for somep, q [Proc satisfyingp & g. If
10 Pool := Pool [{M(W)}; not (Ixs((d, 9| = B andb = (g, q"7m) for someq"~ [

Proc and m [CWsg) and, moreover(a = !(p,q, m)
andb = ?(q,p, m) for somem [CMsg) implies0 <
IXs((p, @))], then there exists a stagg’ [Q such that
3(s,b) = sPandd(s a) = s,.
This diamondproperty describes in which case two successive
Theorem 7 For B [N, existentiallyB-bounded CFMs are actionsa andb may be permuted. It follows that the de(B)
learnable. of well-formed words is closed undetp iff condition 4)
. . holds. This is thanks to the fact that we deal with a determin-
calr_le|t3r%vti)((;etgelecz:l?i;g;)st?[(Lljspte:Jfril%r;g?ufr:)dregu ngls.th\/eVe istic automaton. In case 4) is violated, ietandw"be words

. . . i . of the formuabv and ubav, respectively. These words prove
number of equivalence queries needed to infer an eX'St@m'a}hatL(B) is not closed underp. Thus, FXCLOSURE(D) is

B-bounded SEM@E‘P? with L(A) = L(A7 is at most constructively decidable. Note that botkdLusioNn(D) and
204l IMsgl D) - Moreover, the number of member£,c osurg(D) are actually solvable in linear time.
ship queries and the overall running time are polynomial in T4 establish the bounds on the overall running time and on
m, exponential infMsg| and |A|, and doubly exponential in the number of equivalence and membership queries, we refer
B and|Proc|. to the considerations in the proofs of Theorems 4 and m.
Proof: To obtain a learning setufD, [,synth) for ¢, o )

let D be the set oB-bounded well-formed words ovexct. 1heorem 8 Deterministic universally bounded deadlock-free
As in the previous proof, (i not needed, i.e., we sdf_]1Weak CFMs are learnable.
to be [IBy Theorem 1c), there is a computable mapping Let € be the class of deterministic universally-bounded
synth that transforms any regular skt of B-bounded well- deadlock-free weak CFMs. We can provide a learning setup
formed words that is closed underp into a CFM A with  such that, for all universallyB-bounded CFMsA [@, the
L(A) = [L]=. In order to show tha(D, [ dynth) is a learning number of equivalence queries needed to infer an equivalent
setup it remains to show that the problemgLusion(D) and CFM AP [@lis at most(|A| - [Msg| + 1)BProcl”  Moreover,
EQCLosSURHD) are constructively decidable. This is showrthe number of membership queries and the overall running
by a slight modification of the algorithm in [27] for univetlya time are polynomial ifMsg| and m, exponential in[A|, and
bounded languages. This goes as follows. doubly exponential ilB and |Proc]|.

Let B = (Q, o, 9, F) be a minimal DFA ovelAct. A state

s [Q is calledproductiveif there is a path frons to some - ’ b
final state. We successively label any productive state with€ Previous proofs, we need an inference relatiga [ that

df .
channel content, i.e., a functions : Ch - Msg=will be respects both= and[=". Let [be the union of

associated to any stase[Q such that: {(L,{w}) | L Ew andL [Dlis finite}
1) The initial stateqy and any final statey [F are )
equipped withx sy mapping any channel to the emptyWhich reflectsf=) and

DFA B satisfying L(synth(B)) = L(A) is bounded by
2(|A|-|Msg|+1)5‘-\Proc\2+\proc‘.

Proof: Let D be the set of all well-formed words. Unlike

» \I/:c/ord.DI:Q ductive stat s, N {(L1,Ly) | Ly [Diis finite and
s, S are productive states ars, !(p, g, m)) = _ df
ST thenxy = Xsl(P.0) := M - Xs((P )], 6., M s S B
appended to channgp, q). (which reflects E%"). Theorem 1e) provides the required
3) If s,s”[Q are productive states ags, ?(q, p, M)) = synthesis function.
s thenxs = X«[(p,0) := X< ((p,0)) - M], i.e., m is Decidability of INFCLOSURE(D, [)has been shown in [3,
removed from the channép, q). Theorem 3]. Alur et al. provide an EXPSPACE-algorithm for

L(B) is a set of well-formed words iff there exists a labelindgpounded high-level MSCs, which reduces the problem at hand
of productive states with channel functions satisfying3))H to a decision problem for finite automata with anclosed
a state-labeling violates one of the conditions 1)-3), e language. The latter is actually in PSPACE. The first step is
is due to a word that is not well-formed. This word acts asta construct from the giver=-closed DFAH a (component-
counterexample for thencLusION(D) problem. For example, wise) minimal and deterministic weak CFMY by simply
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of the complement automaton bf, which is of the same size
asH, and the configuration automaton Af! Thus, the length

of w, which consititutes one possible,, can be bounded
by C - N so thatpref (L) contains at mos{Proc| - C - N
words. Therefore, the number of membership queries is in

(Hlp)p cemoc

channel bound B O((JProc| - N - C3 +mC?) - |Act]|). Furthermore, we deduce
exceeded that the overall running time of the algorithm is polynomial
in [Msg| and m, exponential in|A|, and doubly exponential
in B and|Proc]|. [ ]
Fig. 7. Schematic view of error cases for proof of Theorem 8 Theorem 1d) provides a characterization of (deterministic

universally bounded weak CFMs in terms of regular word

languages. LeD be the set of all well-formed words and

let [BHe given by{(L,{w}) | L F w andL is finite}

reflecting=. Unfortunately, the problemNIFCLOSURED, D)1

is undecidable [3] so that the above approach does not work fo

Bhis particular class of CFMs. One might argue that univrsa

. . bounded weak CFMs are still learnable, as their regular word

cannot correspond oa pDreflx Of some wordLitH). languages can be inferred witi-EBut an approach that relies
Thus, a partial run o\ _that_elthgr. solely on L~tequires additional expertise from a user. The
- exceeds the buffer sizB (i.e., it is notB-bounded; cf. |aiter has to make sure by herself that the final hypothesis

taking the projection$i|, of H onto Act,, for anyp [Pkoc,
determinizing and minimizing them. Theh,(H) is closed
under bothf= and |:df ifft AYis a deadlock-free CFM such
that L(AY = L(H). FromH, we can, moreover, compute
boundB such that any run oA exceeding the buffer sizB

Fig. 7, node 1), or _ corresponds to a universally bounded weak CFM. But if
- respects the buffer siz&, but results in a deadlock e assume that the user needs some guidance and, at the
configuration (cf. Fig. 7, node 2), beginning, has an incomplete idea of her system, then we have

gives rise to a proper wordi [Act—that is implied by for the moment, no means to infer universally bounded weak
H wrt. |:df, i.e., L(H) must actually contain a well-formed CFMs.

completionuv of u. Obviously, one can decide if a word Note that the complexity of our algorithms is, in most
is such a completion ofi. The completions oti form one cases, not worse than that offif we refer to the size
possibleL,. It remains to specify a corresponding ¢atfor of the underlying minimal DFA. The only instance where
u. By means ofH, we can, for anyp [Broc, compute a the complexity is exponentially higher compared to-{wrt.
word wp, [IXH) such thau | p is a prefix ofw,, | p. We set the size of the minimal DFA) is reported in Theorem 8.
Ly ={wp | p LBroc}. This explosion, however, accounts for the automatic test of

Finally, suppose that, il\" we could neither find a prefix hypotheses for deadlocks, which, otherwise, would haveeto b
exceeding the buffer siz8 nor a reachable deadlock concarried out manually by the user.

figuration in theB-bounded fragment. Then, we still have to
check if APrecognized_(H). If this is not the case, one can
compute a B-bounded) wordv CT(AY \ L(H) such that
L(AY [ w. SettingL, = {w}, a corresponding sdt; can We now derive an improved algorithm that groups words
be specified a§w, | p [Proc}, as above. into equivalence classes so that they can be stored efficient
Let us turn to the complexity of this particular learningvithout the need of memorizing all linearizations of MSCs,
setup. We can partly follow the proof of Theorem 4. As linetheir prefixes, and their suffixes explicitly. The intentisnto
30-41 come into play, however, the complexity estimatioduce the amount of memory necessary for storing Angluin’s
is more complicated. The number of equivalence queriestithle. Instead of storing all elements of a class of congruen
bounded byC = (|A| - [Msg| + 1)BIProcl*+IProcl where A words, only one representative of each class, a normal form,
is the CFM at hand. To compute the number of membershigll be recorded in the table. This approach amounts to
queries, we have to take into account the number of words thaé¢rging rows and columns for congruent prefixes and suffixes,
are added tdJ in lines 33 and 38 in the pseudo code of theespectively, and leads to a substantial reduction of thieta
algorithm. To this aim, note that the number of global statesze as will be shown experimentally in the next section.
of the deterministic weak CFMAMthat we compute above Let (D, =, [)'be a learning setup for classof CFMs. In
is bounded by2¢1Pr¢l. Moreover, the number of possibleorder to represent congruence classes, we introduce a horma
channel contents is bounded KMsg| + 1)B"IPrcl® where form for both prefixes and suffixes of well-formed words.
BE= C is the maximal number of states bf. Hence, Consider a lexicographic (i.e., strict total) orderirgsy on
. ~C-|Proc C.|Proc|? Act, which is extended to words ovéxct in the usual way.
N :=261Preed (IMsg | + 1) 177! Let pnf,snf : Act™- Act™'The functionpnf assigns to
is an upper bound for the number of configurationgétthat a word w [fref (D) the minimal word wrt.<je that is
we have to consider. MoreovdX constitutes a bound on theequivalent tow (to be made precise below). To words that
length of words fromL; as far as it conceranf. In turn, are not inpref (D), pnf assigns an arbitrary receive action
L; contains|Proc| many words. Now let us turn towardgs. from Act. The mappingnf assigns to a worav [sii [[(ID)
To obtain a wordv from L(AY\ L(H), we build the product its normal form, i.e., the minimum (wrt<.,) among all

V. PARTIAL-ORDERLEARNING
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equivalent words, and it associates with every other word an thatpnf (u) - v =p uv andu - snf (v) =p uv. Applying
arbitrary send action. The precise definition goes as falow  (**) (or (***)) a second time, we obtairpnf (u)-snf (v) [
Letw CAct™? D. We deducepnf (u) - snf(v) =p uv, which implies
- If w Cpref (D), then we sepnf (w) := minc {w= 1  M(v) =M(pnf (u) - snf(v)).
pref(D) | OO CAct“'wv =p wi} where min<,  Thus, it does not matter if an entfiy(w) in the table is made
returns the minimum of a given set wrtex. Otherwise, on the basis ofw or on pnf (u) - snf (v), regardless of the
let pnf (w) be any arbitrary receive action. partitioninguv of w. In particular, if we replace, iV andV ,
- If w [Csb{ID), then we sesnf(w) := min<_{w" [Jevery word with its respective normal form, then the resglti
su(D) | i Act™'uw =p uw'}. Otherwisesnf (w) table preserves consistency and closure properties. Mereo

is an arbitrary send action. the DFA that we can construct given the new table is closed
Note that pnf(D0 = snf(Q) = [Jand, moreover, and consistent is isomorphic to that of the original table.
pnf(w) = snf(w) iff w is well-formed. The mappings ASs this replacementis precisely what is systematicallyedon
pnf and snf afe-epnonically extended to Act™ in PO-ExTENDED-L S'the theorem follows. n

ie,pnf(L) = , pnf(w) andsnf(L) = , —snf(w). Again, the complexity of the modified algorithm depends
We assume in the following that botpnf and snf are on the concrete learning setup. Actually, the theoreticaé t
computable. complexity can in general not be improved compared to
It is crucial for the application of normal forms that a givedEXTENDED-L "'However, as the next section will illustrate,
domainD satisfies, for allu, v, u®v® Act - 'the following the space complexity can be considerably reduced. In the

properties: following, we report on positive practical experienceshwit
EXTENDED-L “and PO-ETENDED-L -
If uv O, thenu [pief (D) or v ILsi [(D). * Note that the idea of exploiting an independece relation for
If uv [D andu¥=p uv" thenu¥ D, (%) learning is not new and appears already in [20] in the context
of grey-box checking.
If uv [ andu¥"=p uW¥, thenuv=[D. (***)

Under these assumptions, which are satisfied by all the VI. CASE STUDIES

concrete learning setups presented so far, it will indeed bewe applied our learning tooBmyle[9] to several small
sufficient to look at normal forms when constructing a tablgnd moderately-sized case studies such as a part of the USB
in the extension of Angluin’s algorithm, which may result.1 protocol [23], thecontinuous update protocdR2], the

in significantly smaller tables. We obtain the extension @’imp|e negotiation protocdl1], the well-knownalternating
ExTENDED-L Swhich we call PO-KTENDED-L =3imply by  bit protocol (ABP) [39] and two variants of seader election
replacing every command of the forth:= U [l (whereL protocol[14]. Note that protocols such as the ABP and leader
is an arbitrary set of words) by := U [pihf (L), and every election are error-prone and not straightforward to design
command of the fornv :=V [LbyV :=V L[sif(L). In correctly from scratch. In the following, we show the leagi
particular, EXTENDED-T-UPDATE remains unchanged and isprocess for these protocols in more detail and providessiei

taken from Table IV. _ _ _ ~ for all mentioned protocols indicating the required uséoref
The correctness of our improved algorithm is stated in thghd the reductions obtained using partial-order learnitig.
following theorem. like to emphasize that the protocol designs generatesiyle

are guaranteed to be correct by construction, provided (of
Theorem 9 Let (D, [[synth) be a learning setup for class course) the user-specified MSCs are correct.
of CFMs such thab satisfieq*) —(***) . Moreover, letA €]
If the Teacher classifies/provides MSCs in conformance Witf&I ing bi |
L(A), then invokingP O-ExTENDED-L (D, [ Synth) returns, ternating bit protocol (ABP)
after finitely many steps, a CFM\" @ such thatL(AY = The main goal of the ABP [39] is to ensure the reliability
L(A). of data transmission through an unreliable FIFO channel,
i.e., data loss as well as data duplication are possible. Two
Proof: Consider an instance ¢T, U, V) during a run of processes participate in the communication, pineducer p
EXTENDED-L “'Forw [(U [WAct)V, the value ofT (W) and theconsumen. The channel fronp to q is lossy whereas
is — if w ITO. If, on the other handy O, thenT (w) only the channel in the other direction is reliable. The protocol
depends on the classification Bf(w) by the Teacher. So let \yorks as follows: initially, a bib is set to 0. Procegs keeps
u,v [CAct"We consider the two abovementioned cases. sending the value ob until it receives an acknowledgment
- Supposeuv [D. Then, by (*),u [pref (D) or v M la from q. After receivinga, process inverts the value ob
su (D). Thus,pnf (u) is a receive action anf (v) isa and sends the new value until the nexinessage is received
send action so thainf (u) - snf (v) [ID. from g. The communication may terminate after receiving any
- Supposeuv [D. Then,u [Cptef (D) andv Csli[(ID). a (but at least one). For some example MSCs fulfilling this
By the definition of the mappingnf andsnf, there are specification see FigureiB Note that there is no reason to
utandvsuch thapnf (u) - vi=p uvtandutsnf (v) =p distinguish between the acknowledgment messages because
u. By (**) and (***), {pnf(u) - v,u-snf(v)} [Dlso the channe(q,p) is assumed to be faultless.
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i) One positive and one negative scenario for the leader efegtiotocol

!(p1, p2, M1) @

2(p2,p1,M1)

!(p1, p2, M)

!(p2, p3, M2)

!(p2, p3, M2)

?(p2, Leader, new_r)

2(p1, Leader, new_r)

i) Threepositiveand threenegativeexample MSCs for the ABP

@!(p.q.o) B 2(q,p, 0), 3 4 A

?(p3, Leader, new_r) 15

!(Leader, pz, new_r;
I(Leader, p, new_r) ( P )

!(p2, p3, M3)

'(p,q,0) 2@a.p,1)

13 14
I(Leader, py, new_r) O

ii) The inferred hypothesis DFAH after 196 user queries (and 6,864
13)« 11 10 membership queries)

11 12
2(p3, P2, M3) !(ps, Leader, elec) ?(Leader, p3, elec)

2(p.9.2) '(a.p.2)

2, p 1) e e 2@ed| eaD Fig. 9. i) Some input MSCsii) hypothesisH

@ 2(p.9,2) " '(a,p,2) 2
itself the leader by sending messagel eader . If its own
ii) The inferred hypothesis DFA after 64 user queries (and 697 member-pi d has a higher value, it forwards ipa' d to its clockwise
' ship (_we”es) ) _ neighbor; otherwise, the receivpid d. Due to the high amount
Fig. 8. i) Input MSCs andi) correct and complete hypothesis DA of concurrency, we consider three processeP; andp3 and
allow to send only one message at each point in time.
We learned two versions of the protocol: one with only a sin-

FeedinaSmviewith f itive MSCs of which th gle election round, and one with arbitrarily many conseeuti
eedingSmylewith five positive S of which three ar€ejection roundsSmylelearned the first variant by starting with

listed in Figure 8) yields the correct hypothesis as depicted Ihree input MSCs. It displayed the correct hypothesis afger

Figure 8ii). To that end, the learning algorithm internally dealltJser queries and 900 membership queries using partia-orde

with 2,286 membership queries of which 64 were user queriﬁa arning, a reduction of 75.1% compared to the case without
l.e., the 2,222 remaining queries are answered autonigtic

. g ) is optimization. For the second vartiant we used six input
by our approach whereas in the origindf-algorithm all of MSCs (e.g., the first one of Figura®. The correct hypothesis
them had t_o be a_nsvv_ered manually. Not_e that the number_ picted in Figure 9i) was obtained after 196 user queries.
memberh5|p queries 1s reduced to 697 ("?" by 69.5%) usi %ure 9i), for example, indicates a negative scenario. In this
partial-order learning. All results on learning the ABPsal

: . . _ setting, partial-order learning yielded a reduction ofattE8%
with higher channel bounds, are given in Table V. resulting in 6,864 membership queries.

The CFM to be learned was specified &&dbounded.

Leader election protocol Results

Leader election plays an important role in many distributed The learning statistics for the considered case studies are
applications. In a network of identical (up to their uniqusummarized in Table V. The first three columns detail the
process id callecpi d for short) communicating units, onetotal number of membership queries that were needed, and
often uses a leading entity (owning a unideader tokehto indicate the savings obtained when learning the protocols
control the behavior of the others. However, a problem ariseith partial-order learning (column w. POL) compared to the
if, due to communication failures or other possible proldemcase without (column w.o. POL). In all cases, a substantial
the leader token is lost. The goal of leader election prdsocaeduction is obtained. This also applies to the size of thketa
is then to select a unique leader among the processes. NMéeded during learning. This indicates that besides afgignt
consider a leader election protocol in a unidirectionafrinreduction in the number of membership queries, significant
[14]. The protocol works as follows: one process starts sgnd memory savings are obtained. The numbers clearly indicate
its pi d to its clockwise neighbor who compares the valuthat on increasing channel bounds (for the ABP), the number
of the receivedpi d with its own. In case both values areof membership queries quickly becomes quite high. The fourt
equal, a leader has been found and the current processafeclanlumn indicates the number of membership queries that had
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TABLE V
STATISTICAL RESULTS OF CASE STUDIES

#membership queries || #user |#equivalenc #rows in table learning
Protocol w.0. POL|w. POL | savings||queries| queries 1|H| w.0. POL|w. POL |reduction|| setup
part of USB 1.1 488 200 59.0% 14 1 (5 9 61 26 57.4% 21
continuous update 712l 264 62.9% 241 1 (3) 8 89 34 61.8% (M|
negotiation 1,179 432 63.4% 31 1 (3) 9 131 49 62.6% 11
ABP 2,284 697 69.5% 64 2 (4) 15 127 42 66.9% 11
ABP 14,432 4,557 68.4% 158 2 (13) 25 451 131 71.09| [
ABP 55,131 19,252 65.1% 407 2 (22) 37 799 222 7229 31
leader election (1 round) 3,612 900 75.1% 43 1 (2) 13 301 76 74.8% 1
leader election (= 1 rounds)| 14,704 6,864 53.3% 196 2 (5) 17 919 430 53.2% 1

to be dealt with by the user. These queries amount to clasgifgrallel yields a system that may exhibit undesired behavio
generated MSCs as either positive or negative scenarios andl may deadlock.
are usually not very difficult to handle. The number of user
queries can be reduced significantly by providing mechasism Damas et al. [16] use an interactive procedure of classify-
(such as the logic PDL [10,11]) to classify an entire set dfg positive and negative scenarios for deriving an LTS for
MSCs that feature a certain pattern. each process. To this end, they first employ passive learning
Equivalence queries are harder to handle but their numigdgorithms [19, 37] to infer a global intermediate modelttha
for the example protocols is rather low (cf. fifth column).eThexactly conforms to the given sample but which—as long as
numbers in brackets in this column indicate the number of rthe sample does not fulfill certain completeness properties
quired equivalence queries when using the standard Arigluidoes not necessarily yield a minimal system model. The globa
L “halgorithm. It clearly shows that with our approach thignodel is subsequently transformed into a distributed syste
number is lowered significantly. As these queries require Tdien, usually additional effort is required as this prdmct
user-driven simulation (and/or testing) of an automatbig t onto the system’s components may entail implied behavior
reduction is crucial and yields a substantial reductionhia t such that manually unwanted “[...] implied scenarios have t
development time. With an experienced human teacher, b# detected and excluded”. While [16] consider synchronous
case studies from Table V could be performed in a singg@mmunication, our approach is based on asynchronous com-
working day. Using PDL formulae to filter user queries [1Onunication. This makes the systems larger but, more impor-
11] this could be lowered to a few hours. tantly, closer to distributed implementations. Finali6] is a
passiveearning approach which does not support incremental
model generation. Our approach naturally supports exdassi
and amendments of requirements.
Synthesizing desigh models or programs from scenarios has
received a lot of attention. Let us distinguishsic MSCsand Another passive learning approach [15] uses grammatical
high-level MSCqandlive sequence chartd SCs)). inference to derive a formal model of a process from a given
stream of system events. In contrast to our and the afor-
mentioned approaches, this method only works with positive
data. Though this procedure may require less user effont tha
A basic MSC, as used in our paper, does neither contaars, it builds on the restrictive assumption that the everit
loops nor alternatives, and describes a finite set of belmvitdhe process are monitorable by the learner. The authors also
Thus, a finite set of basic MSCs also describes a finighortly comment on detecting concurrency by searching for
set of behaviors. Typically, a system under development hasrelated events but leave it for future work to improve tthei
infinitely many behaviors, so that a finite set of scenarios dpproach.
terms of basic MSCs can only be an approximation of all these
behaviors. In fact, the learning algorithm generalizesfithige Similar to [28], [34] propose to use filters, i.e., automated
set of given scenarios to a typically infinite set represgnteeplies to queries, for reducing the number of membership
by the design model. In simple words, we synthesize desigoeries that—due to the high number of questions—is usually
models from finitely manyexamplesNote that two different infeasible for human teachers to answer. The general idea is
basic MSCs describe distinct behaviors. Thus, classifging to exploit additional knowledge of an expert teacher whimh f
MSC as desired and one (different) as undesired cannot lesth negatively answered membership query specifies @mefixe
to aninconsistentet of desired and unwanted behaviors. or suffixes for which negative membership is known. In their
One of the first attempts to exploit learning for interadiive approach they employ these filters for membership as well as
synthesizing models from examples was proposed in [3&jjuivalence queries, but conclude that for equivalenceiegie
where for each process in the system an automaton is inferred substantial improvements are obtained. This result is in
using Angluin’s learning technique. A significant drawbackontrast to our approach which considerably decreases this
of this approach is that composing the resulting automatanamber.

VIl. RELATED WORK

Synthesis from basic MSCs
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Synthesis from (high-level) MSCs CFM precisely accepts the positive MSCs and rejects the

The synthesis from scenarios given using richer formaljsnfi9ative ones— and is applicable to various classes of CFMs
e.g., MSCs with loops and alternatives, high-level MSC§,”Ch as various types of deterministic universally-bodnde
or live sequence charts has received quite some attenti@ie@k) CFMs and existentially bounded CFMs. Note that our
The underlying assumption is that not only several exarfgarning setting is also appllcab_le to other classes such as
ples of the expected behavior are given but that the giv€rd- the causal closure as defined by Adsul et al. [1]. It
behavior (mostly) corresponds to the system behavior. Th&gMains to study whether the class of existenti@§pounded
the technical question arising is how to translate from (€adlock-free) weak CFMs is learnable. For the deadloe-f

scenario-based formalism to a state-based formalism. CFRS€: One needs to generalize a result by Lohrey, who shows
of the initial works along this line is [31], which sketcheéhat one can decide whether a globally-cooperative HMSC is
the translation from (high-level) MSCs to statechart medelMPlementable as a deadlock-free CFM [32, Theorem 3.5].
Similarly, [41] presents a rigorous approach for synthiagiz V& have shown the feasibility of our approach by reporting
transition systems from high-level MSCs. on some _e_xperlments that_we carned_out with our Bwlyle?.

The question whether the behavior given by a finite set B €xploiting the properties of partial orders (as MSCs) a
MSCs or high-level MSC can in fact be realized by weagignificant reduction of the memory consumption could be

CFMs or CFMs is studied, respectively, in [2], [3], and [26]achieved. AIternative_ improvements are, e.g., to _reduee_ th
In simple words, it turns out that the set of scenarios has f/Mber of user queries by using a logic to specify a priori

meet certain restrictions to be realizable and that thetiques Undesired partial behaviour, e.g., in case of the ABP “no bit

whether it is realizable or not is often undecidable. ch_ange without prior _acknowledgement . First results talsa
Note that describing desired and unwanted behavior #$i"9 PDL [11] to this purpose have been recently reported

terms of high-level MSCs would allow for inconsistent set [10]- The latter paper also describes how to emBeayle

of scenarios as also different high-level MSC may describe 0 @n incremental software engineering process. ,

common subset of behaviors. Possible directions for future work are to support co-regio
The works [3, 7, 23-27, 32, 35] synthesize CFMs from pa'pj basic MSCs, to realize the algorithms for weak CFMs, and

ticular classes of finite automata, which can be seen Gsinvestigate further classes of learnable CFMs.

generalizations of high-level MSCs. Recall that resubbsfi3,

7,24,27,32] together constitute Theorem 1, which, howéser IX. ACKNOWLEDGMENT
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