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Abstract. The design and verification of cryptographic protocols is@riously

difficult task, even in abstract Dolev-Yao models. This ignhadue to several
sources of unboundedness (size of messages, number arsgssi.). In this
paper, we characterize a class of protocols for which sgdmFcan unbounded

tion which maps a protocol that is secure for a single prdtsession (a decidable
problem) to a protocol that is secure for an unbounded nuitsgssions.

Our result provides an effective strategy to design secrtoweols: (i) design a
protocol intended to be secure for one protocol sessioa ¢dm be verified with
existing automated tools); (ii) apply our transformatiamd eobtain a protocol
which is secure for an unbounded number of sessions. Thé pfoar result is
closely tied to a particular constraint solving procedueClomon-Lundhet al.

1 Introduction

Security protocols are small distributed programs which ai guaranteeing properties
such as confidentiality of data, authentication of partais, etc. The security of these
protocols relies on the one hand on the security of crypfagceprimitives, e.g. encryp-
tion and digital signatures, and on the other hand on thewoscy-related aspects of
the protocols themselves. History has shown that even gtography is supposed to
be perfect, such as in the classical Dolev-Yao model [1@&],cbrrect design of secu-
rity protocols is notoriously error-prone. See for ins&t¢] for an early survey on
attacks. These difficulties come mainly from two sourcesrdfaundedness: a proto-
col may be executed several times (we get several prosassionsand the attacker
is allowed to build messages of unbounded size. Indeecese known to be unde-
cidable when an unbounded number of sessions is allowed,iEttee message size
is bounded [17]. However, when the number of sessions isdedirand even without
assuming a bounded message size, the problem becomes corhifete [25]. More-
over, special purpose verification tools (e.g. [3]) exisickhare highly efficient when
the number of sessions is small.

In this paper we consider the secrecy property and we propgsetocol trans-
formation which maps a protocol that is secure for a singésisa to a protocol that
is secure for an unbounded number of sessions. This prositesfective strategy to
design secure protocols: (i) design a protocol intendedetedzure for one protocol

* Work partly supported by ARA SSIA Formacrypt and CNRS/JST [Cryptography and
logic: Computer-checked security proofs”



session (this can be efficiently verified with existing ausded tools); (ii) apply our
transformation and obtain a protocol which is secure form@mounded number of ses-
sions.

Our transformation.Suppose thail is a protocol betweeh participantsA, ;. .., Ag.
Our transformation adds t&/ a preamble in which each participant sends a freshly
generated nonck’; together with his identity to all other participants. Thilas each
participant to compute a dynamic, session depen@dentA;, N1), ..., (Ax, Ni) that
will be used to tag each encryption and signaturéZ/inOur transformation is surpris-
ingly simple and does not require any cryptographic prageadf the preamble. Intu-
itively, the security relies on the fact that the participan decides on a given tag for
a given session which is ensured to be fresh as it containewnsfreshly generated
noncelN;. The transformation is computationally light as it does adt any crypto-
graphic application; it may merely increase the size of mgss to be encrypted or
signed. The transformation applies to a large class of paigpwhich may use sym-
metric and asymmetric encryption, digital signature anshtfanction.

We may note thaten passantwe identify a class of tagged protocols for which
security is decidable for an unbounded number of sessidms.directly follows from
our main result as it stipulates that verifying security &single protocol session is
sufficient to conclude security for an unbounded number sdises.

Related Work.The kind of compiler we propose here has also been investigat
the area of cryptographic design in computational modsiseeially for the design of
group key exchange protocols. For example, Katz and Yunpdtidposed a compiler
which transforms a key exchange protocol secure againstsiveaeavesdropper into an
authenticated protocol which is secure against an actiaelkar. Earlier work includes
compilers for2-party protocols (e.g. [5]). In the symbolic model, recerdrks [12,
4] allow one to transform a protocol which is secure in a weatkss (roughly no at-
tacker [12] or just a passive one [4] and a single session)drgrotocol secure in the
presence of an active attacker and for an unbounded numlsesseifons. All of these
works share however a common drawback: the proposed tramstfions make heavy
use of cryptography. This is mainly due to the fact that theigey assumptions made
on the input protocol are rather weak. As already mentiondd 2], it is important,
from an efficiency perspective to lighten the use of crypapéiic primitives. In this
work, we succeed in doing so at the price of requiring strosgeurity guarantees on
the input protocol. However, we argue that this is acceptabice efficient automatic
tools exist to decide this security criterion on the inpuitpcols.

We can also compare our work with existing decidable prdtolasses for an un-
bounded number of sessions. An early result is the PTIME dexitp result by Dolev
et al. [15] for a restricted class, callguing-pongprotocols. Other classes have been
proposed by Ramanujam and Suresh [23, 24], and Lowe [21]eMeryin both cases,
temporary secrets, composed keys and ciphertext forwgalie not allowed which
discards protocols, such as the Yahalom protocol [7] (seeéction 4.3).

Outline of the paperln Section 2 we describe the term algebra which is used to mode
protocol messages as well as the intruder capabilities tpukate such terms. Then,



in Section 3, we define the protocol language we use to modébguls. In Section 4
we formally describe our transformation and state our mainsference result. Finally,
in Section 5, we prove our main result. Due to a lack of spag@tbofs are givenin [1].

2 Messages and intruder capabilities

2.1 Messages

We use an abstract term algebra to model the messages ofagrdtor this we
fix several disjoint sets. We consider an infinite setgéntsA = {e,a,b...} with
the special agent standing for the attacker and an infinite setagfent variables
X ={za,zp,...}. We need also to consider an infinite senafmes\V = {n,m ...}
and an infinite set ofariablesy = {y, z,...}. We consider the followingignature

F = {enc/2,enca/2,sign/2,()/2,h/1,priv/1,shk/2}. These function symbols model
cryptographic primitives. The symbg} represents pairing. The terenc(m, k) (resp.
enca(m, k)) represents the messageencrypted with the symmetric (resp. asymmet-
ric) key k whereas the termign(m, k) represents the messagesigned by the key.
The functionh models a hash function wheregas$v(a) is used to model the private key
of an agent;, andshk(a, b) (= shk(b, a)) is used to model the long-term symmetric key
shared by agentsandb. For simplicity, we confuse the agent names with their publi
key. Names are used to model atomic data such as nonces. {ldfeesensis defined
inductively by the following grammar:

titi,te.. o=y |nla|alpriv(ur) | shk(u,uz) | f(t1,t2) | h(2)
whereuy, us € AUX, andf € {(), enc, enca, sign}. We sometimeswrité;, ..., t,)
instead of writing(¢y, (, ..., (th—1,tn) ...)). We say that a term igroundif it has no

variable. We consider the usual notations for manipulatergns. We writevars(t)
(resp.fresh(t), agent(t)) for the set of variables (resp. names, agents) occurrirg in
We write St(t) for the set ofsubtermsf a term¢ and define the set afryptographic
subterm®fatermt asCryptSt(t) = {f(t1,...,tn) € St(t) | f € {enc,enca,sign, h}}.
Moreover we define the set wfing-term keysf a termt as

lgKeys(t) = {priv(u) | u € AU X andu € St(t)} U {shk(u1,us2) € St(t)}.
and we definéC. = {priv(e)} U {shk(a,€) | a € A}. Intuitively IC. represents the set

of long-term keys of the attacker. Aatomis a long-term key, a name or a variable. We
define the set gblaintextsof a termt as the set of atoms that occur in plaintext, i.e

— plaintext(h(u)) = plaintext(f(u,v)) = plaintext(u) for f € {enc, enca, sign},
— plaintext((u,v)) = plaintext(u) U plaintext(v), and
— plaintext(u) = {u} otherwise.

All these notions are extended to sets of terms and to otneiskof term contain-
ers as expected. We denote#$p the cardinality of a sef. Substitutions are written
o={x1 —t1,...,2, — t,} where itsdomainis dom(o) = {z1,...,x,}. The sub-
stitution o is groundif all the ¢; are ground. The application of a substitutierto a
termt is writteno(t) or to. Two termst; andty areunifiableif ¢,0 = t20 for some
substitutiors, that is called ainifier. We denote byngu(t1, t2) themost general unifier
of t; andis.
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Fig. 1. Intruder deduction system.

Example 1.Lett = enc((n, a), shk(a,b)). We have thavars(t) = 0, i.e.t is ground,
fresh(t) = {n}, agent(t) = {a,b}, lgKeys(t) = {priv(a), priv(b),shk(a,b)} and
plaintezt(t) = {n, a}. The termshk(a, b), a, n andpriv(a) are atoms.

2.2 Intruder capabilities

We model the intruder’s abilities to construct new messduyethe deduction system
given in Figure 1. The intuitive meaning of these rules ig #raintruder can compose
new messages by pairing, encrypting, signing and hashigqursly known messages
provided he has the corresponding keys. Conversely, he @aontpose messages by
projecting or decrypting provided he has the decryptionsk&ur optional rule ex-
presses that an intruder can retrieve the whole messagatfrgignature. Whether this
property holds depends on the actual signature schemeefohewe consider this rule
to be optional. Our results work in both cases.

Definition 1 (Deducible). We say that a termu is deduciblefrom a set of termq’,
denotedl" F u, if there exists a tree such that its root is labeledby « and for every
node labeled by" + v havingn sons labeled b{" + v1,...,T + v, we have that

Trvr.Thon g an instance of one of the inference rules given in Figure 1.

Example 2.The term(n, shk(a, b)) is deducible from{enc(n, shk(a, b)), shk(a, b)}.

3 Model for security protocols

In this section, we give a language for specifying protoeold define their execution
in the presence of an active attacker. Our model is similaxisting ones (see.g.[25,
10]) and mostly inspired by [11] except for the fact that weaduceparametrized
roleswhich allows us to instantiate new sessions.

3.1 Syntax

Our protocol model allows parties to exchange messageisfinrit identities and ran-
domly generated nonces using public key and symmetric etiory, digital signature
and hashing. The individual behavior of each protocol pgrdint is defined by &ole.
A role describes a sequenceadentsi.e. a sequence of receiving and sending.



Definition 2 (Event, role and protocol).An evente is either areceive eventdenoted
rcv(u), or a send eventdenotedsnd(u), wherew is a term. Arole is of the form
AZ1. ... AZE.VY1. ... VYp. Seq, Where

- X ={xz,...,x} is aset of agent variables, i.e. the parameters of the rofeeeo
sponding to the: participants of the protocol,

- Y ={y1,...,yp} is a set of variables: the nonces generated by the role,

— seq = ej;eq;. . .; e is asequence of events such thatrs(seq) ~ {X}) C Y, i.e.
all agents variables are parameters.

Moreover, for alli, 1 < ¢ < ¢, we have thag;, = snd(u) implies

1. vars(u) € X UY U {vars(v) | ¢; = rev(v) andj < i}, and
2. vars(plaintest(u)) C€ X UY U {vars(plaintext(v)) | e; = rev(v) andj < i}.

The set of roles is denoted Byles. Thelengthof a role is the number of elements in
its sequence of events.kAparty protocols a mappingl! : [k] — Roles, where[k] =
{1,2,...,k}.

The two last conditions on variables only discard prototioéd are not executable
by requiring that each variable which appears in a sent tatma plaintext position)
is either one of the parameters, nonces, or is a variablehatiis been bound by a
previous receive event (at a plaintext position). Conditias rather standard whereas
Condition 2 will be useful later on to trace data that occuplaintext position.

Example 3.We illustrate our protocol syntax on the familiar Needhaom®eder public-
key protocol. In our syntax this protocol is modeled as foo

(1) = Axp.  zp.vy. (2) = dzpadzp.vy.
snd(enca((y,z4),zR)); rev(enca((z’,za),xB));
rev(enca({(y, z),z4)); snd(enca({(z’,y'), z4));
snd(enca(z,xp)) rev(enca(y’,zp))

The initiator, rolelI(1) played byz 4, sends to the responder, ral&(2) played
by z g, his identity together with a freshly genrated nonceencrypted with the re-
sponder’s public key. The reponder replies by copying tliteator's nonce and adds a
fresh nonce,’, encrypted by the initiator's public key. The initiator ackvledges by
forwarding the responder’s nonce encrypted by its publc ke

3.2 Scenarios and sessions

In our model, a session corresponds to the instantiatiomeiole. This means in par-
ticular that one “normal execution” of faparty protocol requires sessions, one per
rolel. We may want to consider several sessions correspondinifféoetit instantia-
tions of a same role. Since the adversary may block, redamttsend new messages,
all the sessions might be interleaved in many ways. Suchtariéaving is captured by
the notion of ascenario

1 In the literature, the word session is often used in an abusay to represent an execution of
the protocol i.e. one session per role, whereas we use it for the execotiarole.



Definition 3 (Scenario).A scenario for a protocall : [k] — Roles is a sequence
sc = (ry, sidq) - - - (rn, sid,,) Wherer; is a role andsid; a session identifier such that
1 <r; <k, sid; € N~ {0}, the number of identical occurrences of a péir sid) is
smaller than the length of the rote and sid; = sid; impliesr; = ;.

The condition on identical occurrences ensures that a @b@a execute more
events than it contains. The last condition ensures thassissenumber is not reused
on other roles. We say thét, s) € scif (r, s) is an element of the sequerse

Given a scenario and an instantiation for the parameterdgfiiee asymbolic trace
that is a sequence of events that corresponds to the interdeaf the scenario, for
which the parameters have been instantiated, fresh noregenerated and variables
are renamed to avoid nhame collisions between differeniasess

Definition 4 (Symbolic trace).Let IT be ak-party protocol with
I(j) = Mad... dalvyl. .. .yy{;_j.e{; ... ;eij for1 <j <k.

Given a scenarigc = (ry, sidy) - - - (rp, sid,,) and a functiom : N — AF, thesym-
bolic tracetr = ej;...;e, associated tac and « is defined as follows. Lef;, =
#{(rj,sid;) € sc | j < i,sid; = sid;}, i.e. the number of previous occurrences

in sc of the sessionid;. We havey; < /., ande; = (e;?)oy, sid,, Where

dom(oy sia) = {2f,..., 2L FU{y], ... s Yp } Uwars(II(r)),

— 0rsid(y) = ny sia fy € {47, ..., y, }, wheren, g4 is a fresh name;
— 0rsid(2]) = a; whena(sid) = (a1, ..., ax);

— 0r,5id(2) = zsiq Otherwise, where,,, is a fresh variable.

A sessiorrid is said to benonest.r.t. o whena(sid) € (A ~ {e})*.

Intuitively, a sessionid is honest if all of its participants, from the point of viewtbe
agent playing the sessiafid, are honest (i.e£ €). Since agent variables only occur as
parameters in a protocol (see Def. 2), a symbolic trace doesomtain agent variables.

We define an operatdf which associates to a symbolic tragethe knowledge
gained by the adversary, i.e. the set of (possibly non grptamths that are sent in this
symbolic trace. More precisely, we have th&te;--- ;e/) = [J;,;«, K(e;) where
K(rev(u)) = 0 andK(snd(u)) = {u}. This operator is useful in the following when we
associate a constraint system to a symbolic trace.

3.3 Constraint systems

Constraint systems have been successfully used for vagigcrecy properties of finite
scenarios (see for instance [25, 22, 13]). We now recall &fimition of constraint sys-
tems. In the next section we discuss how secrecy famdrounded number of sessions
can be specified using (infinite) families of constraint eyrss.

Definition 5 (Constraint system). A constraint systend’ is either L or a finite se-
quence of expressiond; I+ u;)1<;<n, called constraintsEachT; is a finite set of
terms, called théeft-hand sideof the constraint, and eadl is a term, called theight-
hand sideof the constraint. Moreover, we assume that term&'ido not contain agent
variables and are such that:



1. T; C T;44 for everyi such thatl < i < n;
2. ifz € vars(T;) for somel < i < nthendj < i suchthat: € vars(u;).

A solutionof C is a ground substitutiofl with dom(#) = wars(C) such that for every

(T I+ u) € C, we have thaT'd - uf. The empty constraint system is always satisfiable
whereasl denotes an unsatisfiable system. We denotedxjhs(C) (resp.minlhs(C))

the maximal (resp. minimal) left-hand side@fi.e.T,, (resp.11). We denote byhs(C)

the set of its right-hand sides, i.fu1, ..., un}.

In the remainder of the paper we often consider constrastesys as sets rather
than sequences of constraints, keeping the ordering idogeset inclusion of the
left-hand side of constraints implicit. The left-hand s@fea constraint system usually
represents the messages sent on the network. Hence, theofidition states that the
intruder knowledge is always increasing. The second cimmdit Definition 5 says that
each variable occurs first in some right-hand side.

3.4 Secrecy

We now define the secrecy preservation problem for an unleEmindmber of sessions.
Intuitively, a termm is secret if for all possible instantiations and scenatlsground
term m’ obtained when all parameters and nonces have been ingantiaring an
honestsession remains secret. This definition leads us to conaidefinite family of
constraint systems.

Definition 6 (Secrecy).Let IT be ak-party protocol with
II(y) = )\x{ . )\xi.uy{ e Vygj.seqj forl <j<k.

and letm € St(seq”) for some rolel < r < k. We say thafl preserves the secrecy
of m w.r.t. Ty (a finite set of ground atoms), if for any scenast for any functiony :

N — A* and for any honest sessiofid), (i.e. a(sid,) € (A ~ {€})¥) such that
(r, sidp) € sc, the following constraint system is not satisfiable

{To UK(tr;) IFw | tr; = tr,_1;rev(u) and 1 < i < £} U {Tp UK(tr) IF moy. siq,, }

wheretr is the symbolic trace of length associated tqsc, o) and tr; its prefix of
length:. The substitutiom,. .;4, is defined as in Definition 4.

Example 4.Consider again the Needham-Schroeder protocol/L@f) and I7(2) be
the two roles introduced in Example 3. This protocol is elbwn to be insecure w.r.t.
m = y' for anyTy. Let sid; andsid, be two session identifiers such thad; # sids
and consider the scenatio = (1, sidy) (2, sids) (2, sid2), (1, sidy) (1, sid1) and the
functiona such thatx(sidy) = (a,€) anda(sids) = (a,b). The constraint syster®
associated tdy, sc, o andmos siq, = Ny sid, (according to Definition 6) is given
below.

T1 © Ty, enca((ny, ga, , ), €) I enca((z,;, , @), b)

— def
= T, =Ty, enca((z;idz,nylysz@),a) I- enca((ny, sidy » Zsid, ) @)

Ty, enca(Zzsid, , €) Ik Ny sid,



The substitutionr = {Z;z‘dz = Ny sidy s Zsid; — My, sids } 1S @ Solution ofC. However,
this protocol preserves the secrecymf(w.r.t. T, = () for instance) when consider-
ing one honest session for each role. This has been formatdiffad with the AVISPA
tool [3]. Our transference result (described in the nextisegwill ensure that the pro-
tocol I7 (obtained from/T by applying our transformation) is secure for an unbounded
number of sessions.

4 Transformation of protocols

In Section 4.1 we define our transformation before we statenmin result in Sec-
tion 4.2 whose proof is postponed to Section 5. Finally, veeuls the tags which are
used in our transformation in Section 4.3.

4.1 Our transformation

Given an input protocall, our transformation will compute a new protoddlwhich
consists of two phases. During the first phase, the protoadicipants try to agree
on some common, dynamically generated, session identifieor this, each partici-
pant sends a freshly generated nongeaogether with his identityd; to all other par-
ticipants. (Note that if broadcast is not practical or if mditidentities are known to
each participant, the message can be sent to some of theieants who forward the
message.) At the end of this preamble, each participant ates@m session identifier:
T =((41, N1),..., (Ai, Ni)). Note that an active attacker may interfere with this ini-
tialization phase and may intercept and replace some oftheas. Hence, the protocol
participants do not necessarily agree on the same sessiatifier7 after this preamble.
In fact, each participant computes his own session identsfg/ ;. During the second
phase, each participajexecutes the original protocol in which the dynamically eom
puted identifier is used for tagging each application of @tgraphic primitive. In this
phase, when a participant opens an encryption, he will chieakthe tag is in accor-
dance with the nonces he received during the initializatibase. In particular he can
test the presence of his own nonce.

The transformation, using the informal Alice-Bob notatiedescribed below and
relies on the tagging operation that is formally defined ififion 7.

Phase 1 Phase 2
Ay — Ay iy Ay — All: (A1, Ny) A — Ay ma],
- ; it = 5 5
A, — Aj, my A — All: (A, Ni) Ai, — Aj, 2 Imly
wherer = (tag,, ..., tag;) with tag, = (4;, N;)

Note that, the Alice-Bob notation only represents what lesmgpin a normal ex-
ecution, i.e. with no intervention of the attacker. Of cayrg such a situation, the
participants agree on the same session identifiesed in the second phase.



Definition 7 (k-tag, k-tagging).A k-tagis a term({ay,v1), ..., (ax, vr)) where each
a; € A and eachw; is a term. Letu be a term andag be ak-tag. Thek-tagging ofu
with tag, denotedul:,g, is inductively defined as follows:

[<ulvu2>]tag = <[U1]tag7[ 2]tag>
[f(u1,u2)ltag = f((tag, [u1ltag), [U2]tag) for f € {enc,enca, sign}
[h(u1)ltag = h({tag, [u1]tag))
[U]tag = u otherwise

This notion is extended to sequences of events as expectdr&dhow able to
formally define our transformation.

Definition 8 (Protocol transformation). Let IT be ak-party protocol such that
H(j):)\x{...)\xi.uy{...uygi.seqj forl1 <j <k

and the variablegf (1 <4,j7 < k) do not appear i/l (which can always be ensured
by renaming variables iil). The transformed protocdl is a k-party protocol defined
as follows:

II(j) = M) ... Az, .vy] ..Vygj vz H"'t( ); [seq’],, for1<j<k

wherer; = (ul, ..., ul) withu] = (27, 2/), and

f]init(j) _ rcv(u{) yrev(u uj_ 1) snd(u ) rev(u JH);...;rcv(ui)

In the above definition, the protocdl ™t models the initialization phase and the
variablesz] correspond to the nonces that are exchanged during thi pimagartic-
ular for the rolej, the variablez] is a freshly generated nonce while the other vari-

abIeSzf, i # 7, are expected to be bound to the other participant’s nomdeeireceive
events. Remember also that the variabiﬁare the role parameters which correspond
to the agents. The tag computed by tfferole in our transformation consists in the
concatenation of the — 1 nonces received during the initialization phase togethitr w
the fresh nonce generated by the rpligself, i.e. zj We illustrate this transformation
on the Needham-Schroeder protocol introduced in Section 2.

Example 5.Consider the Needham-Schroeder protocol described in fbea Ap-
plying our transformation we obtain a 2-party protoébl The rolelI(2) is described
below. The rolelI(1) can be obtained in a similar way.

I(2) = Mxadxpvy wzp.rev({za, za));snd((zB, 2B));
rev(enca((7, (', z4)),zB));
snd(enca({(r, (z',y')),z4));
rev(enca((r,y'), zp))

wherer = ((x4,24), (B, z5)). Note that Lowe’s famous man-in-the-middle attack [20]
described in Example 4 does not exist anymordion



4.2 Main theorem
We are now able to state our main transference result.

Theorem 1. Let IT be ak-party protocol,II be its corresponding transformed proto-
col, andTy be a finite set of ground atoms. Let € St(II(j)) for somel < j < k
andrn be its counterpartin7(j). LetCK = IlgKeys(IT) ~ (Tp U K.) and assume that
CK N plaintext(IT) = 0, i.e. critical keys do not appear in plaintext.

If 1T preserves the secrecy of w.r.t. T when considering one honest session of
each role, theriT preserves the secrecyf w.r.t. T.

Our result states that if the compiled protocol admits aacktthat may involve
several honest and dishonest sessions, then there exiatsaak which only requires
one honest session of each role (and no dishonest sessities3ituation is however
slightly more complicated than it may seem at first sightaith@re is an infinite num-
ber of honest sessions, which one would need to verify sedard\ctually we can
avoid this combinatorial explosion thanks to the followimell-known result [9]: when
verifying secrecy properties it is sufficient to consideeaimgle honest agent (which is
allowed to “talk to herself”). Hence we can instantiate la#t parameters with the same
agenta € A\ {e}.

Our dynamic tagging is useful to avoid interaction betwe#fei@nt sessions of
the same role in a protocol execution and allows us for it&dn prevent man-in-the-
middle attacks (see Example 5). A more detailed discussiowing thatstatic tagsare
not sufficient follows in Section 4.3. As stated in Theoremelnged also to forbid long-
term secrets in plaintext position (even under an encrygptidote that this condition is
generally satisfied by protocols and considered as a pregeering practice.

4.3 Other ways of tagging

We have also considered an alternative, slightly diffeteamisformation that does not
include the identities in the tag, i.e., the tag is simply skguence of nonces. In that
case we obtain a different result: if a protocol admits aacktthen there exists an attack
which only requires one (not necessarily honest) sessioedch role. In this case, we
need to additionally check for attacks that involve a sessitgaged with the attacker.
On the example of the Needham-Schroeder protocol the mé#meimiddle attack is
not prevented by this weaker tagging scheme. However, thétn@quires one to also
consider one dishonest session for each role, hence ingtitk attack scenario. In both
cases, it is important for the tags to talaborative i.e. all participants do contribute
by adding a fresh nonce.

Finally, different kinds of tags have also been considere{?j 6, 23]. However
these tags argtaticand have a different aim. While our dynamic tagging scheraav
confusing messages from different sessions, these sagicalvoid confusing different
messages inside a same session and do not prevent that a sssegmis reused in
two different sessions. Under some additional assumpt{iemgs no temporary secret,
no ciphertext forwarding), several decidability resulg [21] have been obtained by
showing that it is sufficient to consider one session per. Blg those results can not

10



deal with protocols such as the Yahalom protocol or pro®wuegiich rely on a tempo-
rary secret. In the framework we consider here, the quesitogther such static tags
would be sufficient to obtain decidability is still an operegtion (see [2]). In a simi-
lar way, static tags have also been used by Heather et altq18joid type confusion
attacks.

5 Proof of our main result

The proof of our main result is closely tied to a particulangadure for solving con-
straint systems (see [8, 13, 10]). We therefore first givaef description of this proce-
dure before outlining the proof itself.

5.1 Constraint solving procedure

The procedure we consider for constraint solving uses thelgication rules of Fig-
ure 2 to transform a given constraint system into anotherpkdr one. Such a sim-
plification step is denoted ~-, C’ whereo is a substitution that has been applied
to C during this step (when omitted it implicitly refers to thesitity function). We also
write C' ~~" C'’ for a sequence of steps where is the composition of the substitutions
applied at each step.

Our constraint solving procedure is very similar to the opessented in [8,13,
10, 14]: soundness, completeness and termination can bedioa similar way. This
means that the procedure always terminates after a finitbauofi steps resulting either
in L when no solution exists or in a constraint systensaived form A constraint
system is in solved form when the right-hand side of eachtcains is a variable. In
that case the constraint system can be trivially satisfiemteldver, we assume that rules
R2, R3, R4, R5, andRg are applied in priority, i.e. before any instance of the Ryjelt
is easy to see that the procedure remains complete.

For the purpose of our proof, we decorate each telosna pair(r, s) which denotes
the role number and the session identifier in whiohiginated. The resulting tera»*)
is called a labeled term. By convention, termsTin (the initial attacker knowledge)
are labeled with(0, 0). These decorations do not influence the procedure but provid
additional information that is useful in the proof. We coble added these decorations
before, but it would increase notational clutter and haradadility.
We extend all notations defined on terms to labeled termsrdniging a session iden-
tifier as an additional argument: exgurs (T, sid) = (U, (s o vars(t).

5.2 Proof of Theorem 1

Theorem 1 is proved by contradiction. Assume thaadmits an attack. This means
that there exists a scenasiq a functiona : N — 4% and an honest sessiet;, such
that the associated constraint systéh{according to Definition 6) is satisfiable. We
will prove that the constraint syste@f associated tec’ (the subsequence ef where
we only consider some particular sessions, Saghosen according to the tag;,,
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Ri:C ATIFu™ « C ifTU{z|T' FzcC,T' CT}Fu

Ro:C ATIFu™ s, Co A To lF ug™
if o = mgu(t,u) wheret € St(T), t # u, t,u are neither variables nor pairs

Rs: C A TIFu™ «, Co A To - ug™*®
if o = mgu(ty, t2), t1,t2 € SU(T), 1 # t2, 11, 12 are neither variables nor pairs

Ry:C ATIFu™s D) s CoATo IF uo>d
if o = mgu(ta,ts), enca(ti,t2) € St(T), priv(ts) € (plaintext(T) U {priv(e)}), t2 # t3

Rs:C A TIFu™s s | if vars(T U {u}) =0 andT i/ u

Re:C AT I f(ul,. .. ,un)<r"5id) ~ C A {T I+ uz(.T’Sid) | 1< < n}
for f € {(), enc, enca, sign, h}

Fig. 2. Simplification rules

involved in the cryptographic subterms of the honest sassid,) and«, is also sat-
isfiable. Intuitivelysid € S if and only if the nonce generated during the initialization
phase of the sessionid appears in tag.;q, atthe expected position, i.e. at tH& po-
sition wherer is the role associated to the session identiidr Initially, we have that
C’ = C|s according to the following definition.

Definition 9 (Constraint systemC|s). Let C' be a constraint system arffl a set of
session identifiers, we define the restrictiorCoto S as follows

Cls :={T|sIFu™) | s € Sand(T IF u(")) € C},
whereT|s = {v(™*) € T'| s € SU{0}}.

We want to ensure that the simplification steps are stablesblyiction to some
well-chosen seb of sessions (see Lemma 2). This property does not hold fogrgén
constraint systems but only fevell-formedconstraint systems. This notion relies on
some additional definitions.

Definition 10 (k-tagged).A termt is k-taggedif all its cryptographic subterms are
tagged with &-tag , i.eVu € CryptSt(t), 3tag, ui,...,un. u = f({tag,u1),...,un)
wheref € {enc, enca,sign, h}.

We denote byags(t) the set ofk-tags which occur in a tagging positioninGiven
a setl’ of k-tagged labeled termsggs (T, sid) = (i «ia) o tags(t).

Definition 11 (Well-formed). A constraint syster@' = (T IF u;)1<i<n iSwell-formed
w.r.t. a setl” of k-tagged labeled terms if the following hold:

1. maxlhs(C) C T andrhs(C) C St(T);
2. the constraint systei satisfies thglaintext origination property.e.
if z € vars(plaintext(T;)) thend j < i such thate € vars(plaintext(u;));
3. for all sid we have thattags(T, sid)| < 1;
4. for all sidy, sids such thattags (T, sid1) # tags(T, sids), we have that
vars(T, sid1) Nwars(T, side) =0 A fresh(T, sid1) N fresh(T sids) = 0.

12



Intuitively, Condition 1 states that the termsGharek-tagged. Condition 2 ensures
that any variable appearing as a plaintext has been prdyioereived in a plaintext
position (this is ensured thanks to the condition 2 of Dabnit2). Condition 3 says
that all terms that originated in the same session have the $ag. Finally, Condi-
tion 4 ensures that sessions that are currently taggedferelitt ways inC' use differ-
ent variables and different nonces. Note that terms issueed fifferent sessions are
not necessarily tagged differently. First, we show thatsiihgplification rules maintain
well-formedness.

Lemma 1. Let T be a set ofk-tagged labeled terms, and be a constraint system
well-formed w.rt.T. Let D be a constraint systena, be a substitution ane be an
integer such that ~7' D. Then, we have thdD is well-formed w.r.tT'c and, for any
sessiorsid, we have thatags(To, sid) = (tags(T, sid))o.

Relying on Lemma 1 we show that there exists a derivation fégmto a constraint
system in solved form, i.e. the existence of an attack inmaglenly sessions it

Lemma 2. Let CKy be a set of ground atoms such that, N K. = 0, T be a set of
k-tagged labeled terms and be a constraint system well-formed wXtand such that

1. (IgKeys(C) ~ CKp) € minlhs(C) and those terms are labeled with, 0), and
2. CKg N plaintext(maxlhs(C)) = 0.

Let D be a satisfiable constraint system,be a substitution andv be an integer
such thatC ~~7 D. Lettag be ak-tag, Sid(tag) = {sid | tags(To, sid) = tag}.
If (maxlhs(C) IF u("54)) € C for someu, r andsid € Sid(tag) then there exists
m < n such thatC'] g;q tag) wnm‘y D|siq(tag)» WhereY = UsidGSid(tag) vars(T, sid).

This lemma is proved by induction. The proof is technical &mel details can be
found in [1]. We consider the different rules and distinuseveral cases depending
on whether the terms involved are labeled with a sessiortifaerin S or not. For in-
stance, the ruleRs; (resp.Rg) are mimicked by using the same instance of the same rule
when the labeled term(*%) (right-hand side of the constraint) is such that € S.
Otherwise, we keep the constraint system unchanged. FaulthR, (resp.R3) the key
point is that terms which are tagged differently cannot bi§ethand do not share any
variables nor fresh names (this is due to well-formedndgs)s, the unifier used in
this step involved two terms labeled byi; andsids that are either both i or both
not in S. This is due to the fact that, after application@fthese two terms will be
tagged in the same way and thus by definitiorSohave the same status. If both are
in S, we can apply the same rule. If none of them iinve show that has no effect
and we keep the constraint system unchanged. The case of¢s&t andR, can also
be proved in a similar way.

In order to pursue the proof of Theorem 1, we apply Lemma 2 endériva-
tion C ~" D witnessing the existence of an attack Ahand we considelS =
{sid | tags(To, sid) = tags(To, sidy)}, i.e. the sessions that are tagged in the same
way thatsid,. We obtain thatC|s can also reach a constraint system in solved form,
namelyD|s. Moreover, the satisfiability af’| s witnesses the fact that there is an attack
on IT that only involves sessions 8t In order to conclude, it remains to show that:
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1. S does not contain two distinct sessions that execute the gdendntuitively, this
comes from the fact that sessionsSire tagged in the same way (after application
of ¢) and this is not possible for two distinct sessions that etethe same role.
Indeed, the fresh nonce generated by different sessiortseeadame role ensures
that their tags are distinct.

2. S only contains honest sessiofiérst sidy, is an honest session by definition of the
secrecy property. Second, since the names of the agentgezhgaa role occur
in the tag and sessions 1 are tagged in the same way as the sessidp, we
conclude that this property is also true for any € S.

Thus, there is an attack dif that involves at most one honest session of each role. To
conclude, it is easy to see that this attack can also be mbontéhe protocol!.

6 Future work

Our current result applies to transfer secrecy properfiesuture work we foresee to
extend the scope of our result to other security propertigs,authentication or more
challenging equivalence based properties. We also planteneé the result to other
intruder theories. We foresee that such results requirganeaf methods which are not
based on the decision procedure as in this paper, but di@mtthe semantics. Another
challenging topic for future research is to obtain more fingined characterizations of
decidable classes of protocols for an unbounded numbeiseifses. The new insights
gained by our work seem to be a good starting point to exthactonditions needed to
reduce the security for an unbounded number of sessionsrierfumber of sessions.
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