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Outline of the talk

Reasoning about the correctness of programs that manipulate data structures

using pointers is notoriously difficult: Destructive updating through pointers

can make complex structures, the heap has an unbounded size, and data-

structure invariants typically only hold at the beginning and end of operations.

Correctness properties include general requirements, such as, absence of null

pointer dereferences, dangling pointers, and leaking memory, but also more

specialized requirements, such as, partial correctness of procedures.

This talk will describe three approaches towards verifying programs that

manipulate pointers. First, we look into the ideas behind separation logic by

Reynolds, O’Hearn, and others. This is an extension of Hoare logic introducing

a “separating conjunction” operator that asserts that its sub-formulas hold for

disjoint parts of the heap. Then, we consider parametric shape analysis by

Sagiv, Reps, and Wilhelm. This approach is based on data-flow analysis and

three-valued logic. The heap is modeled as a logical structure, and properties

are expressed in first-order logic with transitive closure. Finally, we describe

pointer assertion logic by Møller and Schwartzbach. Based on a decidability

result for monadic second-order logic on finite trees, this technique models

heap structures using “graph types” and encodes program code as formulas

through the use of Hoare logic.

These approaches share the common goal of modeling the complex infinite-

state systems that arise when pointers are used in programs; however, they

have different domains of applicability, different degrees of automation, and

different scalability properties.
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