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Introduction

Two approaches: 01101001000. . .
11011110, ..
10111010. ..
Symbolic % Computational

messages:  formal terms bit strings

adversary: set of rules for arbitrary probabilistic
manipulating terms polynomial-time
(Dolev-Yao) algorithm

assumptions: perfect cryptography hard problems,

e.g. factoring

analysis: Yeasy” Y‘complex'
(rich tool support) (less tool support)
gap
guarantees: 7 strong
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Introduction

Computational soundness:

01101001000, . .
11011110, ..
) 10111010, ..
Symbolic % Computational

computational
security

symbolic
security

Best of both worlds:

Simple analysis (rich tool support)

Strong security guarantees

[T
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Introduction

Some results on computational soundness:

Passive/adaptive adversary:
e Abadi, Rogaway 2000

e Kremer, Mazaré 2007

Active adversary:
e Micciancio, Warinschi 2004
e Cortier, Warinschi 2005 \ only asymmetric

e Cortier, Kremer, Kiisters, Warinschi 2006 | Cryptography

e Canetti, Herzog 2006 )
e Comon-Lundh, Cortier 2008

DY-style crypto library:
e Backes, Pfitzmann, Waidner 2003

e Backes, Pfitzmann 2004

} only asymmetric
cryptography
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Only results with active adversary -
Some results | and symmetric encryption

Passive/adaptive  ynrealistic assumption:

e Abadi, Rog Adversary cannot fabricate keys, except for hon-
e Kremer, MJ estly running the key generation algorithm

Active adversary] Reason:
L . Cryptographic definitions (e.g. IND-CCA)
e Micciancio,| 4, ot talk about dishonestly generated keys k

e Cortier. Wg = bit string for dec;({in}) could be anything
’ that is computable in poly-time given {im};

e Cortier, Krg =>no meaningful symbolic representation 7
e Canetti, Herzog ZUUb J

¢ Comon-Lundh, Cortier 2008 [«

DY-style crypto library:
e Backes, Pfitzmann, Waidner 2003

e Backes, Pfitzmann 2004 |«

} only asymmetric
cryptography
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P GLLO1201000, |
Our Goal 77 g ™ RN

Computational soundness result for key exchange (KE)
protocols that use symmetric encryption
where dishonestly generated keys are allowed

Theorem (informal) If@atisfies a symbolic criteria,
then [|P] is a UC-secure KE protocol

Qutline of the talk:

Qym bolic mod@ %

CRLLO1DD1 000,

e Computational model 1og LIOLLLID. .

e Security in computational model

¢ Symbolic criteria

7
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Symbolic model %

Applied m-calculus: [Abadi, Fournet 2001]
e Terms are built from
pairing (tq1,to) symmetric encryption {t})

projection 71(s) and mo(s) decryption decy(t)

e Equational theory:
m1((t1,t2)) =g 1 dec,({t}}) =g t
mo((t1,t2)) =g t2
e Predicates on terms:
e.g. EQ(t1,12)
e Roles R are built from in(x) input
out(t) output
If ¢ then Ry else R, if-then-else
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Symbolic protocols %

e Symbolic KE protocols:

P:(]’/?’Ll,...,nm,klj---ak‘ﬂ]},)(Rl|| HRZ)
Example: A— B: (A, Ny)
new nonces B — A: {{A,{N‘,q:k})}g;m
and keys A — B {K1, |

P = (vna kg k. E)(Ball Rp)

&
[

out({a,n4)) .
in(x) .
if EQ(a,mi(dec, (z))) A...

then out({k'} o, (rp(dec;  ())) 7
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P GLLO1201000, |
Our Goal 77 g ™ RN

Computational soundness result for key exchange (KE)
protocols that use symmetric encryption
where dishonestly generated keys are allowed

Theorem (informal) If P satisfies a symbolic criteria,
then is a secure KE protocol

Qutline of the talk:

e Symbolic model %
@_Computational model > ‘i

e Security in computational model

¢ Symbolic criteria

7
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. DllDlDO&DOD.d .
Computational model 1101110

ITTM model: [Kiisters 2006]

e Model for simulation-based security
e In the spirit of Canetti's UC model
e Advantages over UC model: e.g. joint state

Definition of simulatability (basic idea):

—

realizes

Cny
il
Cry

P S| Fiff

e.g. ideal Key exchange ]

CoOSyPTo0TS 2ZU1IU alf Klsters Max Tuengerthal
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. 01101001000, . .
Computational model 11011110. . .

10111010. ..

Composition Theorem: [Kiisters CSFW 2006]

Parallel composition:

P1] < |F1| and P9

IA
IA
hy

7 > [Pl—P;

Unbounded self-composition:

Pl < |F [:>73Pp§}_7—'7:
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01101001000. . .

11011110, ..
10111010, ..
Given a symbolic KE protocol P
(?7:: (Uﬂq,...,?hn,kl,...,kny)(ﬁﬁ||...l’fﬁ))
we obtain a natural computational interpretation
|P] single session\

Mmulti session
obtained by

composition

\ theorem /
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—~ CLLO T I000,
W 11011110, ..
10111010, ..

-

Qutline of the talk:

e Symbolic model

e Computational model

AN

CRLLO1DD1 000,

11GLLLILO. ..
128110100 ..

G_Security in computational modD

¢ Symbolic criteria

7
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01101001000. . .

11011110, ..

10111010, ..

|P] Fke
] “
}_enc:

ideal key exchange
generates independent key

use ideal functionality _
for symmetric encryption and outputs this key to
the participants

later:  |p. | < |Fenc N S

N J




¢ — encg(m)

) £ {O, 1}|-m..|
¢ «— enc.(m)

record (m.c, k) (for decryption)

m — dec(c)

it (m,ec, k) is recorded: return m
else: return error

m&els authenticated encryption
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sk
Penc Fenc
standard cryptographic restricted environment
assumptions (no commitment problem,
(authenticated encryption) no key cycles)




—~ CLLO T I000,
W 11011110, ..
10111010, ..

-

D

Qutline of the talk:

e Symbolic model %

CRLLO1DD1 000,

e Computational model 1og LIOLILID. .

e Security in computational model

@mbolic crite@
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LA\

participants output a new/fresh session key]

m| key indistinguishability |
ﬁsﬁed by all KE protocols]

allows us to deal with
dishonestly generated keys
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CGLLOTO0100G,
11011110, ..
1eit10100 .

Qutline of the talk:

e Symbolic model %

CRLLO1DD1 000,

e Computational model 1og LIOLILID. .
e Security in computational model

¢ Symbolic criteria
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CLLO1001000G, |
110311110, ..

10811010, .

A1\

QL0 D01000, |

11GL1110. ..
1dit1010. ..
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—~ CLLO T I000,
W 11011110, ..
10111010, ..

™

P preserves key secrecy

> these ciphertexts

are not decrypted
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—~ CLLO T I000,
W 11011110, ..
10111010, ..

[7]
!
Fenc

A1\

QL0 D01000, |

11GL1110. ..
1dit1010. ..

Yingle sessiorﬂ

What we really want:

e A realization of

e Replace |Fenc

-er‘

by

ke |,

|

|

?'-)EHC

ke
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CGLLIO1D0000, |

110311110, ..

10111010, ..
1700 '
Tk
0 e
::> U A € (o
p - I_Il
[7] el |\ T ..
2 fencncnc
1Y Impractical! — |
every session uses
new pre-shared keys
N
Fanc Fenc ::>
f’De”Cncqc
I_Il
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CGLLIO1D0000, |

11311110, ..
10111010, ..
P17 '
. F
::> B o . ke ke o
g " I_Il
I]'pﬂ el |\ T el
. fencncnc
Fenc [ L.
TS~ Fi
T e "
/% &\ ...... \e (e
) I_Il
oint state
péjr%:’c Fencncnc

e -pre-shared keys shared between sessions




—~ CLLO T I000,
W 11011110, ..
10111010, ..

A1\

CGLIO1DI000, .

11011110, ..
1GEL10100 ..

Tke e |

| I

restricted environment
(no commitment problem,
no key cycles)
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—~ L LD T IO,
W 11011110, ..
10111010, .

A1\

GllDlGOlOOG

10811010, ..
computatlonal cmteﬂ
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—~ CLLO T I000,
W 11011110, ..
10111010, ..

symbolic criteria \
%ymmetric key is
encrypted after it

has been used
(automatically verifiab%
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—~ CLLO T I000,
W 11011110, ..
10111010, ..

automatically

% verifiable

> symbolic
critieria

(single session)

J \
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Thank you!




