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Introduction

Our goal:

Enable Computer-aided verification of cryptographic constructions
in the computational model.

Ideally:

» For protocols and cryptographic primitives.
» In the concrete security framework.

» As automated as possible.



Two approaches

For security protocols:
» Indirect approach:
» A proof in a symbolic model.
» A computational soundness proof.
» Direct approach: [Cryptoverif, Ceticrypt]
» Security definitions and models are in the computational

interpretation.
» Proofs are reductionist.



Indirect approach - advantages and drawbacks

Main advantages are:
» the level of abstraction,
» automated tools,
Drawbacks:

» The model has to be repeatedly adapted to guaranteee
computational soundness - new primitive — new soundness
proof.

» The decidability results and verification procedures are to be
revisited, extended and often are difficult to obtain.

» Unlikely to get reasonable concrete security bounds.



Our approach

A direct approach based on a logic (a formal system) for
indistinguishability and event probabilities.

» Capture the main (may be eventually all) reasoning schema
applied in cryptographic proofs.

» Explicitly distinguish between information-theoretic reasoning
(no security loss) and reduction-based reasoning.

» Language-independent, i.e., can be instantiated by different
languages to decribe the system.

» Amenable to automation and proof certification.



Proof Tree for the Probabilistic Signature Scheme of
Bellare and Rogaway

Cf. The proof by D. Pointcheval in Advanced Courses CRM
Barcelona, Spain — February 2004.
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CIL: Computational Indistinguishability Logic

Our starting point is a logic proposed by R. Impagliazzo and B.
Kapron for indistinguishability [FOCS'03]. It is extended in several
ways:

» Oracles: reasoning about oracles is crucial for many

cryptographic constructions and protocols.

» Rules to reason about probabilities of events.

» A direct interpretation and soundness proof.

» Concrete security proofs.

It is also related to Yu Zhang's work based on Hofmann's
Characterization of poly-time computations.



Oracle Systems

A system is described by:
» A (countable) set of memories with an initial memory m.

» A set of oracles, where each oracle is given by a name and an
implementation:

O, : In(0) x My — D(Out(o0) x My)

» Distinguished oracles Oyt for initialization and Ogya) for
finalization, such that In(Oinit) = Out(Ofpar) = 1.



Oracle System Adversaries

An adversary A (for an oracle system Q) is given by:

» a (countable) set M, of adversary memories and an initial
memory m;

» a transition function, and an update function:

A M, — D(Que x M,)
Al : M; x QuAn — D(M,)

Que: the set of queries, a query is an oracle name and an
input; and Ans is the union of all Out(o).



Semantics

The composition A | O of advesary A and oracle system Q is a
probabilistic transition system:

stepajo(ma, Mo) % et ((0,q), m,) — A(m,) in
let (a,m)) < Oo(q, mo) in
let m) — A;(m],(0,q,a)) in
return ((o, g, a), (m%, m,))

Only adversaries with bounded running time.



Executions and Traces

» Executions:

(mg’ mg) <01i;91> (m;, m})) <02&>«32> (Wﬂ;ﬂ) (ms’ ml;)

such that o1 = Oipnit and o = Ogpal-

» Traces are obtained by deleting the adversary's state:

o {(o1,q1,31) 1 (02,q2,a2) (or,qK,aK) K
my = my T T m
PR[A | O =n] =

k—1 1 i . .
T PRlsteps o (mh, m) = (01, i, ai), (mi, mi1))]

PRIA|O : 7] = PRIA|O : T-1(7)]



Statements of the logic

» Indistinguishability: O ~, Q'
EO~ O
if for any adversary,
IPRIA|O:r=1]-Pr[A|OQO :r=1]| <e¢

» Event probability: An event E is a mapping from traces to
Bool. O :. E:
FO:E

if for any adversary,

PRIA|O: E]<e¢



CIL - The formal system

Reasoning in CIL consists in deriving a statement from a set of
hypotheses that capture cryptographic assumptions by applying
derivation rules.

The rules may have CIL statements as premisses or external

statements:
» Valid logic formulae, e.g. A= AV B
» Hoare triples for simple probabilistic programs.
» Equivalence of simple probabilistic programs.
There are two types of rules:
» Rules that do not rely on reduction arguments and do not
cause loss in security.
» Rules that rely (their soundness is by) reduction and cause
loss in security properties.



Derivation Rules

The first set of rules supports equational and external reasoning:

O~ne® One@ O~ O
0 ~ 0 0 ~eper O

0 ~pO

O: E(iel) E=V
@ :Zielff E

IGI

UR

Vo, {true}O{PR[p] < €5}
0 : Oy
For ¢ : QuUAn x M x M — Bool and € =} . koto.

FAIL



Context

An O-context C is given by:

> sets M. of context memories, an initial memory m. and N¢ of
procedures;

» for every ¢ € N¢, a query domain Inc(c), an answer domain
Out.(c), and forward and backwards implementations

Co i Inc(c) x Mc — D(Que x M)
CS i Ing(€) x QuAn x M — D(Outc(c) x M¢)

» distinguished initial and finalization procedures ¢; and c;.



Context Application

The application of an O-context C to O defines an oracle system
C[O] such that:

» the set of memories is M. x My, and the initial memory is
(r_na ﬁ’o);

» the oracles are the procedures of C, and their query and
answer domains are given by C. The initialization and
finalization oracles are the initialization and finalization
procedures of C;

» the implementation of an oracle c is:

AGe, (Me, mo).
let ((07 qo)a m/c) — C(?)(qC7 mc) in
let (ao, M) < Oo(go, Mo) in
let (ac, m?) — CZ(ge, (0, Go, a0), ML) in
return (ac, (m’, m.))



Composition of Adversary with Context

> the set of memories is M. x M, x Que., and the initial
memory is (M, Ma, -);

» the transition function is:

)\(mmmaa )
let ((c, qc), m,) < A(m,) in
let ((0,q), m.) — CZ(gc, mc) in
return ((o, q), (mz, M, (0,q)))

» the update function is:

)\((mm my, (OC7 qc)) (007 Ao, ao))-
Iet (aca C) — C (qC) (007 CIo, ao)a mc) in
(mcﬂAl(maa (OC, qcyac))7—)



SUB and NegSUG Rules

O~ 0 g QxEoC

C[O] ~. C[O'] Clo] . E eeoUB

The Q-event E o C is defined as:

A7, Jrmix, W@(Tmix) =7TA E(mc[@](rmix))

Proposition
Let ©,Q’ be compatible oracle systems and C be an Q-context.
» If C is an indistinguishability context and = O ~. Q' then
= C[O] ~. C[O].
» For every C[O]-event E, if =0 :¢ E o C then |= C[O] :¢ E.



Equivalence of Oracle Systems

» Often, one needs to replace an oracle system by (an almost)
equivalent one.

» Two probabilistic transition systems are equivalent, if they
associate the same probability to each event.

» Two oracle systems @ and Q' are called equivalent, if for any
adversary A, the underlying probabilistic transition systems
A| O and A | O are equivalent.

» Bisimulations provide a powerful method for proving
equivalence of probabilistic transition systems.

» We lift bisimulation-based reasoning to oracle systems. More
specifically, we define a collection of conditions that ensure
the existence of a bisimulation between A | O and A | @', for
every A, and hence, the equivalence of O and Q.



Almost Equivalence of Oracle Systems

» Almost equivalence of oracle systems: this is when equivalence
holds as long as the adversary does not do something bad.
» The bad is specified by:
© C Que x Ans x (Mo + M)) x (Mo + M%)

» Equivalence is ensured by: existence of an equivalence relation
R C (Mo 4+ M) x (Mo + ML) on memories that satisfies
> Initialization: m, R m,
» stability: if m; R mj then
@((Ov qva)amlamj/l) ~ 30((07 qva)7m27m£)
» compatibility: if ¢((o, g, a), my, my), then
PRr[O,(g, m) € (a, C)] = Pr[O(q, m) € (a, C)]
where C is the equivalence class of mj under R.

Notation: O =g, O’
Proposition
IfO=g, O then A|O~_, A|O.



Oracle Rules

O : EAnO(p) 0 =g, O EcRE

NegORY
0. EAD(p) 8
O: O 0=k, 0
O (P/ R, Neg<>
O ‘e <>_‘§0
O : O-p 0O =g, O
0~ O OR

O: (EAD)U~p 0O=¢,0  EcRE
O :e (END(p))U—p

NegORA

Proposition

For all oracle systems O and Q' and testable ¢ such that
0 =g, O', every R-compatible events E, and adversary A:

» PR(A|O: EAO(p)) =Pr(A| O : EAD(p))
> PR(A | O: (EAD(@))U~p) =Pr(A|O: (EAD(p))U~p)



Early-late sampling and Determinization

Bisimulation is in many cases too strong, in particular for moving
samples earlier (later) in the execution.

pi

pj q

pa=2pixi



Rules based on Deterinization

O :c Eomm,

—O.F NegDET
O <goy( O
4 Z per

O~ O



Summary of the Rules
(REF), (SYM), (TRAN), (UR), (FAIL)

O~ O 0 EoC
clo]~.co] °'® o[- E

O :c Eomwm,
—O0.E NegDET T OO = O DET
0: O 0 =g, O
o’ ‘e <>_‘§0
O: EAO(¢) O=g,0 EcRE
O e EAO(p)

O:O-p 0 =g, (04
0O~ 0

NegSUB

0 <get(y) O’

Negd

NegORY

OR

O (ENDO(p))U—p 0 =g, O E € RE ¢ testable

O e (EAD(@))U—p

NegORA



Timing Aspects - Discussion
Let O be an oracle system with oracle names o01,...,0,. Then, in
O :¢ E, € is a function:
e: N1 - 0,1]

and its interpretation is:
For every adversary A that calls o; at most g;-times and terminates

in time t 4> gj,

PrR[A|O: E] <e(t,q1,-.-,Gn)-

» “A calls o; at most g;-times..." means

PRIA|O=mn: #(0o;,—,—) < q]=1



NegSUB revisited

O:EoC

— — —— NegSUB

ClO].. E ®
Assume C has procedures cy, ..., ¢y. Define

a:{oi,...,on} x {c1,...,cm} — {0,1} such that a(o;, ¢;) = 1 iff
¢; may call o;, i.e.

Ime € Mc3g € Inc(q). Y PRICT()(me, q) = (0j, mL)] > 0

m.EM¢
Then,
m m
6C(tv qi? SRR q;n) = 6(t. + TC7 Za(ola Cj)qjla sy Za(om Cj)qjl)
j=1 Jj=1

where T¢ = Zﬁ_l qJ/'(TC*’(Cj) + TCH(CJ))‘



Probabilistic Signature Scheme
Bellare& Rogaway'96.

» A signature scheme based on one-way trapdoor permutations.
» Part of the PKCS standard.
Informal description:

» The scheme uses 3 hash functions in the random oracle model.
» The signature of M is
FHH(MIR)|G(H(M]r)) & r|F(H(M|r)))

where r is sampled in {0,1}%1, H: {0, 1}kmtki — [0, 11k,
G :{0,1}k — {0,1}% and F : {0,1}* — {0, 1}k,

> To verify (M, x), lety = f(x), wi|wo|ws =y,
r= G(wy) @ wy and verify

wy = H(M\r) N wz = F(Wl)



PSS as Oracle system

> Ohnit samples (£, 1) and returns
(F,(F, £ Ly [0, Le < {1, Le < 1))

On: Ax,m. (x,r) € Ly — return (r, m)
T — let r — {0,1}* in
return (r, m[Ly := Ly (x,1)])

» Similarly for O and Og.
>
Os : AM,m. let r — {0, 1}’<1 in
let (w1, m1) < Oy(M|r,m) in
let (wa, mp) «— Og(w1, m1) in
let (W3, m3) — OF(Wl, m2) in
return (f~1(wy1|wa @ rws), m3)



The Security Property

An adversary breaks PSS, if she is able to provide a message and a
signature of that message that has not been produced by Os.

EF-CMA = O[((Ofinal, R1|R2, 1), my, m2) A V(Ry1, Ro, mp)]A
I:,"(<057 Rla R2>7 ) _)

Vi AM, x, m. letwi|wa|ws = f(x) in
let (w1, g) € m.Lg in
letr=wy @ gin
return (M|r,wi) € m.Ly A (w1, w3) € m.Lg

Notice that r is uniquely defined. Denote it r(Rz).



One-way Permtation

» Memory: (y, pk, sk, b), y € {0,1}, pk, sk public and secret
keys of the One-way permutation. Initial memory b = true.

> Oinit :
Ax,m b—lety« {0,1}¥in
let (pk, sk) « K in

return ((pk,y), (v, pk, sk, false))
T — ((pk,y), (v, Pk, sk, false))

» Ofinal : Ax, m.return (1, m)

>
O nals 71 .
Vow @ AT, m. letT:T’< final,X >m in
f(m.pk,x) = m.y
>

Oow ‘cow(t) Vow



Two cases

EF-CMA = EF-CMA; V EF-CMA,

where
EF-CMA{=EF-CMA; A ler(Rg) Q Ly
EF-CMA,=EF-CMA; A R1|r(R2) €ly

PSS io—ko EF—CMAl PSS te—2—ko EF—CMA2

(UR) PSS :c EF-CMA



PSS 1, EF-CMA;

= Oinit7 OH7 Oﬁnal
Ax,m. (1, m[Ly :=[])
Oop, : Ax,m. (x,r) € Ly — return (r, m)
T —let r — {0,1}* in
return (r,m[Ly := Ly :: (x,r)])

Ooﬁnal = OOH
GuessHash = <>[(<Oﬁna17 R1|R2, ].>, mq, m2) A m2.LH(R1) = Rz]/\
Ry & mi.Ly

FAIL
Oy 19—k, GuessHash

C[On] 1yt EF-CMA;

C-memory: (f,f~ 1 Lr:[],Lc :[])



PSS1

Compute F(h) and G(h) as soon as h is produced by H. To keep
the system consistent with PSS, we need some book keeping using
lists L'r and L.

Oo, 11 Ax,m. (x,wo) € Lg — (w2, m)
(x,wo) € Lg — (wo, m[L := L\ (x, wo),
Lg = Lg :: (x,m2)])
T — let wp < {0,1}* in
(wo, m[Lg := Lg = (x, wn)])
return (wa, m3)
Oo,, : Ax,m. let (wy, m) < Op(x, m) in
let (wo, mp) < O’ (w1, my) in
let (W3, m3) — O/@F(Wl, m2) in
return (wg, m3)



Ooe 1: Ax,m. (x,m) € Lg, Lz — (wo, m)
T — let wp «— {0,1}K in
(wo, m[L'e = L (x,w2)])
return (wo, m3)

The implementation of Og is as before.



Equivalence of PSS and PSS1

Equivalence of PSS and PSS1 is shown using determinization.

» Consider a memory m of PSS1. Let
X(m) = (rngm.Ly) \ (domm.L?;) and
Y (m) = (rngm.Ly) \ (domm.L%).

> Define y(m) as the uniform distribution over all pairs (L, L)
such that domLj = X and domL}; = Y and typing is
respected.

» Then,
PSS <qet,y PSS1



PSS2

Memory: as before + y, L,,.
Initialization: y is sampled randomly and L, := [].

Oo,, computes F(w;) and G(wy) even if they have been already
computed.

Oo,, 1 Ax,m. (x,wy) € Ly — return (wy, m)
T —let u « {0,1}* in
let wi|wo|ws = f(u) @y in
let x = X/|r in
return (wy, m[Ly = Ly 2 (x, wy),

e = L (wr, ws),
L =L (w,wa@r)
Ly:="Ly (X u,m)])



PSS2

Os : AM,m. let r « {0,1}% in
let u« {0,1}¥ in
let wy|wa|ws = f(u) in
return (u, m[Ly := Ly == (M|r, wy),
Lr:=Lg 2 (w1, w3),
L :=Lg :: (wi,wa @r)])



Equivalence of PSS1 and PSS2

PSS1 =g, PSS2

where
Rmm’ iff mand m' agree on Ly, Lr, Lr, Lg, g, f, 71
and

©((o,q,a),m,my) = o0# Oy A o+#Og — return true

o = OH —

return (g € my.Ly)V

a ¢ m1.L,:, m1.L’F, ml.Lg, m1.L’G

o = 05 —

letwy = f(a)[kz] in

let Wé = f(a)[k2 + 1, kl] in

return wy & (my.Le, myi.Lip,my.Lg, my. L)

/\V(Wl,g) € my.Lg. (M|W§ D Wz) ¢ mi.ly



Assuming the invariant that the length of the list Lg, Ls, Lg, Ly, is
bounded by gr + g6 + g1 + g5,

PR[O.~¢] < 27%(qr + qc + qu + qs) + (qu + gs)2~ "

(FAIL)
PSS1=,PSS2  PSS2:, O(—¢)  PSS2:, EF-CMA,

(UpTo) PSS1 -, ., EF-CMA,

e2 = (g1 + 9s) (27 (qF + 96 + qu + qs) + (qn + gs5)27")



PSS2 :., EF-CMA; by reduction to the one-way permutation
hypothesis.

€3 = succ®(t + (g + gs) Tr + overhead)
In summary,

e = succ®(t+ (g + gs) Tr + overhead)+
(90 +as)(27"2(qF + g6 + an + qs) + (qu + gs)27") + 277



Conclusions

Examples treated with CIL:
» ElGamal, hashed ElGamal.
» FDH, PSS.
» OAEP: IND-CPA, IND-CCA.
Cross fertilization with certicrypt and possibly other tools.

» IND-CCA/OAEP: The insight gained from the proof in CIL
enabled the proof in certicrypt (submitted).

» Certicrypt can be used to discharge some of the external
reasoning of CIL.

Formalization in a theorem prover:

» Formalization in Coq almost complete (P. Corbineau and help
from Ch. Paulin).

» Our main goal concerning this is the soundness of the logic,
not necessarily having Coqg-certified proofs for cryptosystems.



Further work

» A thorough treatment for the timing aspects (do not care
about poly-time, aim at concrete security). Formalization in
Coq is under development.

» External reasoning:

» Reasoning about events: E = E’.
{true}O{PR[y] < €}.

0) ER#, (O)/.
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