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◮ automated tools for analyzinglarge, 
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ols withmultiple or unbounded numberof sessions

Computational approa
h
◮ data are represented as bitstrings
◮ adversaries are PPT TuringMa
hines
◮ 
ryptographi
 primitives are PTalgorithms; adversary hasnegligeable probability to breakse
urity
◮ proofs are by hand anderror-proneGoal: 
ombine the advantages of both approa
hes, i.e. automati
 proofs of
omplex proto
ols with strong guarantees in a 
ryptographi
 model
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Di�erent modelling of properties: the 
ase of se
re
yFormal model : property on tra
es
{m}k Proto
ol

⊢ sA data s is se
ret if the adversary 
annot dedu
e s.Computational model : indistinguishability experiment - generate (n0, n1)s ← nb11001001 Proto
ol
(n0, n1)b′The data s is se
ret if Pr[Exp1 = 1]− Pr[Exp0 = 1] is negligible.



Part IThe Abadi-Rogaway result : formal model



MessagesMessages are modelled by the free algebra over the signatureen
/2,pair/2and the 
onstants Bool and Keys whereBool = {0,1} Keys = {k , k1, k2, . . . , k ′, k ′′, . . .}Messages are de�ned by the following grammar:M,N ::= termesK K ∈ Keys0, 1 Bool
〈M,N〉 pair
{M}K en
 (K ∈ Keys)



Dolev-Yao atta
ker 
apabilities: dedu
tionMessage m is dedu
ible from the set of messages E ⊃ {0,1},E ⊢ m if:m∈EE⊢m (Ax) E⊢〈m1,m2〉E⊢m1 (Pr1) E⊢〈m1,m2〉E⊢m2 (Pr2)E⊢m1 E⊢m2E⊢〈m1,m2〉 (P) E⊢m E⊢kE⊢{m}k (En
) E⊢{m}k E⊢kE⊢m (De
)



Dolev-Yao atta
ker 
apabilities: dedu
tionMessage m is dedu
ible from the set of messages E ⊃ {0,1},E ⊢ m if:m∈EE⊢m (Ax) E⊢〈m1,m2〉E⊢m1 (Pr1) E⊢〈m1,m2〉E⊢m2 (Pr2)E⊢m1 E⊢m2E⊢〈m1,m2〉 (P) E⊢m E⊢kE⊢{m}k (En
) E⊢{m}k E⊢kE⊢m (De
)Sometimes dedu
tion is not su�
ient:t1 = {0}k t2 = {1}kWe expe
t t1 and t2 to be indistinguishable.



PatternsPatterns extend terms by the symbol �, whi
h intuitively representsen
ryptions for whi
h the atta
ker does not know the key.P ,Q ::= patternsK K ∈ Keys0, 1 Bool
〈P ,Q〉 pair
{P}K en
 (K ∈ Keys)
�



PatternsPatterns extend terms by the symbol �, whi
h intuitively representsen
ryptions for whi
h the atta
ker does not know the key.P ,Q ::= patternsK K ∈ Keys0, 1 Bool
〈P ,Q〉 pair
{P}K en
 (K ∈ Keys)
�We de�ne the fun
tion p(M ,C ) whi
h takes a term M and a set ofkeys C as input and outputs a patternp(K ,C ) = K K ∈ Keysp(b,C ) = b b ∈ Boolp(〈M,N〉,C ) = 〈p(M ,C ), p(N ,C )〉p({M}K ,C ) = {p(M ,C )}K si K ∈ Cp({M}K ,C ) = � si K 6∈ C



Patterns (2)We de�ne the pattern of a term as followspat(M) = p(M, {K ∈ Keys | M ⊢IDY K}
︸ ︷︷ ︸keys dedu
ible from M )Example pat(〈0,1〉) =pat(〈{0}K1 , 〈{1}K2 ,K1〉〉) =pat(〈{{K1}K2}K3 ,K3〉) =
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︸ ︷︷ ︸keys dedu
ible from M )Example pat(〈0,1〉) = 〈0,1〉pat(〈{0}K1 , 〈{1}K2 ,K1〉〉) = 〈{0}K1 , 〈�,K1〉〉pat(〈{{K1}K2}K3 ,K3〉) =



Patterns (2)We de�ne the pattern of a term as followspat(M) = p(M, {K ∈ Keys | M ⊢IDY K}
︸ ︷︷ ︸keys dedu
ible from M )Example pat(〈0,1〉) = 〈0,1〉pat(〈{0}K1 , 〈{1}K2 ,K1〉〉) = 〈{0}K1 , 〈�,K1〉〉pat(〈{{K1}K2}K3 ,K3〉) = 〈{�}K3 ,K3〉



Equivalen
e of termsDe�nition (Equivalen
e)Two terms M and N are said to be equivalent, M ≡ N, i�pat(M) = pat(N).Problem:Intuitively, two (random) keys should be equivalent, but k1 6≡ k2.



Equivalen
e of termsDe�nition (Equivalen
e)Two terms M and N are said to be equivalent, M ≡ N, i�pat(M) = pat(N).Problem:Intuitively, two (random) keys should be equivalent, but k1 6≡ k2.De�nition (Equivalen
e up to renaming)Two terms M and N are equivalent up to renaming, noté M ∼= N i�there exists a bije
tion σ on Keys su
h that M ≡ Nσ.We have that k1 ∼= k2 and 〈k1, k2〉 6∼= 〈k3, k3〉 (no bije
tion!)



Part IIThe Abadi-Rogaway result : 
omputational model



The 
omputational modelAs for the formal setting we 
on
entrate on passive adversaries
◮ no need to des
ribe the proto
ol exe
utionIn this model
◮ Data are bit strings
◮ Cryptographi
 primitives are polynomial-time algorithms
◮ The adversary is an arbitrary polynomial-time probabilisti
Turing ma
hine
◮ Se
urity is expressed as the adversaries su

ess probability :�The probability that an adversary 
an break the se
urity isnegligible�



PreliminariesLet String = {0, 1}∗ be the set of all �nite bitstringsIn String we distinguish the sets
◮ Plaintext : the set of all bitstrings representing possibleplaintexts in
luding a parti
ular bitstring 0
◮ Ciphertext : the set of all bitstrings representing possible
iphertexts
◮ Key : the set of all bitstrings representing possible keysWe also de�ne
◮ Coins = {0, 1}ω : the set of in�nite bitstrings, intuitively therandom tape
◮ Parameter = 1∗ : the set of �nite, unary strings, the
omplexity parameter



En
ryption s
hemeAn en
ryption s
heme SE is a triple of algorithms K, E ,D
◮ key generation algorithm K : Parameter × Coins→ Key
◮ en
ryption algorithm E : Key × String× Coins→ Ciphertext
◮ de
ryption algorithm D : Key × String→ PlaintextWe suppose that these algorithms 
an be 
omputed in polynomialtime in the length of their input (not 
onsidering Coins)We use the notation Ek(m, r) and Dk(m, r) for E(k ,m, r) and
D(k ,m, r)We sometimes omit Coins in E and K to denote the indu
eddsitribution or its support (the set of bitstrings having non-zeroprobability)For all η ∈ Parameter, k ∈ K(η), r ∈ Coins(η) we require that

Dk(Ek (m)) =

{ m si m ∈ Plaintext0 si m 6∈ Plaintext
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omplexity parameter determines the key length



En
ryption s
hemeAn en
ryption s
heme SE is a triple of algorithms K, E ,D

◮ key generation algorithm K : Parameter × Coins→ Key
◮ en
ryption algorithm E : Key × String× Coins→ Ciphertext
◮ de
ryption algorithm D : Key × String→ PlaintextIntuitively, the 
omplexity parameter determines the key lengthEn
ryption is probabilisti




Computational indistinguishabilityDe�nition (Negligible fun
tion)A fun
tion ǫ : N→ R is negligible if
∀n > 0. ∃Nn. ǫ(η) ≤ η−n pour η ≥ NnLet D = {Dη} be a family of distributions over String, one for ea
h
η ∈ Parameter.De�nition (Indistinguishability)Let D = {Dη} and D ′ = {D ′

η
} be two families of distributions. Dand D ′ are indistinguishable, denoted D ≈ D ′, if for anyprobabilisti
 polynomial-time Turing ma
hine A the fun
tionAdv IND(η) =

∣
∣
∣P

[x R
←− Dη : A(η, x) = 1]− P

[x R
←− D ′

η
: A(η, x) = 1]∣∣∣is negligible.



Se
urity of an en
ryption s
hemeDe�nition (Semanti
 se
urity, IND-CPA)Let SE = (K, E ,D) be an en
ryption s
heme and η ∈ Parameter.We de�ne the advantage of an adversary A asAdvSE,η(A) = P

[k , k ′ R
←− K(η) : AEk (·),Ek′ (·)(η) = 1]

−P

[k R
←− K(η) : AEk (0),Ek (0)(η) = 1]

SE is semanti
ally se
ure if for any PPT Turing ma
hine A,AdvSE ,η(A) is negligible (in η).
◮ AO denotes a Turing ma
hine A with a

es to ora
les O (here,en
ryption ora
les).
◮ Ek(·) is an en
ryption ora
le whi
h takes m on input and outputs
 R

←− Ek(m)

◮ Ek(0) is an en
ryption ora
le whi
h takes m on input and outputs
 R
←− Ek(0) (hen
e it is independant of m)



Part IIIThe Abadi-Rogaway result: Computational soundness



The aim of the soundness result
Find 
onditions su
h thatIf M ∼= N then [[M]] ≈ [[N]]where [[M]] is the implementation of the term M.



Implementing formal termsWe de�ne an implementation of formal terms. Let SE be anen
ryption s
heme and η ∈ Parameter. We asso
iate to M adistribution [[M]]SE,η
and a family of ditributions [[M]]SE .Initializeη(M)for K ∈ Keys(M) do τ(K )

R
←− K(η)Convert(M)if M = K (K ∈ Keys) then return (τ(K ), �key�)if M = b (b ∈ Bool) then return (b,�bool�)if M = 〈M1,M2〉 then return (Convert(M1),Convert(M2), �pair�)if M = {M1}K thenx R

←− Convert(M1); y R
←− Eτ(K)(x); return(y , �
iphertext�)
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◮ we generate the keys o

uring on M (denoted Keys(M)) by
alling K and store them in the array τ
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◮ we suppose there exists an implementation of terms 0 and 1



Implementing formal termsWe de�ne an implementation of formal terms. Let SE be anen
ryption s
heme and η ∈ Parameter. We asso
iate to M adistribution [[M]]SE,η
and a family of ditributions [[M]]SE .Initializeη(M)for K ∈ Keys(M) do τ(K )

R
←− K(η)Convert(M)if M = K (K ∈ Keys) then return (τ(K ), �key�)if M = b (b ∈ Bool) then return (b,�bool�)if M = 〈M1,M2〉 then return (Convert(M1),Convert(M2), �pair�)if M = {M1}K thenx R

←− Convert(M1); y R
←− Eτ(K)(x); return(y , �
iphertext�)

◮ we generate the keys o

uring on M (denoted Keys(M)) by
alling K and store them in the array τ
◮ we suppose there exists an implementation of terms 0 and 1
◮ to avoid ambiguities we use tags



Forbidding key 
y
lesTo obtain a soundness result we need to forbid key 
y
les.De�nition (Key Cy
le)Let K ,K ′ ∈ Keys. K en
rypts K ′ in a term M written K ≻M K ′ if
{N}K ∈ st(M) and K ′ ∈ st(N).A term M is a
y
li
 i� the relation ≻M is a
y
li
.Example
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Forbidding key 
y
lesTo obtain a soundness result we need to forbid key 
y
les.De�nition (Key Cy
le)Let K ,K ′ ∈ Keys. K en
rypts K ′ in a term M written K ≻M K ′ if
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.Example
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e, M is a
y
li
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◮ Let M = {K}K . We have K ≻M K . M 
ontains a key 
y
le ofsize 1.



Forbidding key 
y
lesTo obtain a soundness result we need to forbid key 
y
les.De�nition (Key Cy
le)Let K ,K ′ ∈ Keys. K en
rypts K ′ in a term M written K ≻M K ′ if
{N}K ∈ st(M) and K ′ ∈ st(N).A term M is a
y
li
 i� the relation ≻M is a
y
li
.Example

◮ Let M = 〈{{K1}K2}K3 ,0〉. ≻M is de�ned asK3 ≻M K2 ≻M K1. Hen
e, M is a
y
li
.
◮ Let M = {K}K . We have K ≻M K . M 
ontains a key 
y
le ofsize 1.
◮ Let M = 〈{K1}K2 , {K2}K1〉. We have that K1 ≻M K2 andK2 ≻M K1. M 
ontains a 
y
le of size 2.



The problem of key 
y
lesThere exist semanti
ally se
ure s
hemes that reveal the en
ryptionkey if the adversary is given a message 
ontaining a key 
y
le.Suppose that SE = (KG, E ,D) is a semanti
ally se
ure en
ryptions
heme and let SE ′ = (KG ′, E ′,D′) be de�ned as follows:
KG′ = KG

E ′k(m, r) =

{
Ek(m, r) if m 6= k
onst · k if m = k

D′k (
) =

{
Dk(
) if 
 6= 
onst · kk if 
 = 
onst · k

SE ′ is semanti
ally se
ure, but
[[{K}K ]] 6≈ [[{K ′}K ]]



Formal equivalen
e implies 
omputational soundness
Theorem (Computational soundness of formal equivalen
e)Let M and N be two a
y
li
 terms and SE a semanti
ally se
ureen
ryption s
heme. If M ∼= N then [[M]] ≈ [[N]].This theorem allows us to use formal, automated te
hniques andobtain se
urity guarantees in the 
omputational setting.



Proof: renamingThe �rst step 
onsists in renaming keys.Let Keys(M) be the set of keys in M.re
overable(M) = {K ∈ Keys(M) | M ⊢ K}hidden(M) = Keys(M) \ re
overable(M)Let µ =| re
overable(M) | and m =| hidden(M) |.Rename keys in re
overable(M) to J1, . . . , Jµ.By a
y
li
ity of M we 
an rename keys in hidden(M) to K1, . . . ,Kmsu
h that Ki ≻M Kj implies i > j .A �deeper� key gets a smaller index.



Proof : renamingExampleLet M be the following term (we omit pairs for readability)
{0}K6 {K11}K4 K2 {0}K3 {K6}K4 {K1K3}K4 {111}K5 0 {K1}K6 {K5}K2Keys(M) =re
overable(M) =hidden(M) =
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overable(M) = {K2,K5}hidden(M) = {K1,K3,K4,K6}The relation ≻M (restri
ted to hidden(M)) is de�ned by
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{0}K6 {K11}K4 K2 {0}K3 {K6}K4 {K1K3}K4 {111}K5 0 {K1}K6 {K5}K2Keys(M) = {K1,K2,K3,K4,K5,K6}re
overable(M) = {K2,K5}hidden(M) = {K1,K3,K4,K6}The relation ≻M (restri
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Proof : renamingExampleLet M be the following term (we omit pairs for readability)
{0}K6 {K11}K4 K2 {0}K3 {K6}K4 {K1K3}K4 {111}K5 0 {K1}K6 {K5}K2Keys(M) = {K1,K2,K3,K4,K5,K6}re
overable(M) = {K2,K5}hidden(M) = {K1,K3,K4,K6}The relation ≻M (restri
ted to hidden(M)) is de�ned byK4 ≻M K1 K4 ≻M K3 K4 ≻M K6 K6 ≻M K1Rename
{K1 → K1,K2 → J1,K3 → K2,K4 → K4,K5 → J2,K6 → K3} andget M ′ =
{0}K3 {K11}K4 J1 {0}K2 {K3}K4 {K1K2}K4 {111}J2 0 {K1}K3 {J2}J1



Proof: renamingAs M ∼= N we have pat(M) = pat(Nσ). Hen
ere
overable(M) = re
overable(Nσ).As N is a
y
li
 rename keys from hidden(N) to {K1, . . .Kn} s.t.n =| hidden(N) |.We 
onstru
t a renaming σ′ su
h that N ′ = Nσ′, M ′ ≡ N ′,re
overable(M ′) = re
overable(N ′) = {J1, . . . , Jµ},hidden(N ′) = {K1, . . .Kn} and Ki ≻N Kj implies i > j .ExampleLet N be
{11}K2 {K3}K2 K1 {K3}K2 {K8}K2 {1}K5 {111}K3 0 {00}K8 {K3}K1We have thatre
overable(N) = {K1,K3}, hidden(N) = {K2,K5,K8}. Rename
{K1 → J1,K2 → K3,K3 → J2,K5 → K1,K8 → K2} and get N ′

{11}K3 {J2}K3 J1 {J2}K3 {K2}K3 {1}K1 {111}J2 0 {00}K2 {J2}J1



Proof: hybrid patternsIn the se
ond phase of the proof introdu
e patterns to form a 
hainM ′ = Mm, . . . ,M1,M0 = N0,N1, . . . ,Nn = N ′whereMi = p(M ′, re
overable(M ′) ∪ {K1, . . . ,Ki}) 0 ≤ i ≤ mand Ni = p(N ′, re
overable(N ′) ∪ {K1, . . . ,Ki}) 0 ≤ i ≤ nIntuitively Mi respe
tively Ni is the adversary's view if he wouldknow the hidden keys {K1, . . . ,Ki}We indeed have M0 = pattern(M ′) = pattern(N ′) = N0 asM ′ ≡ N ′.



Proof: hybrid patterns (example)ExampleM ′

=M4 : {0}K3 {K11}K4 J1 {0}K2 {K3}K4 {K1K2}K4 {111}J2 0 {K1}K3 {J2}J1M3 : {0}K3 � J1 {0}K2 � � {111}J2 0 {K1}K3 {J2}J1M2 : � � J1 {0}K2 � � {111}J2 0 � {J2}J1M1 : � � J1 � � � {111}J2 0 � {J2}J1M0 : � � J1 � � � {111}J2 0 � {J2}J1
=N0 : � � J1 � � � {111}J2 0 � {J2}J1N1 : � � J1 � � {1}K1 {111}J2 0 � {J2}J1N2 : � � J1 � � {1}K1 {111}J2 0 {00}K2 {J2}J1N3 : {11}K3 {J2}K3 J1 {J2}K3 {K2}K3 {1}K1 {111}J2 0 {00}K2 {J2}J1
=N ′



Proof: asso
iate distributions to patternsAs for terms we asso
iate (families of) distributions to patternsIdea : the symbol � is implemented by the en
ryption of 0 with afresh key.Extend Initializeη(M) by
τ(K0) R

←− K(η)and Convert(M) byif M = � theny R
←− Eτ(K0)(0)return(y , �
iphertext�)



Proof: by 
ontradi
tionWe have that
[[M]]SE = [[M ′]]SE [[N]]SE = [[N ′]]SEas M and M ′ (resp. N and N ′) only di�er by renaming of keysOur goal is to show [[M ′]]SE ≈ [[N ′]]SEBy 
ontradi
tion, suppose that there exists PPT adversary A ableto distinguish [[M ′]]SE and [[N ′]]SE

λ(η) = Pr [y R
←− [[M ′]]SE : A(η, y) = 1]−Pr [y R

←− [[N ′]]SE : A(η, y) = 1]is not negligible



ProofWe de�ne for 1 ≤ i ≤ m and 1 ≤ j ≤ npi = Pr [y R
←− [[Mi ]]SE : A(η, y) = 1]qj = Pr [y R
←− [[Nj ]]SE : A(η, y) = 1]We have that λ = pm − qn and p0 = q0 as pat(M0) = pat(N0)

λ = (pm − pm−1) + (pm−1 − pm−2) + · · ·+ (p1 − p0)
+(q0 − q1) + (q1 − q2) + · · · (qn−1 − qn)By the triangle inequality there exists i . 1 ≤ i ≤ mpi − pi−1 ≥ λm + nor there exists j . 1 ≤ j ≤ nqj−1 − qj ≥ λm + n



An adversary against the en
ryption s
hemeGiven A that distinguishes [[Mi ]]SE and [[Mi−1]]SE we de�ne theadversary A0 whi
h aims at breaking semanti
 se
urityalgorithm Af ,g0 (f , g are either Ek(·), Ek′(·) or Ek(0), Ek(0))for K ∈ Keys(M ′) do τ(K )
R
←− K(η)y R

←− Convert2(M ′)b R
←− A(η, y)Convert2(M∗)if M∗ = K (K ∈ Keys) then return (τ(K ), �key�)if M∗ = b (b ∈ Bool) then return (b,�bool�)if M∗ = 〈M∗1 ,M∗2 〉 then return (Convert(M∗1 ),Convert2(M∗2 ), �pair�)if M∗ = {M∗1}K thenif K ∈ {J1, . . . , Jµ,K1, . . . ,Ki−1} thenx R
←− Convert2(M∗1 ); y R

←− Eτ (K)(x); return(y , �
iphertext�)if K = Ki thenx R
←− Convert2(M∗1 ); y R

←− f (x); return(y , �
iphertext�)if K ∈ {Ki+1, . . . ,Km} theny R
←− g(0); return(y , �
iphertext�)



An adversary against the en
ryption s
hemeBy 
onstru
tion we havepi (η) = Pr [ki , k0 K
←− (η) : A

EKi (·),EK0(·)0 (η) = 1]pi−1(η) = Pr [k0 K
←− (η) : A

EK0(0),EK0 (0)0 (η) = 1]Hen
e we have thatAdvSE ,η = pi (η)− pi−1(η)
≥ λ(η)/(m + n)
> η−
/(m + n)
> η−(
+1) ∀η > (m + n)AdvSE ,η is not a negligible fun
tion 
ontradi
ting semanti
 se
urityof SE and 
on
luding the proof.



Part IVA framework for equational theories



Motivations
An atta
k on a re
ursive authenti
ation proto
ol:A 
autionary tale [S
hneiderRyan'98℄Paradox: an atta
k on a proto
ol that was proven 
orre
t (no errorin the proof!)

◮ a more abstra
t proto
ol is proven 
orre
t
◮ the a
tual proto
ol implements en
ryption using ex
lusive or(⊕)
◮ algebrai
 properties of ⊕ are ignored



Algebrai
 propertiesRe
ently many papers address algebrai
 properties:[H. Comon-Lundh, R. Treinen: Easy Intruder Dedu
tions. Veri�
ation: Theory andPra
ti
e 2003℄, [H. Comon-Lundh, V. Shmatikov: Intruder Dedu
tions, ConstraintSolving and Inse
urity De
ision in Presen
e of Ex
lusive or. LICS 2003℄, [Y. Chevalier, R.Küsters, M. Rusinowit
h, M. Turuani: De
iding the Se
urity of Proto
ols withDi�e-Hellman Exponentiation and Produ
ts in Exponents. FSTTCS 2003℄, [Y.Chevalier, R. Küsters, M. Rusinowit
h, M. Turuani: An NP De
ision Pro
edure forProto
ol Inse
urity with XOR. LICS 2003℄, [M. Abadi, V. Cortier: De
iding Knowledge inSe
urity Proto
ols Under Equational Theories. ICALP 2004℄, [C. Lyn
h, C. Meadows:Sound Approximations to Di�e-Hellman Using Rewrite Rules. ICICS 2004℄, [M. Abadi,V. Cortier: De
iding Knowledge in Se
urity Proto
ols under (Many More) EquationalTheories. CSFW 2005℄, [H. Comon-Lundh, S. Delaune: The Finite Variant Property:How to Get Rid of Some Algebrai
 Properties. RTA 2005℄, [P. Lafour
ade, D. Lugiez, R.Treinen: Intruder Dedu
tion for AC-Like Equational Theories with Homomorphisms. RTA2005℄, [J. Millen, V. Shmatikov: Symboli
 proto
ol analysis with an Abelian groupoperator or Di�e-Hellman exponentiation. Journal of Computer Se
urity 13(3)℄, [S.Delaune, P. Lafour
ade, D. Lugiez, R. Treinen: Symboli
 Proto
ol Analysis in Presen
eof a Homomorphism Operator and Ex
lusive Or. ICALP (2) 2006℄, [M. Abadi, V. Cortier:De
iding knowledge in se
urity proto
ols under equational theories. Theor. Comput. S
i.367(1-2)℄, [S. Es
obar, C. Meadows, J. Meseguer: Equational Cryptographi
 Reasoningin the Maude-NRL Proto
ol Analyzer. ENTCS 171(4)℄, [S. Bursu
, H. Comon-Lundh, S.Delaune: Asso
iative-Commutative Dedu
ibility Constraints. STACS 2007℄, [P.Lafour
ade, D. Lugiez, R. Treinen: Intruder dedu
tion for the equational theory ofAbelian groups with distributive en
ryption. Inf. Comput. 205(4)℄, [M. Arnaud, V.Cortier, S. Delaune: Combining Algorithms for De
iding Knowledge in Se
urity Proto
ols.FroCos 2007℄, [V. Cortier, S. Delaune: De
iding Knowledge in Se
urity Proto
ols forMonoidal Equational Theories. LPAR 2007℄Are these abstra
tions sound?



A model with equational theories
◮ arbitrary signature (S,F)T ::= term of sort s ∈ S

| x variable x of sort s ∈ S
| a name a of sort s ∈ S
| f (T1, . . . ,Tk ) appli
ation of symbol f ∈ F

◮ arbitrary equational theoriesExampleEen
 = {de
(en
(x , y), y) = x , en
(de
(x , y), y) = x}E⊕ = {x⊕y = y⊕x , x⊕(y⊕z) = (x⊕y)⊕z , x⊕0 = x , x⊕x = 0}



A 
on
rete implementationA (S,F)-
omputational algebra A 
onsists of
◮ a non-empty set of bit-strings [[s]]A ⊆ {0, 1}∗ for ea
h s ∈ S;
◮ a 
omputable fun
tion [[f ]]A : [[s1]]A × . . .× [[sk ]]A → [[s]]A forea
h f ∈ F with ar(f ) = s1 × . . . × sk → s;
◮ a 
omputable 
ongruen
e =A,s for ea
h sort s in order to
he
k the equality of elements in [[s]]A
◮ an e�e
tive pro
edure to draw random elements from [[s]]AWe asso
iate to ea
h formal term T a distribution [[T ]]A
◮ [[a]]A is a random value in [[s]]A if a is a name of sort s
◮ [[f (T1, . . .Tn)]]A = [[f ]]A([[T1]]A, . . . , [[T1]]A)Families of 
omputational algebras and dsitributions indexed by ase
urity parameter η



Frames and dedu
ibilityTerms are organized into frames:
ϕ1 = {x1 7→ en
(k1, k2), x2 7→ en
(k4, k3), x3 7→ k3}A frame re�e
ts the view of an adversary

◮ the variables xi are the (
losed) terms observed by theadversary
◮ the names ki are all fresh names, i.e. se
ret



Frames and dedu
ibilityTerms are organized into frames:
ϕ1 = {x1 7→ en
(k1, k2), x2 7→ en
(k4, k3), x3 7→ k3}A frame re�e
ts the view of an adversary

◮ the variables xi are the (
losed) terms observed by theadversary
◮ the names ki are all fresh names, i.e. se
retDe�nition (Formal dedu
ibility)

ϕ ⊢E T if there exists a term M with names(M) ∩ names(ϕ) = ∅su
h that Mϕ =E T .Example
◮ k4 is dedu
ible from ϕ1 sin
e de
(x2, x3)ϕ1 =E k4;
◮ but neither k1 nor k2 are dedu
ible.



Stati
 Equivalen
eDe�nition (stati
 equivalen
e)
ϕ1 ≈E ϕ2 if

◮ dom(ϕ1) = dom(ϕ2)
◮ for all M,N with names(M,N) ∩ names(ϕ) = ∅, we have:Mϕ1 =E Nϕ1 i� Mϕ2 =E Nϕ2.Intuitively, an adversary 
annot �nd an equation that distinguishesthe two frames, i.e. holds for one frame, but not for the other one.Example

φ1 = {x 7→ en
(0, k)} φ2 = {x 7→ en
(1, k)}
φ3 = {x 7→ en
(0, k), y 7→ k} φ4 = {x 7→ en
(0, k ′), y 7→ k}



Stati
 Equivalen
eDe�nition (stati
 equivalen
e)
ϕ1 ≈E ϕ2 if

◮ dom(ϕ1) = dom(ϕ2)
◮ for all M,N with names(M,N) ∩ names(ϕ) = ∅, we have:Mϕ1 =E Nϕ1 i� Mϕ2 =E Nϕ2.Intuitively, an adversary 
annot �nd an equation that distinguishesthe two frames, i.e. holds for one frame, but not for the other one.Example

φ1 = {x 7→ en
(0, k)} ≈E φ2 = {x 7→ en
(1, k)}
φ3 = {x 7→ en
(0, k), y 7→ k} 6≈E φ4 = {x 7→ en
(0, k ′), y 7→ k}



Stati
 Equivalen
e: tool support
There exists exa
t [Abadi,Cortier℄ and approximate [Blan
het℄algorithms for de
iding stati
 equivalen
e for many theories.Tools have been implemented for verifying stati
 equivalen
e

◮ YAPA [Baudet, Cortier, Delaune℄
◮ KISS [Ciobâ
 , Delaune, Kremer℄
◮ Proverif [Blan
het℄



Soundness and FaithfulnessDe�nition (Soundness and faithfulness)A family of 
omputational algebras (Aη) is:
◮ =E -sound i� T1 =E T2 implies

P

[ e1, e2 R
←− [[T1, T2]]Aη

: e1 =Aη
e2] is overwhelming

◮ =E -faithful i� T1 6=E T2 implies
P

[ e1, e2 R
←− [[T1, T2]]Aη

: e1 =Aη
e2] is negligible

◮ ≈E -sound i� ϕ1 ≈E ϕ2 implies [[ϕ1]]Aη
≈ [[ϕ2]]Aη

◮ ≈E -faithful i� ϕ1 6≈E ϕ2 implies there exists PPT A,AdvIND(A, η, [[ϕ1]]Aη
, [[ϕ2]]Aη

) is overwhelming
◮ 6⊢E -sound i� ϕ 6⊢E T implies that for every PPT A,

P

[

φ, e R
←− [[ϕ,T ]]Aη

:A(φ) =Aη
e] is negligible

◮ 6⊢E -faithful i� ϕ ⊢E T implies that there exists a PPT A,
P

[

φ, e R
←− [[ϕ,T ]]Aη

:A(φ) =Aη
e] is overwhelming



Un
onditional Soundness
De�nition (Un
onditional soundness)A family of 
omputational algebras (Aη) is:

◮ un
onditionally =E -sound i� T1 =E T2 implies
P

[ e1, e2 R
←− [[T1, T2]]Aη

: e1 =Aη
e2] = 1

◮ un
onditionally ≈E -sound i� ϕ1 ≈E ϕ2 implies [[ϕ1]] = [[ϕ2]]
◮ un
onditionally 6⊢E -sound i� ϕ 6⊢E T implies that the drawings for ϕand T are independent, i.e., for all φ0, e0,

P

[

φ0, e0 R
←− [[ϕ, T ]]Aη

]

= P

[

φ0 R
←− [[ϕ]]Aη

]

× P

[e0 R
←− [[T ]]Aη

]



Some PropertiesProposition 1
◮ =E -soundness implies 6⊢E -faithfulness
◮ =E -soundness and =E -faithfulness implies ≈E -faithfulnessProposition 2Assume that free binary symbols hs : s × Key → Hash are availablefor every sort s.
◮ Then ≈E -soundness implies =E -faithfulness and 6⊢E -soundness
◮ if the implementations for the hs are 
ollision-resistant, then
≈E -soundness also implies =E -soundness, ≈E -faithfulness and,
6⊢E -faithfulness



A ≈E -soundness CriterionStandard implementations: un
. =E -sound + uniform distributionsDe�nition (Ideal semanti
s)
[[ϕ]]ideal is the uniform distribution over
{{x1 7→ e1, . . . , xn 7→ en} | (e1, . . . , en) ∈ [[s1]] × · · · × [[sn]] and
∀(M,N), (Mϕ =E Nϕ)⇒ [[M]]{x1 7→e1,...,xn 7→en} = [[N]]{x1 7→e1,...,xn 7→en}}TheoremAssume that for any ϕ, [[ϕ]]ideal ≈ [[ϕ]].Then we have ≈E -soundness.



Patterns and transparent framesAbadi and Rogaway: en
ryptions for whi
h the key is unknown arerepla
ed by �. Transparent frames are a general 
on
ept inspiredby patterns.De�nition (Transparent frames)A frame ϕ is transparent if all its subterms are dedu
ible. A theoryE is transparent if for any frame ϕ, there exists a transparent frame
ϕ̄ s.t. ϕ ≈E ϕ̄Example

ϕ = {x1 7→ n1 ⊕ n2, x2 7→ n2 ⊕ n3, x3 7→ n1 ⊕ n3}.There are several transparent frames equivalent to ϕ, for instan
e
{x1 7→ n1 ⊕ n2, x2 7→ n1, x3 7→ n2},
{x1 7→ n1, x2 7→ n1 ⊕ n2, x3 7→ n2} and
{x1 7→ n1, x2 7→ n2, x3 7→ n1 ⊕ n2}.



Ne
essity of the soundness 
riterion
PropositionAssume a standard implementation. Let ϕ be a transparent frame.Then [[ϕ]] = [[ϕ]]ideal .CorollaryOur 
riterion is ne
essary for transparent theories. Assume astandard implementation and that E is transparent. Then
≈E -soundness implies that for any ϕ, [[ϕ]]ideal ≈ [[ϕ]].



Part VSound equational theories



Appli
ation 1: Ex
lusive Or
E⊕ : x ⊕ y = y ⊕ x

(x ⊕ y)⊕ z = x ⊕ (y ⊕ z) x ⊕ x = 0x ⊕ 0 = xTheoremThe usual implementation for the XOR theory is
◮ un
onditionally =E⊕

-, ≈E⊕
- and 6⊢E⊕

-sound.
◮ It is also =E⊕

-, ≈E⊕
- and 6⊢E⊕

-faithful.



Appli
ation 2: CiphersCiphers are deterministi
, length-preserving symmetri
 en
ryptionfun
tions.Esym :de
n(en
n(x , y), y) = xen
n(de
n(x , y), y) = xheadn(
onsn(x , y)) = xtailn(
onsn(x , y)) = y 
onsn(headn(x), tailn(x)) = xen
0(nil, x) = nilde
0(nil, x) = nilPropositionEsym is transparent.
ϕ̄ is obtained from ϕ by repla
ing non-dedu
ible subterms withfresh names.



Soundness of CiphersA frame is well-formed if:
◮ there are no head or tail symbols,
◮ there are only atomi
 keys
◮ there are no en
ryption 
y
lesTheoremAssume that the 
on
rete implementations for the en
ryption andits inverse satisfy both the ω-IND-P1-C1 assumption. Let ϕ1 and

ϕ2 be two well-formed frames.If ϕ1 ≈Esym ϕ2 then [[ϕ1]] ≈ [[ϕ2]].Note that two transparent, stati
ally equivalent frames are not ne
essarilyequal up to renaming, e.g.
{x 7→ en
(k1, k2), y 7→ k2} ≈Esym {x 7→ de
(k1, k2), y 7→ k2}Proof is simpli�ed by the use of ideal semanti
s.



Appli
ation 3: Modular exponentiationConsider the following signature modelling modular exponentiationexp : R → G exponentiation
∗ : G × G → G mult in G +, · : R × R → R add, mult

− : R → R inverse0R , 1R : R 
onstantsand the equational theory EDHx + y = y + x x · y = y · x
(x + y) + z = x + (y + z) x · (y + z) = x · y + x · z
(x · y) · z = x · (y · z) x + (−x) = 0R0R + x = x 1R · x = xexp(x) ∗ exp(y) = exp(x + y)Some restri
tions on frames:

◮ only elements of sort G
◮ produ
ts have to be power-free, i.e xn is forbidden for n > 1
◮ produ
ts must not 
ontain more than ℓ elements for a �xed bound ℓ



Soundness of modular exponentiationCon
rete implementation
◮ Instan
e Generator IG : a polynomial-time algorithm thatoutputs a 
y
li
 group G of prime order q
◮ Operations are the usual implementations over ZqAn instan
e generator satis�es the DDH assumption if

∣
∣P

[
(g , q)← IG (η) : a, b ← Zq : A(ga, gb, gab) = 1]−

P
[
(g , q)← IG (η) : a, b, 
 ← Zq : A(ga, gb, g 
 ) = 1]∣∣ isnegligible.Theorem

(Aη) is ≈EDH-sound i� (Aη) satis�es the DDH assumption.The proof uses the 3DH assumption of [BressonLakhne
hMazaréWarins
hi℄.



Appli
ation 4: O�ine guessing atta
ks [AbadiBaudetWarins
hi℄O�ine guessing atta
ks have an elegant formulation in terms ofstati
 equivalen
eDe�nition (Resistan
e against o�ine guessing atta
ks)A frame ϕ is resistant against o�ine guessing atta
ks on w i�
ϕ | {x 7→ w} ≈ ϕ | {x 7→ w ′}where x 6∈ dom(ϕ) and w ′ 6∈ names(ϕ).



Appli
ation 4: O�ine guessing atta
ks [AbadiBaudetWarins
hi℄O�ine guessing atta
ks have an elegant formulation in terms ofstati
 equivalen
eDe�nition (Resistan
e against o�ine guessing atta
ks)A frame ϕ is resistant against o�ine guessing atta
ks on w i�
ϕ | {x 7→ w} ≈ ϕ | {x 7→ w ′}where x 6∈ dom(ϕ) and w ′ 6∈ names(ϕ).Soundness result for a ri
h theory in
luding

◮ 
iphers for en
ryption with passwords
◮ symmetri
 en
ryption
◮ publi
-key en
ryptionSoundness of stati
 equivalen
e implies resistan
e aginst a
omputational de�nition of guessing atta
ks



Part VIAdaptive adversaries



Adaptive Soundness of Stati
 Equivalen
e[Mi

ian
ioPanjwani05℄: soundness in the presen
e of an adaptiveadversary for an Abadi-Rogaway-like modelAdaptive soundness of stati
 equivalen
e b R
←− {0, 1}〈t10 , t11 〉bs R

←− [[t1b ]]...
〈tn0 , tn1 〉bs R
←− [[tnb ]]Aη is ≈E -ad-sound if for any sequen
e 〈t10 , t11 〉, 〈t20 , t21 〉, . . . 〈tn0 , tn1 〉we have

{x1 7→ t10 , x2 7→ t20 , . . . xn 7→ tn0} ≈E {x1 7→ t10 , x2 7→ t20 , . . . xn 7→ tn0}impliesAdvADPTA,Aη
(η) = P

[

A
O1LR,Aη = 1]−P

[

A
O0LR,Aη = 1]is negligible in η



Adaptive Soundness of Stati
 Equivalen
e[Mi

ian
ioPanjwani05℄: soundness in the presen
e of an adaptiveadversary for an Abadi-Rogaway-like modelAdaptive soundness of stati
 equivalen
e b R
←− {0, 1}〈t10 , t11 〉bs R

←− [[t1b ]]...
〈tn0 , tn1 〉bs R
←− [[tnb ]]Aη is un
onditionally ≈E -ad-sound if for any sequen
e

〈t10 , t11 〉, 〈t20 , t21 〉, . . . 〈tn0 , tn1 〉 we have
{x1 7→ t10 , x2 7→ t20 , . . . xn 7→ tn0} ≈E {x1 7→ t10 , x2 7→ t20 , . . . xn 7→ tn0}impliesAdvADPTA,Aη

(η) = P

[

A
O1LR,Aη = 1]− P

[

A
O0LR,Aη = 1]is 0



Adaptive soundness is stri
tly stronger!PropositionIf Aη is ≈E -ad-sound then Aη is also ≈E -sound but the 
onverse isfalse in general.Proof idea: Consider the following signature without any equations0, 1 : Bit
ons : Bit×BS→ BSeq : BS×Non
e→ Bool
[[eq]](bs,N) outputs 1 if bs = N, 0 otherwise. We do have
≈-soundness, but not ≈-ad-soundnessPropositionAη is un
onditionnaly ≈E -ad-sound i� Aη is un
onditionnaly
≈E -sound.



An example: Symmetri
 en
ryptionConsider the following signature modelling symmetri
 en
ryptionen
, de
 : Data×Data→ Datapair : Data×Data→ Data
πl , πr : Data→ Data samekey : Data×Data→ Dataten
, tpair : Data→ Data0, 1 : Dataand the equational theoryde
(en
(x , y), y) = x

πl (pair(x , y)) = x
πr (pair(x , y)) = y samekey(en
(x , y), en
(z , y)) = 1ten
(en
(x , y)) = 1tpair(pair(x , y)) = 1Restri
tions on frames

◮ no key 
y
les
◮ no destru
tor symbols
◮ if k is used as plaintext in ti , then k 
annot be used at a keyposition in tj for j < i (avoids sele
tive de
ommitment)



Soundness of symmetri
 en
ryptionCon
rete implementationWe suppose semanti
 se
ure en
ryption (IND-CPA):Adv
paSE,A(η) =
∣
∣
∣P

[

ALR1
SE (η) = 1]− P

[

ALR0
SE (η) = 1]∣∣∣where LRb

SE is a left-right en
ryption ora
le.We also 
onsider a variant IND-CPA': the ora
le only a

epts asingle 
all. Given a list of of pairs of bitstrings (〈bs i0, bs i1〉)i theora
le returns the list (E(bs ib, k))i .Soundness results
≈Esym-ad-sound ⇐

6⇒
IND-CPA

6⇑ ⇓ 6⇑ ⇓

≈Esym-sound ⇐
6⇒

IND-CPA′



Ex
lusive OR and Modular exponentiation
Soundness results for XORThe usual implementation for the XOR theory is un
onditional
≈EDH-ad-soundSoundness results for modular exponentiation

≈EDH-ad-sound ⇐⇒ DDH
m

≈EDH-sound ⇐⇒ DDH



Part VIICombination results and 
onstru
ted keys



Combining signaturesDe�nition (Disjoint signatures)Let Σ1 = (S1,F1) and Σ2 = (S2,F2) are disjoint i� F1 ∩ F2 = ∅and S1 ∩ S2 = ∅.De�nition (Signature 
ombination, Layered signatures)Let Σ1 = (S1,F1) and Σ2 = (S2,F2) be two disjoint signatures.We say that a subsort relation S is a signature 
ombination for Σ1and Σ2 if S ⊆ S2 × S1.
Σ = (S1 ∪ S2,F1 ∪ F2) is a (Σ1,Σ2)S-layered signature.Example (En
ryption and pseudo-random generators)Let Σ1 = ({Data}, {en
, de
}) and Σ2 = ({Rand}, {prg}) andRand SData. Then Σ1 ∪Σ2 is (Σ1,Σ2)S-layered.



Hybrid fun
tionsLet Σ = Σ1 ∪ Σ2 be a (Σ1,Σ2)S -layered signature equipped withequational theories E1 and E2.A (E1,E2)-hybrid fun
tion for a set F of pairs of frames is afun
tion σ from lists of terms over Σ to terms over Σ su
h that:
◮ for any frame ϕ o

urring in F , ϕ ≈E1 σ(ϕ) where

σ({x1 7→ t1, . . . , xn 7→ tn}) = {x1 7→ σ([t1]), . . . , xn 7→
σ([t1 . . . tn])};

◮ for any (ϕ,ϕ′) ∈ F , if ϕ ≈E1∪E2 ϕ′ then let
ϕ = {x1 7→ t1, . . . , xn 7→ tn} and
ϕ′ = {x1 7→ u1, . . . , xn 7→ un}. ∀1 ≤ i ≤ n



Hybrid fun
tionsLet Σ = Σ1 ∪ Σ2 be a (Σ1,Σ2)S -layered signature equipped withequational theories E1 and E2.A (E1,E2)-hybrid fun
tion for a set F of pairs of frames is afun
tion σ from lists of terms over Σ to terms over Σ su
h that:
◮ for any frame ϕ o

urring in F , ϕ ≈E1 σ(ϕ) where

σ({x1 7→ t1, . . . , xn 7→ tn}) = {x1 7→ σ([t1]), . . . , xn 7→
σ([t1 . . . tn])};

◮ for any (ϕ,ϕ′) ∈ F , if ϕ ≈E1∪E2 ϕ′ then let
ϕ = {x1 7→ t1, . . . , xn 7→ tn} and
ϕ′ = {x1 7→ u1, . . . , xn 7→ un}. ∀1 ≤ i ≤ n

◮ the roots of all Σ1 positions in σ([t1 . . . ti ]) and σ([u1 . . . ui ])
oin
ide
Σ1
Σ2 Σ1

Σ2Σ2root = root◦ ◦



Hybrid fun
tionsLet Σ = Σ1 ∪ Σ2 be a (Σ1,Σ2)S -layered signature equipped withequational theories E1 and E2.A (E1,E2)-hybrid fun
tion for a set F of pairs of frames is afun
tion σ from lists of terms over Σ to terms over Σ su
h that:
◮ for any frame ϕ o

urring in F , ϕ ≈E1 σ(ϕ) where

σ({x1 7→ t1, . . . , xn 7→ tn}) = {x1 7→ σ([t1]), . . . , xn 7→
σ([t1 . . . tn])};

◮ for any (ϕ,ϕ′) ∈ F , if ϕ ≈E1∪E2 ϕ′ then let
ϕ = {x1 7→ t1, . . . , xn 7→ tn} and
ϕ′ = {x1 7→ u1, . . . , xn 7→ un}. ∀1 ≤ i ≤ n

◮ the roots of all Σ1 positions in σ([t1 . . . ti ]) and σ([u1 . . . ui ])
oin
ide
◮ the frames of all minimal Σ2 positions in σ([t1 . . . ti ]) and

σ([u1 . . .ui ]) are E2 stati
ally equivalent
Σ1
Σ2 Σ1

Σ2Σ2◦ ◦ ◦ ◦ ◦ ◦ ◦ ◦
≈E2



Combining soundness resultsProposition 3We 
onsider the families of 
omputational algebras (A1
η
) for Σ1 and

(A2
η
) for Σ2 respe
ting S, i.e. (s2, s1) ∈ S implies that

[[s2]]A2
η
⊆ [[s1]]A1

η
.Let F be a set of pair of frames over Σ1 ∪ Σ2 and σ be a

(E1,E2)-hybrid fun
tion. If A1
η
× A2

η
is ≈E1 -ad-sound forG = {(ϕ, σ(ϕ)) | ϕ o

urs in F} and A2

η
is ≈E2-ad-sound forframes on Σ2, then A1

η
× A2

η
is ≈E1∪E2-ad-sound for F .Proof idea: Let A be an adversary against E1 ∪ E2-ad-soundness thatqueries his ora
le with a pair of frames (ϕ, ϕ′). Build

◮ B1 : adversary against E1-ad-soundness that queries (ϕ, σ(ϕ))

◮ B2 : adversary against E2-ad-soundness that queries (σ(ϕ), σ(ϕ′))

◮ B3 : adversary against E1-ad-soundness that queries (σ(ϕ), ϕ′)The advantage of A is the sum of the advantages of B1, B2 and B3.



Combination of symmetri
 en
ryption and modularexponentiationWe show adaptive soundness for a 
ombination of previous theories
◮ a soundness result for symmetri
 en
ryption + modularexponentationwe suppose that sort G is a subsort of Data:

◮ group elements 
an appear inside en
ryptions or at keypositions
{x1 7→ exp(a), x2 7→ en
(exp(a) ∗ exp(b), exp(a))} is valid
{x1 7→ exp(a), x2 7→ en
(exp(a), exp(b)) ∗ en
(exp(a), exp(
))}is invalid

◮ the IND-CPA s
heme uses group elements as keys, togetherwith a randomness extra
tor



Combination of symmetri
 en
ryption and XOR
Similarly we show adaptive soundness for for symmetri
 en
ryption+ XORWe suppose that sort Data⊕ is a subsort of Data:

◮ terms of sort Data⊕ 
an appear inside en
ryptions or at keypositions
◮ the key generation of the IND-CPA s
heme randomly sampleselements of {0, 1}η



Part VIIIDKE: an appli
ation of adaptive adversaries



An appli
ation: dynami
 group key ex
hange proto
olsA proto
ol is spe
i�ed by four fun
tions (S,J ,L,K):
◮ S(U1, . . .Un): setup for users (U1, . . . ,Un) returns termsmodelling the exe
ution of the setup proto
ol
◮ J (U),L(U): join, leave of user U returns the terms modellingthe exe
ution of the join/leave sub-proto
ol
◮ K: the key fun
tion returns the 
urrent group keyWe 
onsider stati
 
orruption (on
e at the beginning of theproto
ol).In the symboli
 model, the above fun
tions yield a transitionsystem asso
iating the frame of ex
hanged messages to ea
h state.A DKE proto
ol is symboli
ally se
ure if for any rea
hable state s

φ(s) ∪ {x 7→ K(s)} ≈E φ(s) ∪ {x 7→ r}



Soundness result for DKEIn the 
on
rete model, we suppose an ora
le modeling 
orruption,
S, J and L.Moreover, there is a �nal Test 
all whi
h returns either the key or arandom key (depending on the 
hallenge bit).A DKE proto
ol is se
ure in the 
on
rete model if the advantageAdv(S,J ,L,K)

A,Aη
(η) = P

[
AO1 = 1]− P

[
AO0 = 1]is negligible for any adversary.Soundness result for DKE and modular exponentiationLet (Aη) be a family of 
omputational algebras and

SE = (S,J ,L,K) be a DKE. If (Aη) is ≈EDH-ad-sound and SE isse
ure in the symboli
 model, then SE is se
ure in the 
on
retemodel.



Some referen
es on soundness of stati
 equivalen
e[BCK05℄ M. Baudet, V. Cortier, and S. Kremer. Computationallysound implementations of equational theories against passiveadversaries. ICALP'05, long version in Information andComputation.[ABW06℄ M. Abadi, M. Baudet, and B. Warins
hi. Guessingatta
ks and the 
omputational soundness of stati
 equivalen
e. InFoSSaCS'06.[KM07℄ S. Kremer and L. Mazaré. Adaptive soundness of stati
equivalen
e. In ESORICS'07.



Part IXA
tive adversaries: tra
e mapping



Formal Model
◮ agents Ai , ai , non
es X jAi , n(ai , j , s), garbage G
◮ pairing 〈m1,m2〉
◮ asymmetri
 en
ryption {m}lek(a)



Formal Model
◮ agents Ai , ai , non
es X jAi , n(ai , j , s), garbage G
◮ pairing 〈m1,m2〉
◮ asymmetri
 en
ryption {m}lek(a)

A proto
ol is a �niteset of roles of theform: a bl1 → r1 el4 → r4

l2 → r2 fl5 → r5 gl6 → r6dl3 → r3 hl7 → r7



ExampleNeedham-S
hroeder-Lowe proto
olA→ B : {Na,A}ek(B)B → A : {Na,Nb ,B}ek(A)A→ B : {Nb}ek(B)

Π(1) = (init→ {X 1A1 ,A1}ag(1)ek(A2)),
({X 1A1 ,X 1A2 ,A2}Lek(A1) → {X 1A2}ag(1)ek(A2))

Π(2) = ({X 1A1 ,A1}L1ek(A2) → {X 1A1 ,X 1A2 ,A2}ag(1)ek(A1)),
({X 1A2}L2ek(A2) → stop)Variables are lo
al to ea
h role and ea
h session.



Network
Adversary Proto
ol


orrupt(a1, . . . , al )private keys of a1, . . . , alnew(i , a1, . . . , ak )sid = (s, i , (a1, . . . , ak ))send(sid,m)m′



Formal Intruder Dedu
tion Rules and Implementation
φ ⊢ m m ∈ φ

φ ⊢ b
φ ⊢ ek(b)

b ∈ A ∪ X .a
φ ⊢ m1 φ ⊢ m2
φ ⊢ 〈m1 ,m2〉 φ ⊢ 〈m1 ,m2〉

φ ⊢ mi i ∈ {1, 2}
φ ⊢ ek(b), φ ⊢ m

φ ⊢ {m}rek(b)

r ∈ rand φ ⊢ {m}rek(b) φ ⊢ dk(b)

φ ⊢ m
◮ en
ryption : IND-CCA2
→ the adversary 
annot distinguish between {n0}k and {n1}keven if he has a

ess to en
ryption and de
ryption ora
les.



Formal Intruder Dedu
tion Rules and Implementation
φ ⊢ m m ∈ φ

φ ⊢ b
φ ⊢ ek(b)

b ∈ A ∪ X .a
φ ⊢ m1 φ ⊢ m2
φ ⊢ 〈m1 ,m2〉 φ ⊢ 〈m1 ,m2〉

φ ⊢ mi i ∈ {1, 2}
φ ⊢ ek(b), φ ⊢ m

φ ⊢ {m}rek(b)

r ∈ rand φ ⊢ {m}rek(b) φ ⊢ dk(b)

φ ⊢ m
◮ en
ryption : IND-CCA2
→ the adversary 
annot distinguish between {n0}k and {n1}keven if he has a

ess to en
ryption and de
ryption ora
les.

◮ parsing :
◮ ea
h bit-string has a label whi
h indi
ates his type (identity,non
e, key, ...)
◮ one 
an retrieve the (publi
) en
ryption key from an en
ryptedmessage.



Tra
e mapping resultts � t
 if there exists a partial, inje
tive fun
tion 
 : M→ Cη su
hthat t
 = 
(ts)Exe
s(Π) : the set of valid symboli
 exe
utions of proto
ol π (allterms sent by the atta
ker are dedu
ible)Exe

Π(RΠ),A(RA)(η): 
on
rete exe
ution indu
ed by adversary Awith adv. 
oins RA, intera
ting with proto
ol Π and prot. 
oins RΠLemmaIf the en
ryption s
heme AE is IND-CCA-2 se
ure then for anyp.p.t. APr [∃ts ∈ Exe
s(Π) | ts � Exe

Π(RΠ),A(RA)(η)
]

≥ 1− νA(η)where the probability is over (RΠ,RA)← {0, 1}pA(η) × {0, 1}gA(η)and νA(·) is some negligible fun
tion.



Proof ideas:The proof is done in two main steps:STEP I:
◮ asso
iate to ea
h 
omputational tra

e a symboli
 tra
e usingparsingSTEP II: show this symboli
 tra
e is valid with overwhelmingprobability
◮ 
ara
terize non-valid tra
es: identify all ways in whi
h themessages output by the adversary are invalid
◮ 
onstru
t adversary B against IND-CCA-2
◮ B simulates the proto
ol using the en
ryption ora
le
◮ if A outputs a non-valid tra
e then B breaks IND-CCA-2



Advertisement
Joe-Kai's talk on Thursday
What is the right way to state a mapping lemma.



Consequen
es of the mapping lemmaThe mapping lemma allows to transfer tra
e properties, e.g.authenti
ationSpe
i�
 ad-ho
 results show how to obtain non
e se
re
y (in termso�ndistinguishability)
◮ for asymmetri
 en
ryption IND-CCA-2 implies non
e se
re
y
◮ for asymmetri
 en
ryption (IND-CCA-2) + hash fun
tions(random ora
le): spe
i�
 symboli
 
riterion whi
h is su�
ientand ne
essary for non
e se
re
y



Consequen
es of the mapping lemmaThe mapping lemma allows to transfer tra
e properties, e.g.authenti
ationSpe
i�
 ad-ho
 results show how to obtain non
e se
re
y (in termso�ndistinguishability)
◮ for asymmetri
 en
ryption IND-CCA-2 implies non
e se
re
y
◮ for asymmetri
 en
ryption (IND-CCA-2) + hash fun
tions(random ora
le): spe
i�
 symboli
 
riterion whi
h is su�
ientand ne
essary for non
e se
re
yThe mapping lemma 
an be seen as the generalization to a
tiveadversaries of ⊢-soundnessA natural question: 
an we generalize ≈-soundness to a
tiveadversaries?



Some referen
es on tra
e mappingPubli
 key en
ryption [MW04b℄D. Mi

ian
io and B. Warins
hi. Soundness of formal en
ryption in thepresen
e of a
tive adversaries. In TCC'04.with signatures [CW05,JLM05℄V. Cortier and B. Warins
hi. Computationally sound, automated proofs forse
urity proto
ols. In ESOP'05.R. Janvier, Y. Lakhne
h, and L. Mazaré. Completing the pi
ture: Soundness offormal en
ryption in the presen
e of a
tive adversaries. In ESOP'05.with hash fun
tions [CKKW06,JLM06℄V. Cortier, S. Kremer, R. Küsters, and B. Warins
hi. Computationally soundsymboli
 se
re
y in the presen
e of hash fun
tions. In FSTTCS'06.R. Janvier, Y. Lakhne
h, and L. Mazaré. Computational soundness of symboli
analysis for proto
ols using hash fun
tions. In IC'06Non-malleable 
ommitment [GGvR08℄D. Galindo, F. D. Gar
ia, and P. van Rossum. Computational soundness ofnon-malleable 
ommitments. In ISPEC'08Zero-knowledge proofs [BU08℄M. Ba
kes and D. Unruh. Computational soundness of symboli
zero-knowledge proofs against a
tive atta
kers. In CSF'08



Part XSoundness of observational equivalen
e



Observational equivalen
eIn symboli
 models indistinguishability for a
tive adversaries is
lassi
ally modelled as observational equivalen
e (≈o) in
ryptographi
 pi 
al
uli.Intuitively, if P ≈o Q then P and Q behave similarly in thepresen
e of an arbitrary environment.In [Comon-Lundh - Cortier, CCS08℄:P ≈o Q −→ [[P ]] ≈ [[Q]]for symmetri
 key en
ryption (IND-CPA + INT-CTXT en
ryption,key hierar
hy, honest key generation, parsing) in the applied pi
al
ulus (deterministi
 pro
esses).



Observational equivalen
e
Warning: the following naive statement is wrong.Tra
e mapping + soundness of stati
 equivalen
e impliesobservational equivalen
eIn [Comon-Lundh - Cortier, CCS08℄:Tra
e mapping + tree soundness implies observational equivalen
eTree soundness is an adaptive 
iterion on pro
ess trees, 
lose inspirit to adaptive soundness of stati
 equivalen
e, but not impliedby the later.



Future workWe are still la
king a theory for 
omputational soundness in thepresen
e of a
tive adversaries.



Future workWe are still la
king a theory for 
omputational soundness in thepresen
e of a
tive adversaries.
⊢E -a
tive-soundness tra
emapping



Future workWe are still la
king a theory for 
omputational soundness in thepresen
e of a
tive adversaries.
+ ≈E -a
tive-soundness soundness ofobservationalequivalen
e⊢E -a
tive-soundness tra
emapping



Future workWe are still la
king a theory for 
omputational soundness in thepresen
e of a
tive adversaries.
+ ≈E -a
tive-soundness soundness ofobservationalequivalen
e⊢E -a
tive-soundness tra
emapping

Independent of the parti
ular underlying proto
ol spe
i�
ationlanguageCombination te
hniques of soundness 
riterion


