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Protocol composition

e.g. symmetric encryption
signatures

e.g. asymmetric encryption
another symmetric encryption
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Process syntax

P,Q, . . . ::= processes
| 0 the empty process

| νx
| in(x)
| x := t
| out(t)
| [s = t] modulo an equational theory
| P · Q
| P | Q
| !P
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Ştefan Ciobâcă, Véronique Cortier Protocol Composition for Arbitrary Primitives



Revealing shared keys

P = νx · νy · out({x}y )

Q = νz · out(y) · out({z}x) · 0

νx ′ · νy ′ · (x := x ′) · (y := y ′) · Q 6` z

P · Q ` z

(even if the encryption function is not the same in P,Q)

Ştefan Ciobâcă, Véronique Cortier Protocol Composition for Arbitrary Primitives



Revealing shared keys

P = νx · νy · out({x}y )

Q = νz · out(y) · out({z}x) · 0

νx ′ · νy ′ · (x := x ′) · (y := y ′) · Q 6` z

P · Q ` z

(even if the encryption function is not the same in P,Q)
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Ştefan Ciobâcă, Véronique Cortier Protocol Composition for Arbitrary Primitives



Revealing shared keys

P = νx · νy · out({x}y )

Q = νz · out(y) · out({z}x) · 0

νx ′ · νy ′ · (x := x ′) · (y := y ′) · Q 6` z

P · Q ` z

(even if the encryption function is not the same in P,Q)
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Sharing primitives

P = νx · νy · out({x}y )

Q ′ = νz · out({z}x) · in(z ′) · out(dec(z ′, y)) · 0

νx ′ · νy ′ · (x := x ′) · (y := y ′) · Q ′ 6` z

P · Q ′ ` z

(because P,Q ′ use the same encryption/decryption algorithm)
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Ştefan Ciobâcă, Véronique Cortier Protocol Composition for Arbitrary Primitives



Sharing primitives

P = νx · νy · out({x}y )

Q ′ = νz · out({z}x) · in(z ′) · out(dec(z ′, y)) · 0

νx ′ · νy ′ · (x := x ′) · (y := y ′) · Q ′ 6` z

P · Q ′ ` z

(because P,Q ′ use the same encryption/decryption algorithm)
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Key freshness

R = νx · (establish key y) · νz · [x = y ] · out(z) · 0

R ′ = νx · νy · νz · [x = y ] · out(z) · 0 6` z

P = (y := x)

R ′′ = νx · P · νz · [x = y ] · out(z) · 0 ` z
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Ştefan Ciobâcă, Véronique Cortier Protocol Composition for Arbitrary Primitives



Key freshness

R = νx · (establish key y) · νz · [x = y ] · out(z) · 0

R ′ = νx · νy · νz · [x = y ] · out(z) · 0 6` z

P = (y := x)

R ′′ = νx · P · νz · [x = y ] · out(z) · 0 ` z
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Main theorem

Definition

A linear process is a process without replication or parallel composition.

Theorem (Simplified)

1 Let P be a linear process over Σa and Ea.

2 Let Q be a linear process over Σb and Eb.

3 Let R be a closed linear process obtained by arbitrarily interleaving P
and Q (over Σa ∪ Σb and Ea ∪ Eb).

Then R reveals a secret s in Ea ∪ Eb if (ν fv(P)) · P or (ν fv(Q)) ·Q reveal
s or a shared key in Ea (resp. Eb)

a.

aor if P or Q instantiate two shared keys to the same value
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DH

A → B : ga,mac(ga, k0)
B → A : gb,mac(gb, k0)
A : k := (gb)a

B : k := (ga)b

Let

P1 = νx · out(g(x)) · out(mac(g(x), xk)) · in(z) · in(z ′)·
[z ′ = mac(z , xk)] · y1 := f (x , z)

Fa = {f /2, g/1,mac/2, n1/0, . . .}, Ea = {f(x, g(y)) = f(y, g(x))}.
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DH

Let

P2 = νy · out(g(y)) · out(mac(g(y), xk)) · in(z) · in(z ′)·
[z ′ = mac(z , xk)] · y2 := f (y , z)

Then
P = νxk · (P1 | P2)

is a model for the entire Diffie-Hellman protocol.
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Application

Let Q1 = νxs · out(enc(xs , y1)) and Q2 = in(x) · y := dec(x , y2).

Q = νyk · (y1 := yk · Q1 | y2 := yk · Q2)

Q preserves the secrecy of s.

The sequential composition of Diffie-Hellman and Q:

W = νxk · (P1 · Q1 | P2 · Q2)

preserves the secrecy of xs by the composition theorem.
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Key exchange

P = νk̃ · (P1 | P2) 6` xk , yk

Q = νx · (xk := x · Q1 | yk := x · Q2) 6` xk , yk , xs

By the composition theorem:

W = νk̃ · (P1 · Q1 | P2 · Q2) 6` xs
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Key exchange’

P ′ = νk̃ ·!(P1 | P2) 6` xk , yk

Q ′ =!(νx · (xk := x · Q1 | yk := x · Q2)) 6` xk , yk , xs

By the composition theorem:

W ′ = νk̃ ·!(P1 · Q1 | P2 · Q2) 6` xs
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Tagging

1 sometimes two protocols use the same cryptographic primitives
(encryption) and therefore we cannot model them by using two
disjoint equational theories.

2 tagging consists in adding a small “tag” to each encrypted/hashed
message.

3 untagc(tagc(x)) = x

out(enc(s, k)) → out(enc(taga(s), k)
in(x) · y := dec(x , k) → in(x) · [taga(untaga(dec(x , k))) = dec(x , k)]·

y := untaga(dec(x , k))
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Composition for tagged protocols

Theorem (Simplified)

1 Let Pa be the a-tagged version of a linear process P.

2 Let Qb be the b-tagged version of a linear process Q.

3 Let Rab be a closed linear process obtained by arbitrarily interleaving
Pa and Qb.

Then Rab reveals a secret s if P or Q reveal s or a shared key a.

aor if P or Q instantiate two shared keys to the same value

Proof technique:
enc(taga(u), v) 7→ enca(u, v)
enc(tagb(u), v) 7→ encb(u, v)
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Conclusions and future work

1 a composition result in an equational setting

2 generic theorem of composition: transforms any attack on a
composite trace into an attack on a trace of one of the two protocols

3 preservation of more generic properties (authentication, generic
temporal logic)

4 preservation of behavioural equivalences

5 negative tests

6 sharing “harmless” primitives (pair)
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